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A Conservative Risk Estimator under Unknown Perturbation Distributions
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Abstract

Deep learning (DL) models, despite their remark-
able success, remain vulnerable to small input
perturbations that can cause erroneous outputs,
motivating the recent proposal of probabilistic ro-
bustness (PR) as a complementary alternative to
adversarial robustness (AR). However, existing
PR formulations assume a fixed and known per-
turbation distribution, an unrealistic expectation
in practice. To address this limitation, we propose
non-parametric probabilistic robustness (NPPR),
a more practical PR metric that does not rely
on any predefined perturbation distribution. Fol-
lowing the non-parametric paradigm in statistical
modeling, NPPR learns an optimized perturbation
distribution directly from data, enabling conserva-
tive PR evaluation under distributional uncertainty.
We further develop an NPPR estimator based on
a Gaussian Mixture Model (GMM), covering var-
ious input-dependent and input-independent per-
turbation scenarios. Theoretical analyses estab-
lish the relationships among AR, PR, and NPPR.
Extensive experiments on CIFAR-10, CIFAR-
100, and Tiny ImageNet across ResNet18/50,
WideResNet50 and VGG16 validate NPPR as a
more practical robustness metric, showing conser-
vative (lower) PR estimates compared to assuming
those common perturbation distributions used in
state-of-the-arts.

1. Introduction

Deep learning (DL) models, despite their success across
perception, language, and control tasks, are known to be vul-
nerable to small input perturbations that can drastically alter
their outputs. Such perturbations, commonly referred to as
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adversarial examples (AEs), reveal a fundamental weakness
in modern DL models. Since the first discovery of the phe-
nomenon of AEs (Szegedy et al., 2014; Goodfellow et al.,
2015; Papernot et al., 2016), robustness has emerged as one
of the most actively studied properties. Among them, ad-
versarial robustness (AR) (Huang et al., 2020; Meng et al.,
2022; Ziihlke & Kudenko, 2024; Chakraborty et al., 2021) is
arguably the most extensively studied, focusing on a model’s
ability to withstand deterministic and worst-case' AEs de-
liberately crafted by malicious attackers from a security per-
spective. In contrast, probabilistic robustness (PR) (Webb
et al., 2019; Weng et al., 2019; Wang et al., 2021a; Pau-
tov et al., 2022; Couellan, 2021; Baluta et al., 2021; Tit
et al., 2021; Zhang et al., 2023; Tit et al., 2023; Zhang et al.,
2024b; Robey et al., 2022; Zhao, 2026; Zhang et al., 2025;
2026) has recently been proposed as a complementary no-
tion, not only from the reliability perspective (concerning
average risk (Webb et al., 2019; Wang et al., 2021a; Zhao,
2026)) but also as an extension of the security viewpoint,
aiming to quantify the likelihood that a DL model maintains
correct behavior under random perturbations. Such random
perturbations may arise from natural stochastic sources,
e.g., sensor white noise in benign operational environments,
or from unsophisticated attackers who rely on brute-force
random-noise strategies rather than carefully optimized ma-
nipulations (i.e., attacks typically proposed in AR studies).

Intuitively, PR addresses the question: “What is the likeli-
hood of encountering AEs under stochastic perturbations?”.
Such stochastic perturbations should be generated from
a given distribution, referred to as the “input model” in,
e.g., (Webb et al., 2019; Weng et al., 2019; Zhang et al.,
2024b). Indeed, this perturbation distribution is assumed
to be known and fixed in the very first formal definition
of PR (Webb et al., 2019) and has since been adopted by
all subsequent studies in both PR assessment (Webb et al.,
2019; Weng et al., 2019; Wang et al., 2021a; Pautov et al.,

'The terms “worst-case” and “deterministic” indicate that AR
studies typically aim to find the optimized AE, e.g., the one
that maximizes loss or lies closest to the original input within
a norm-ball. Note, although some approaches used to detect such
deterministic/worst-case AEs involve stochastic procedures (e.g.,
random starts in PGD attacks), these are normally algorithmic
choices for numerical optimisation, which does not change the fact
that the underlying optimal AE is deterministic.
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Figure 1. Illustration of robustness estimators under different perturbation assumptions. AR evaluates worst-case robustness against
optimization-based adversarial perturbations, assessing whether such perturbations can alter the prediction. PR estimates robustness by
estimating the “proportion” of Non-AEs under known perturbation distribution. The proposed NPPR provides a minimal “proportion”

over an admissible perturbation distribution set.

2022; Couellan, 2021; Baluta et al., 2021; Tit et al., 2021;
Zhang et al., 2023; Tit et al., 2023; Zhang et al., 2024b)
and PR training (Wang et al., 2021a; Robey et al., 2022;
Zhang et al., 2024a; 2025; 2026) works. However, in prac-
tice, the perturbation distribution is rarely known a priori.
Although Gaussian or Uniform distributions are commonly
used in the literature, these choices are merely illustrative
and not intended to represent any universal perturbation
distributions. As noted in those PR works, the assessor is
expected to specify an appropriate perturbation distribution
on a case-by-case basis, supported by justified evidence
from the target application—an expectation that is often
infeasible in practice.

To bridge the gap arising from the unknown perturbation
distribution, we introduce non-parametric> probabilistic ro-
bustness (NPPR), a more practical PR metric that does not
rely on any predefined perturbation distribution. Instead,
NPPR derives the conservative perturbation distribution
from a set of distributions (representing, e.g., all possible
noise from sensors). This yields the minimum PR over the
admissible perturbation distribution set, i.e., providing a
lower bound (see Fig. 1).

Specifically, after formally defining NPPR, we develop an
NPPR estimator that fits a Gaussian Mixture Model (GMM)

>The term “non-parametric” follows its usage in statistical
modelling, referring to approaches that do not assume a fixed
parametric form for the underlying distribution but instead infer it
from data.

with Multilayer Perceptron (MLP) heads and bicubic up-
sampling to optimize the perturbation distribution from data
for the most conservative PR estimates. The estimator con-
siders four dependency scenarios between perturbations,
inputs, and labels. We further provide a theoretical analy-
sis of the relationships among AR, PR, and NPPR under
these scenarios. Experiments on ResNet18/50, WideRes-
Net50 and VGG16 across CIFAR-10, CIFAR-100, and Tiny
ImageNet datasets are conducted to validate our approach.

In summary, our main contributions are as follows:

1. Formal metric: We extend the PR concept to a non-
parametric setting, formally define the NPPR metric,
and theoretically relate it to AR and PR.

2. Estimator: We develop an NPPR estimator that learns
a conservative perturbation distribution for robustness
evaluation under unknown perturbation distribution,
with theoretical convergence guarantees.

3. Open-source repository: We provide full experimen-
tal details and release our implementation publicly
at https://github.com/squarewang2077/

nppr.

2. Preliminary and Related Works

Consider a standard classification task, where each input—
label pair (x,y) € X x Y is drawn from an unknown data
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distribution D over X x ). X C R? denotes the input
space and ) = {1,2,...,C} the label space. A hypothesis
h: X — Y, with h € H, represents the classifier under
study. The training set S = {(=x;,v;)}~, consists of N
i.i.d. samples drawn from D, and ¢ : ‘H x ) — R denotes
the loss function.

We denote perturbations by € ~ w, where w is the underly-
ing perturbation distribution, and let 3 denote the admissible
perturbation budget (e.g., an L,, ball). For convenience in
our theoretical analysis, we adopt the notation & from prior
work on AR (Dohmatob & Bietti, 2022; Wang et al., 2024)
to represent our local robustness metric, and G for corre-
sponding global robustness metric.

2.1. Adversarial vs. Probabilistic Robustness

Although definitions of robustness vary across different DL
tasks and model types, it generally refers to a model’s ability
to maintain consistent predictions under small input pertur-
bations. Typically, robustness is defined such that all inputs
within a perturbation budget B yield the same prediction,
where B usually denotes an L,,-norm ball of radius -y around
an input . A perturbed input &’ (e.g., obtained by adding
noise to x) is considered an AE if its predicted label dif-
fers from that of . Evaluation methods for robustness are
typically based on metrics defined over AEs (Huang et al.,
2020; Ziihlke & Kudenko, 2024). The formal definitions of
AR and PR metrics are introduced in Def. 2.1 and Def. 2.2,
respectively.

Definition 2.1 (Adversarial Robustness). Let 15(5) be an
indicator function that equals 1 if S holds and 0 otherwise.
Given a classifier h € H, AR around the input x is defined
as

6AR(:L.7 y) £ 1- sup 1h(m+s)7£y7 (1)
eeB

where B = {e € R? | |le||,, < v} denotes the perturbation
budget.

Definition 2.2 (Probabilistic Robustness). Reuse notations
in Def. 2.1, and let w(-|x) denote a perturbation distribution
conditioned on x, whose support lies within B. Then, the
PR of an input-label pair (x, y) is defined as

Spr(@,y,w) = Bevu(la) {1h(m+e):y} 2

Remark 2.3 (Input-dependency of perturbations). While
Def. 2.2 provides a general formulation of PR in which
the perturbation distribution w depends on the input x, in
practice such perturbations may or may not depend on the
specific input. Input-dependent perturbations occur when
the characteristics of the noise vary with the input itself.
For instance, in computer vision, noise may increase in
darker regions of an image, motion blur may depend on the
object’s velocity. In contrast, input-independent perturba-
tions remain statistically identical across all inputs, such

as additive white Gaussian noise, disturbances from con-
stant background vibration or temperature drift that affect
all camera inputs equally.

AR? captures the “worst-case” scenario in which the gen-
erated perturbations yield the AE that maximizes the loss
or is closest to the input, typically requiring carefully de-
signed adversarial attack algorithms that often rely on access
to model gradients. PR, in contrast, complements AR by
estimating the likelihood of encountering AEs when pertur-
bations are generated stochastically, ensuring that the risk
remains below an acceptable threshold rather than being
exactly zero (Webb et al., 2019; Zhang et al., 2023; 2024b;
Weng et al., 2019; Zhao, 2026). Intuitively, Def. 2.2 de-
fines PR as the probability that a model’s prediction remains
unchanged under random perturbations of an input . A
“frequentist” interpretation of this probability is the limiting
relative frequency of perturbations that do not alter the pre-
dicted label over infinitely independent trials (Zhang et al.,
2024b; Zhao, 2026) (see Fig. 2, panel (b)). We also note that
the PR definition in the literature constrains perturbations
within a L,,-norm ball by enforcing ||e||, < 7. Equivalently,
we assume a noise distribution w with zero probability mass
outside this budget.

The work (Rice et al., 2021) bridges the gap between PR
and AR by introducing a continuum of robustness notions
between average-case and worst-case performance. Their
work highlights that AR can be viewed as an extreme point
of a broader risk-sensitive robustness spectrum, while PR
captures less conservative but potentially more operationally
relevant notions of robustness. We refer readers to Ap-
pendix E.3 for more detailed comparison between our NPPR
and the work (Rice et al., 2021).

2.2. Probabilistic Robustness Assessment

Recent years have witnessed notable progress in PR re-
search, particularly in terms of its assessment, resulting
in the development of a variety of assessment methods
across different DL tasks. The earliest study (Webb et al.,
2019) to formally define and evaluate PR introduced a black-
box statistical estimator based on the Multi-Level Splitting
method (Kahn & Harris, 1951), which decomposes the task

3A related line of work studies AR through randomized or
game-theoretic formulations. Meunier et al. (2021) model AEs
as a zero-sum game in which both the attacker and the classi-
fier may use mixed strategies, and analyze robustness via mixed
Nash equilibria. Other works further investigate randomized de-
fenses against strong attacks (Pinot et al., 2020), game-theoretic
formulations of additive adversarial attacks and defenses (Pal &
Vidal, 2020), and the role of randomization in adversarially ro-
bust classification (Gnecco Heredia et al., 2023). These studies
demonstrate that randomized adversaries, randomized classifiers,
and equilibrium-based formulations are important alternatives to
purely deterministic attack models.
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Figure 2. Nlustration of robustness evaluation paradigms. Panel (a) shows AR, which assesses the worst-case loss within a prescribed
perturbation budget. Panel (b) illustrates PR, which measures the “proportion” of non-AEs under a known perturbation distribution.
Panel (c) illustrates NPPR, which evaluates the same quantity under a learned conservative perturbation distribution, providing robustness

evaluation under unknown perturbation distribution.

of estimating the probability of a rare event into several
subproblems and is thus suitable for cases where PR is
very high. Later, more efficient white-box estimators were
developed in (Tit et al., 2023). Zhang et al. (Zhang et al.,
2023) further investigated PR under functional perturbations
such as color shifts and geometric transformations. In addi-
tion, PR has been extended to broader applications such as
explainable AI (Huang et al., 2023) and text-to-image mod-
els (Zhang et al., 2024b). For a comprehensive overview
of PR assessment, readers are referred to (Zhao, 2026). Be-
yond assessment, several studies (Wang et al., 2021a; Robey
et al., 2022; Zhang et al., 2024a; 2025) have focused on
developing training methods to improve PR, with their opti-
mization strategies systematically summarized in the recent
benchmark study (Zhang et al., 2026).

All aforementioned state-of-the-arts PR formulations rely
on a shared assumption that the perturbation noise follows
a predefined distribution, which is rarely known in prac-
tice. In contrast, our proposed NPPR learns an optimized
distribution from data, enabling a conservative evaluation
that yields the lowest PR estimate within the admissible
distribution set.

3. Non-Parametric Probabilistic Robustness

As illustrated in Fig. 2, an inappropriate perturbation dis-
tribution (as in existing PR studies that predefine a fixed
perturbation distribution; cf. Fig. 2 (b)) may underestimate
the true risk. Therefore, an optimized perturbation distri-
bution, adaptively learned from real data, is necessary to
overcome the infeasible assumption of a predefined distribu-
tion. Accordingly, we formally define our NPPR in Def. 3.1,
in which the learned optimized perturbation distribution al-

lows PR to be evaluated more conservatively and accurately.

Definition 3.1 (Non-parametric PR). Reusing the notation
from Def. 2.2, the NPPR of an input-label pair (x,y) is
defined as

Sxprr(@:y) 2 if Eeoia) [Lwioy|s 3

where P is an admissible distribution set with support all
lying within the perturbation budget .

Remark 3.2. Similar to Def. 2.2, NPPR also accommodates
both input-dependent and input-independent noise distribu-
tions (see Remark 2.3). Based on this property, we design
different estimators tailored to each type of dependence,
enabling a more accurate and conservative PR evaluation.

Building upon the definitions of local robustness for in-
dividual input-label pairs (Def. 2.1, 2.2, 3.1), we extend
the concept to a global robustness metric that quantifies
the overall robustness of a classifier across the entire data
distribution.

Definition 3.3 (Global Robustness). Consider input—label
pairs (@, y) ~ D, and let &(x, y) denote the point-wise ro-
bustness metric. The global robustness over the distribution
D is defined as

G(D) £ E(a,y)~p [6(,y)]- “
For simplicity and to avoid ambiguity, we omit the distribu-
tion D from the notation G and let GaRr, Gpr, and Gnppr
denote the respective global metrics for AR, PR, and NPPR.

Proposition 3.4. Considering AR, PR, and NPPR as de-
fined in Def. 2.1, 2.2, and 3.1, and binary loss function for
AR, let GaRr, Gpr, and Gnppr denote their corresponding
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global robustness metrics. Given a perturbation distribu-
tion w € P. (either conditional or unconditional) for the
perturbation g, we have

Gar < Onprr < GOpr. )

If we allow P: to be unrestricted, representing any distribu-
tions (including the Dirac delta measure), then the equality
holds,

Gar = ONPPR- (6)

Proposition 3.5. Reuse the condition in Prop. 3.4, and let
G° and G" denote global robustness on conditional and
unconditional perturbation distributions for AR and NPPR,
respectively. Then we have

ge<g" @)

Prop. 3.4 shows that the global NPPR metric serves as a
more conservative measure compared to PR. Under extreme
conditions, NPPR can be as low as AR. Prop. 3.5 compares
the global robustness metrics for the conditional and uncon-
ditional cases and demonstrates that the conditional case
yields lower robustness than the unconditional case. The
detailed proofs can be found in Appendix A.1.

4. NPPR Estimation

4.1. Conservative Distribution via Optimization

We first obtain the conservative distribution by a minimiza-
tion problem over a set of distributions. To this end, we
construct a learnable perturbation distribution that conser-
vatively characterizes admissible perturbations. As illus-
trated in Fig. 3, the construction consists of a parameter-
ized distribution model that generates perturbations within
a prescribed budget, which are then used to evaluate PR
via Monte Carlo estimation (Webb et al., 2019). This en-
ables NPPR to assess robustness without assuming a known
perturbation distribution. We obtain this conservative dis-
tribution by optimization. With this construction in place,
we next formalize the objective function under the resulting
perturbation distribution.

Finite-GMM approximation of NPPR The preceding
construction optimizes a learnable perturbation distribution
through a finite Gaussian mixture model with a Gumbel-
Softmax relaxation. Here, “non-parametric” refers to the
metric-level formulation of NPPR, where robustness is de-
fined by optimizing over an admissible class of perturbation
distributions rather than a fixed reference distribution. In
practice, we approximate this ideal distributional search
by restricting the optimization to a finite-K GMM family.
Although this restriction may introduce an approximation

gap, it remains more expressive than standard PR with a
single prescribed perturbation distribution, since the GMM
can model multiple perturbation modes through adaptive
mixture weights, means, and covariances. The number of
components K therefore controls the trade-off between ex-
pressiveness and computational efficiency. A formal rela-
tion between the finite-GMM estimator and the ideal NPPR
objective is given in Appendix B.

Objective function Letl{ denote the up-sampling module,
which adjusts perturbations to match the input resolution
while ensuring that their support lies within the prescribed
perturbation budget. Consider a classifier / and a differen-
tiable smooth surrogate loss ¢ that relaxes the hard indicator
loss 1. Given an input-label pair (x,y) ~ D and perturba-
tions sampled from a GMM, our objective function is

£() = By [Eemarnuy [0 (bl +UE)),9)]| ®

where GMMg = GMM(7g, ttg, Lg) denotes a parame-
terized Gaussian mixture distribution, whose parameters are
governed by ¢.

We define the loss function ¢ as the logit margin between
the ground-truth class and the most confident non—ground-
truth class, with a hyperparameter « controlling the margin
scale. Let ' =+ (&) denote the AE. The loss function is

¢ (h(x'),y)=softplus (hy(:c’) ~ max hi(z') + l<&> )
iy

where softplus(z) = log(1 + e”) is lower-bounded by zero,
improves its smoothness near the origin, and behaves ap-
proximately linearly when the logit gap is large. We ex-
perimented with several variants of the loss function, and
found that the softplus formulation yields the most stable
optimization trajectory.

The above objective induces a learnable perturbation distri-
bution for NPPR estimation. To allow the distribution to
adapt to input-dependent perturbation patterns, we parame-
terize it using lightweight MLP heads.

MLP heads for input-dependent parameterization We
parameterize the perturbation distribution using lightweight
MLP heads to enable input-dependent modeling. As il-
lustrated in Fig. 3, the MLP outputs the parameters of a
Gaussian mixture model, including the mixture weights
{mi H< |, means {u; H< |, and covariances {Z }5_,. This
design allows the perturbation distribution to adapt to dif-
ferent inputs while remaining fully learnable. Additional
dependency variants, including input-independent and par-
tially conditioned settings, cf. Fig. 4 in Appendix D.

The first type is (i) Independence, where the perturbation
distribution is entirely independent of the input-label pairs.
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Figure 3. Illustration of the main components for deriving the conservative perturbation distribution. The construction consists of
three components: (i) MLP heads that parameterize the perturbation distribution, (ii) a Gaussian mixture model (GMM) for sampling
latent perturbations, and (iii) bicubic up-sampling that maps latent perturbations to the input space. The MLP heads output the parameters
of the GMM, from which perturbations are sampled and subsequently up-sampled to the input resolution. The mapping g5 ensures that
the resulting perturbations lie within the prescribed perturbation budget.

This corresponds to scenarios such as additive Gaussian
noise, external disturbances, and temperature drift, as dis-
cussed in Remark 2.3. (ii) Label dependence: As shown
in Fig. 4 (a), the perturbation distribution depends on the
ground-truth labels through a learnable label embedding
on mixture proportions. In this case, the noise is character-
ized by label-specific variations rather than input-dependent
ones. (iii) Input dependence: The perturbation distribu-
tion depends solely on the input features extracted from the
classifier. (iv) Joint dependence: As illustrated in Fig. 4
(b), the mixture weights 7, are linked to ground truth labels,
while the means and covariances of the mixture components,
i and X, are conditioned on the input features.

GMM with Gumbel-softmax We model the perturbation
distribution using a GMM, which represents a distribution
as a finite mixture of K Gaussian components. For each
input, a latent component index z; is sampled according to
the mixture weights, followed by sampling from the corre-
sponding Gaussian component:

z; ~ Categorical(my, ..., TK), (10)
&€; ‘ZZ‘N./\/'([,LZ”Ezi). (11)

In our setting, perturbations are not observed explicitly, and
the discrete sampling of z; prevents direct gradient-based
optimization. To enable end-to-end training, we employ the
Gumbel-Softmax trick (Jang et al., 2017; Maddison et al.,
2017), which provides a differentiable relaxation of categor-
ical sampling. Specifically, let g i Gumbel(0, 1) and
define the relaxed mixture weights

log 7 1 + g
T

) . ke[K]. (12

W = softmax(

The relaxed perturbation is given by &’ = Zszl Wr k€K,
where €, ~ N(pek,X¢r). This relaxation yields a
smooth surrogate objective

Lr(¢) =E(oy)Eq.e,....ex [0 (@ +U(E)), )], (13)

which is differentiable with respect to ¢. And the empirical
objective on training set .S is

1 N
L:s(¢) = N ZEg,sl,...,sK [ (h(z; +U(E")),u3)] -
- (14)

Further details of the Gumbel-Softmax construction are pro-
vided in Appendix D.1. We next quantify the approximation
error introduced by the Gumbel-Softmax relaxation and
show that the relaxed objective converges exponentially fast
to the original objective as the temperature 7 decreases.

Lemma 4.1 (Gumbel-Softmax approximation error). Let
L(¢) and L, (¢p) denote the original and Gumbel-Softmax
relaxed objectives, respectively. Assume that the loss func-
tion @ is L-Lipschitz and that the perturbation satisfies
llell < ~ almost surely. If the underlying mixture admits a
unique dominant component, then there exists a constant

C > 0 such that
L(¢) — L(¢)| < (K —1)Lye™7.  (15)

A more detailed version of this lemma and its proof are
provided in Section A.2 of Appendix A.

Bicubic up-sampling Since input images typically reside
in high-dimensional spaces, the covariance matrix of the
perturbation distribution scales as O(d?) with respect to
the input dimension d, making direct computation infeasi-
ble. To address this, we perform perturbation modeling in
a lower-dimensional feature space and map the resulting
perturbations back to the input space using bicubic inter-
polation, which is computationally efficient and preserves
spatial smoothness (Dong et al., 2016; Keys, 2003). Detailed
interpolation formulas are provided in the Appendix C.

To ensure that the support of the perturbation distribution
lies within the prescribed L,,-norm ball, we apply a scaled
tanh mapping multiplied by the perturbation budget v, a
common constraint mechanism in the AR literature (Chen
et al., 2022; Huang & Zhang, 2020).
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4.2. Algorithms

Algorithm 1 Conservative Perturbation Distribution via
Optimization

Require: Frozen classifier h, feature extractor f, training
set Strain, parametric model MLP 4, temperature 7, loss
o, iterations T, step sizes {n; }1_;.
Ensure: Trained parameters $
1: Initialize ¢, .
2: fort=1to T do
3:  Sample mini-batch B; C Sirain-
Keep correctly classified samples BY C B;.
Draw auxiliary noise ¢.
Compute stochastic gradient

vd" Z EC

(w y)EBY

AN AR

d)tv 4 y) C)]

7. Update ¢yy1 < ¢+
8: end for

9: return <$ = ¢ri1-

— NGt

Algorithm 2 NPPR Evaluation

Require: Frozen classifier h, feature extractor f, test set
Shest, trained model MLP S number of samples M.

Ensure: Estimated NPPR value éNppR.
1: Filter correctly classified test samples:

Stest = {(, ) € Stess : argmaxh(z) = y}.

2: Compute

GNPPR =

1
el 2 Zlh e

(®,y)€S{esy I=

where each € is sampled from the GMM parameterized
by (1,5, %) = MLP4(f(x)).

Algorithm 1 trains the NPPR distribution estimator using
correctly classified training samples under a frozen classifier.
£, () represents the loss ¢(+) after reparameterization and
auxiliary noise ¢ denotes a collection of noise from stan-
dard Gaussian and Gumbel distributions (c.f. Thm. A.4 in
Appendix A.2).

Algorithm 2 then estimates NPPR on test set via Monte
Carlo sampling from the learned perturbation distributions,
with no parameter updates during evaluation. During train-
ing, each SGD iteration processes a mini-batch of size b
and draws M perturbation samples per input, resulting in a
per-iteration complexity of O(bM - C},), where C}, denotes
the cost of a forward/backward pass through the frozen

classifier and the lightweight MLP head. At inference time,
NPPR evaluation requires O(|S¢,q.| M - Ch) forward passes,
scaling linearly with the number of Monte Carlo samples.
We report the detailed wall-clock time costs for both training
and inference in Appendix E.1.

4.3. Convergence of the Relaxed Objective

Theorem 4.2 (Nonconvex SGD convergence). Let L, s(¢)
be an empirical objective and assume it is [3-smooth and
bounded below by L% ¢ £ infy Ly 5(p). Consider the
SGD iterates ¢y1 = ¢y — 1 gy, wheren < 1/ and gy is
a stochastic gradient estimator satisfying

Elg: | ¢t] = VL. s(y), (16)
E [llg: = VLr.s(@n)lI* | 1] < 0” (17
for some 0® < cc. Then for any T > 1,
- Z [HVLTS (60 } (1s)
t=0
_ (’)< L: s(¢po) — S 4+ Bno > (19)
nT

where O(-) hides universal numerical constants.

In our estimator, the variance o2 further decomposes into
a Monte-Carlo term and a mini-batch term (c.f. Thm A.4
Appendix A). A theorem with proof is provided in Thm. A 4.

Theorem 4.2 establishes that optimizing the Gumbel-
Softmax relaxed objective L, g via SGD enjoys standard
convergence guarantees for smooth nonconvex optimization.
In particular, the result shows that the expected squared gra-
dient norm converges at the canonical O(1/T') rate up to a
variance-dependent neighborhood, despite the use of Monte
Carlo sampling and stochastic mini-batches.

S. Experiments

Experimental setup We evaluate our method on CIFAR-
10, CIFAR-100, and Tiny ImageNet using ResNet18/50,
WideResNet50, and VGG16 as base classifiers. The pertur-
bation distribution is modeled by a GMM with varying num-
bers of components (K € {3,7,12}) and learned under four
conditioning strategies: input-independent, label-dependent,
input-dependent, and joint input—label dependence, which
together capture a broad range of dependency structures.
All evaluations are conducted under an L., perturbation
budget with v € {4/255,8/255,16/255}. The distribu-
tion parameters are learned for 50 epochs using Adam with
learning rate 5 x 10~*. Experiments are implemented in
Python 3.10 and PyTorch 2.5.1, and run on two NVIDIA
RTX 3090 GPUs. Additional implementation and training
details are provided in Appendix D.
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Table 1. Performance across datasets and models (%). Results are reported by taking average with standard deviations in parentheses

over 10 runs. Q\NppR corresponds to the GMM-based estimator. PR is evaluated under Gaussian, Uniform, and Laplace perturbation
distributions, while AR is evaluated using PGD, CW for 3 steps with o = 0.25 X ~, and standard AutoAttack (AA). Results are obtained
under joint dependency with 7 mixture modes and an L., perturbation radius of 16/255. All robustness results are clean-normalized.

gPRUmform gp RiLaplace gARPGD gARCW gARAA

97.210.034) 95.13(0.026) 3.1000.084) 3.30¢0.115 0.00(0.000)
94.940.0200 92.23(0.051) 5.80¢0.116) 6.05¢0.128) 0.00(0.000)
93.36(0.024) 88.76(0.046) 0.4900.019) 0.31(0.013) 0.00(0.000)
96.250.031) 94.02(0.0200 6.940.182) 7.24(0.130) 0.01(0.000)

91.480.039) 86.17(0.042) 2.4500.049) 3.02(0.027) 0.02(0.000)
86.78(0.052) 80.310.034) 3.470.079)0 3.69(0.046) 0.010.000)
83.48(0.018) 75.440.067) 0.980.051) 0.81(0.030) 0.00¢0.000)
88.24(0.034) 82.58(0.083) 4.56(0.080) 4.940.101) 0.01¢0.000)

Dataset Model Acc. Guppr(Ours) Q\pRGamn
ResNetl8 87.72  76.290.038)  95.28(0.030)

ResNet50 90.75 86.840.024) 92.42(0.021)
CIFARIO1yGGle 9228 745300  89.0800.033)
WRN50 91.13  81.3200.030)  94.20¢0.051)

ResNetl8 63.38 58.650.018) 86.51(0.052)

ResNet50 70.57 58.930.035) 80.73(0.047)

CIFARIOO 1yGG1e 7102 52.13001  75.8600s0)
WRNS50 72.02 58.88(0.032) 82.88(0.060)

ResNetl8 56.99 53.200.026) 92.26(0.030)
TinvImaeeNet ResNet50 70.39  64.460.044)  92.09(0.047)
YIMAgENl vGG16  66.95 59.010033) 93.070.019)
WRNS50 73.74 59.88(0.019) 93.60(0.013)

95.170.025) 92.07(0.030) 0.450.023) 0.52(0.021) 0.00(0.000)
95.190.030) 91.90¢0.025) 3.9000.044) 2.12(0.055) 0.00(0.000)
95.7000.040) 92.870.047) 4.120.034) 0.21(0.014) 0.00(0.000)
96.190.019) 93.43(0.021) 4.790.039) 3.18(0.082) 0.00(0.000)

Table 2. Ablation settings of ResNet18 on CIFAR-10 under various perturbation dependency settings (%). Gnppr denotes the
estimator of the global NPPR metric (c.f. Def. 3.1 & 3.3), while ER represents the entropy ratio of the mixture weights. A smaller ER (c.f.

Appendix D.2) implies that the GMM is governed by one dominant component. The lowest value of Gnppr is highlighted in bold.

Config. ) Indep. | ) Label dep. | B} Input Dep. | B} Joint Dep.
Onppr ER(7) | Gnppr ER(m) | Gyppr ER(m) | Gyppr  ER(m)
Base (K=3) 74.99 0.21 75.79 99.22 85.36 57.00 79.20 99.23
+ Learnable 81.27 91.35 69.08 99.14 84.76 69.45 78.59 99.16
+ #mode (K=7) 73.25 94.37 64.88 87.29 84.17 54.28 76.27 89.63
+ #mode (K=12) 74.43 92.43 64.87 76.59 83.31 48.74 73.11 73.31

Table 3. Comparison of AR, PR, and NPPR on CIFAR-10
(ResNet18) under different L., budgets. Results are reported
for v € {4/255,8/255,16/255}. PR uses a uniform perturbation
distribution, AR is evaluated with PGD-10, and NPPR is reported
under different dependency settings (K=7).

Estimator Dependency 4/255 8/255 16/255
Indep. 97.51 91.10 73.25

G Label dep.  95.57 86.51 64.88
NPPR Inputdep.  98.67 95.01 84.17
Jointdep.  96.77 90.98  76.27

GPRunn, 99.71 99.30  97.26
GARven 3491 633 0.5

5.1. Ablation Study

Tab. 2 reports an ablation study of the proposed training
pipeline on CIFAR-10 with ResNet18. Except for the input-
independent setting, all variants yield more conservative
robustness estimates, as reflected by lower values of GnppR,
when a learnable up-sampler is employed. Moreover, in-

Table 4. NPPR (%) on ResNet18/CIFAR-10 trained and evalu-
ated under different L., radii. Each row corresponds to a fixed
training radius, while each column reports the evaluation result
under a different radius, under joint dependency with K = 7.

Train\Eval 4/255 8/255 16/255 32/255
4/255 96.56 9158  79.63  59.79
8,255 96.77 9131  77.66  55.60
16/255 96.75 90.99 7627  52.49

creasing the number of mixture components generally leads
to further reductions in Gnppr, indicating that a richer mix-
ture improves the expressiveness of the learned perturbation
distribution. The input-independent variant exhibits a dif-
ferent trend, which we attribute to optimization instability
arising from the lack of conditioning information, leading
to higher variance in the learned distribution.

5.2. Evaluation Across Models and Datasets

Tab. 1 further compares global NPPR, PR (under Gaus-
sian and uniform perturbation distributions), AR (estimated
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using standard first-order attacks as reference), and clean
accuracy across different model architectures and datasets.
As expected, AR yields the most pessimistic robustness
estimates, while PR under fixed perturbation distributions
produces the most optimistic ones. Notably, NPPR consis-
tently lies between AR and PR across all configurations, em-
pirically validating Proposition 3.4 and demonstrating that
NPPR provides a more conservative yet stable robustness
evaluation. In addition, NPPR degrades as the classification
task becomes more challenging for a fixed architecture, e.g.,
Gnppr for ResNet18 decreases from 76.29 on CIFAR-10 to
58.65 on CIFAR-100 and 53.20 on TinyImageNet. We also
compute the wall time for our NPPR estimator in Tab. 8.
Across different datasets, we find that input dimensional-
ity and model complexity are the primary factors affecting
efficiency.

To further assess this efficiency aspect, Tab. 5 evaluates
NPPR with different feature extractors for the GMM head,
suggesting that NPPR does not necessarily require the same
or largest backbone as the target classifier. Smaller or differ-
ent feature extractors can still provide competitive estimates,
offering a practical way to reduce the additional fitting cost.

5.3. Cross-Radius Analysis

Tab. 3 reports NPPR, PR, and AR under different perturba-
tion radii. Across all settings, smaller perturbation budgets
lead to higher robustness estimates, reflecting fewer admis-
sible AEs within a more constrained region.

Tab. 4 reports NPPR scores on ResNet18/CIFAR-10 when
the estimator is trained at different radii and evaluated across
multiple radii. Two consistent patterns can be observed.
First, for a fixed training radius, the NPPR score decreases
monotonically as the evaluation radius increases, which
matches the expected behavior under a larger perturbation
budget. Second, estimators trained at different radii re-
main reasonably stable across evaluation radii. In particular,
training with a larger radius tends to yield slightly more
conservative estimates at larger evaluation radii. For exam-
ple, when evaluated at 32/255, training at 16/255 gives an
NPPR score of 52.49, compared with 59.79 when training at
4/255. More cross-radius experimental results are provided
in Appendix E.2.

6. Conclusion

To address the limitations of PR evaluation caused by re-
liance on predefined perturbation distributions, we introduce
Non-Parametric Probabilistic Robustness (NPPR). NPPR
provides a conservative robustness evaluation by estimat-
ing PR under an optimized perturbation distribution (from
data) that minimizes PR over all admissible distributions,
eliminating the need to assume a fixed perturbation distribu-

Table 5. NPPR (%) on CIFAR-10 under L..(16/255) using
different feature extractors for the GMM head. Rows denote
the feature extractor used to train the estimator, while columns
denote the target classifier being evaluated. Results are obtained
under the joint dependency setting with K = 7.

Feat. ResNet18 ResNet5S0 VGG16 WRNS0
ResNet18 76.27 80.12 74.99 77.26
ResNet50 86.41 86.81 86.03 86.09
VGG16 76.60 80.66 74.47 77.84
WRN50 82.40 84.21 79.79 81.32

tion a priori. We solve the NPPR estimation problem via a
GMM-based implementation and analyze how different de-
pendency structures between inputs and perturbations affect
robustness estimates, observing that stronger dependency
consistently leads to more conservative NPPR values. Ex-
periments across multiple datasets and model architectures
demonstrate that our NPPR approach is both effective and
efficient. We further provide theoretical analysis clarifying
the relationships among AR, PR, and NPPR.

We note that NPPR is not intended to design new attacks (as
other common robustness studies). Instead, NPPR serves
as a conservative robustness estimator from the assessor’s
perspective, aiming to answer the question: “if the input
is subject to some stochastic perturbations (e.g., arising
from background noise, sensor vibrations, or even unso-
phisticated random attacks), and the exact perturbation
distribution is unknown, how robust can the model be at
least?”. Thus, NPPR does not replace AR or PR, rather, it
complements them by filling the gap created by unknown
perturbation distributions when doing assessment. We be-
lieve NPPR represents an important stepping stone toward
making PR more implementable in real-world applications.
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A. Omitted Proofs
A.1. Relationships among AR, PR and NPPR

To facilitate readability, we restate Propositions 3.4 and 3.5,
followed by their proofs in order.

Proposition A.1. Considering AR, PR, and NPPR as de-
fined in Def. 2.1, 2.2, and 3.1, and binary loss function for
AR, let Gar, Gpr, and Gnppr denote their corresponding
global robustness metrics. Given a perturbation distribu-
tion w € P. (either conditional or unconditional) for the
perturbation g, we have

Gar < Onppr < Gpr. (20)

If we allow P: to be unrestricted, representing any family of
distributions (including the Dirac delta measure), then the
equality holds,

AR = ONPPR- 2D
If P, includes only continuous distributions and the set of
all adversarial perturbations is set of measure zero within
B, then the following strict inequality holds,

Gar < ONPPR- (22)

Proof. Here we provide the proof of Proposition 3.4. The in-
equality Gnppr < Gpr follows directly from Definition 3.1.
Thus, it remains to establish the inequality between AR and
NPPR, namely Gar < Gnppr. We prove this inequality
by showing that Gar = Gnppr When no restrictions are
imposed on P, and for some specific restrictions imposed
on P, there exists Gar < GNPPR.-

We begin with the equality. To this end, we first establish
that Gar > Onppr, and then show the reverse inequality
Gar < Onppr. Considering the conditional case and a
binary loss function, let

e* € argsup 1p,(pre)2y (23)

eeB

be the adversarial perturbation, and
w*(-|z,y) = arg wig, Eenw(|a,y) {1h(m+e):y] (24)

be optimal perturbation distribution of NPPR. Now, consid-
ering Dirac delta measure d.« € P, we have

Gar = Ep [1h(zier)—y] (25)
=Ep [Es.. [Ln(wre)=y]] (26)
> Ep [inf By [Ty se)my] | 27)
= GNPPR (28)

12

Inversely, we have

Gnepr = Ep [Eor [Lh(zte)=y] ] (29)

IfEys [Lh(ate)=
B, such that h(x
hence

< 1, there must exsit at least one €* €

_|_ *) # y, therefore 1h@tery=y = 0,

Ep [In@ten=y] < Ep [Eor [In@ie)=y]].  (30)

Therefore, if we do not restrict P, we have Gnppr = GAR.-
In case of P, represents continuous distributions, and there
only exists distinct AEs, €*, such that 1jzqen )=y =
0 with probability of zero, then Vw € P, we have
Ey [1p(z4e)=y) = 1. Hence, we have

Ep [In@ten=y] <Ep [Eor [In@ie=y]]- G

In the unconditional case, instead of the usual input-
dependent PGD, we consider Universal Adversarial Attacks
(UAEs) (Chaubey et al., 2020). The following part will
show that the usual input-dependent attack yields a lower
value than that of the UAE. Let

w* = arg wléllg Ep [Eenw [1n(ze)=y)] (32)
= arg mf Eenw [ED [1h(zte)=y]] (33)

weP,

The two expectations is exchangeable since w is indepen-
dent of input-label pairs. Let

e* € argsupEp [1h(m+€)¢y} (34)
eeB
be an UAE. Similarly, we have

Gar = Ep [1h(ate)—y] (35)
=Es,. [Ep [Ln(are)=y]] (36)
> lgf E. []ED []-h,(m+s):y]] (37
= GNPPR (38)

Now, we show that Gar < Gnppr. We have
Gnppr = Ep [Eur [Lh(zte)—y) ] (39)
=Eu [Ep [Lh(@re)=y]] - (40)



Non-Parametric Probabilistic Robustness

where w* is the optimal distribution derived from NPPR,
and for any distribution w, we have

Eo [Ep [Ln@ie)=y]] 2 fEp [Ln@ie=y] . @41)

Hence we have Gnppr > Gar. The proof of inequality
GNPPR > GAR is the same as the conditional case. O

Now, we prove the Prop. 3.5.

Proposition A.2. Reuse the condition in Prop. 3.4, and
let G° and G" denote global robustness on conditional and
unconditional perturbation distributions for AR, and NPPR,
respectively. Then we have
Ge<g". (42)

Proof. We first prove the AR case and consider the UAE as
the unconditional case of AR. We have

ngR =1-Ep |:Sup 1h(m+s);ﬁy:| 43)
€

=Ep [inf (e se)—y | - (44)

Since Veg € Band (z,y) € X x V,infe 1j(pqe)=y <
1}(x+ey)=y- hence Veg € B

Ep [igflh(w+s>=y] <Ep [naieg=y) - (45)
Therefore,

Ep [inf Lnater=y| < FED [Tnare=y] = G-

(46)
Following the same logic, we show that.
Gxprr = Ep [igf E, [1h(m+e):y]] 47)
SfEp B [Lnarom]] @9
= UNpPR- (49)
O

A.2. Convergence Analysis

Lemma A.3 (Approximation error of Gumbel-Softmax re-
laxation). Let L(¢@) and L,(¢) denote the objectives de-
fined in Eq. 8 and Eq. 13, respectively. Assume that the
loss function ¢ is L-Lipschitz. Suppose the perturbation
budget satisfies ||e|| < v almost surely. Assume that for
the Gumbel-Max representation of the categorical variable,
there exists a unique maximizer

k* = It , 50
arg g%( og Tk + k) (50)
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and define the margin

AL ;?;2“ [(log g+ + gi+) — (log 7, + gi)] > 0. (51)

Then there exists a constant C > 0 such that

_c
|L(¢) = Lo(P)| (K —1)Lye™ 7. (52)
Proof. For simplicity and concise of our analysis, assume
a fixed bicubic up-sampler I/ and denote G(e;x,y) =
go(h(:v +U(e)), y) and assume it is L-Lipschitz w.r.t. € in a
norm space, and let w = (7, ...7x ), T > 0, Zszl =1
be weights related to GMM, Cat(7) be category distribu-
tion with probability of category k be 7y, N (g, Xx) be
Gaussian, hence our objective function becomes

‘C(d)) = E(m,y)wDEENGMM(;, [G(Ev T, y)] (53)

= E(w,y)NDEkJNCat(ﬂ'),ENN(/J'k,Ek) [G(E; Z, y)]
(54)

Since k ~ Cat(m) is equivalent to Gumbel-max, Let g =
(91,---,9K) be a Gumbel distributed r.v. such that gy b

Gumbel(0, 1), we have

k* = arg max (log 7, + gi) ~ Cat(m) (55)
ke[K]
Therefore,
£(¢) = E(w,y)]EgEsz(p,k* ) [G(5§ €, y)] (56)

Gumbel-softmax trick smooth the category random variable
with softmax function, such that € is not drawing from
N (g, Xg+ ), instead, it draws from a weighted sum of K
Gaussian with a temperature 7. The weight is given by

1
wr = softmax (W) fork € [K]  (57)
T

and the corresponding £’ is

K
&= wrer (58)
k=1
The L, (¢) is hence constructed as
LT(¢) = ]E(%y)]EgEEl,---,EK [G(e’;sqy)} (59
Hence,
[L(¢) = L+ (9)] (60)

< E(zyEgEe,....cx |G(ex: 2, y) — G(e’;2,y)| (61)
< LE(wﬂy)EgEel,...,eKHgk* - 5,” (62)
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where
e —' =Y wee (63)
k#k*
And since each gy, is bounded ~y, we have
llews —€’|| <A1 — wr k). (64)

Denote s, = log m + g and A = sgx — s, > 0. Then
the Gumbel-Softmax weight corresponding to the maximal
logit satisfies

esk*/'r 1 65
Wriker = Zj esi/T 14 Z,ﬁék* e—Ar/T’ (65)
Consequently,
Y e*Ak/T
1 — wr g = Lkt (66)
) 1 + Zk#k* e—Ak/T
<) er A (67)
k#k*

Let k,, = arg ming-g~ Ay which yields

IL(¢) = Lr(9)] < (K — 1) LyEge2n/7 (68)

< (K _ 1)L’}/6_(10g mex —log Tr,, ) /T (69)
O]

Theorem A.4 (Nonconvex SGD convergence for L, s(¢)).
Let z = (x,y), the objective function in Eq. 13 can be
reparameterized as

Lo () = BwymnBe|tr(d32,0)],  (0)
where { denotes the auxiliary noise induced by the Gumbel—

Softmax and Gaussian reparameterizations. Consider the
empirical objective

A

ZEc (¢52:,0)], (71)

Assume:

(AO) (Regularity / differentiation under expectation) For all
¢ and z,
Vgl [((h; 2, Q)] = B¢ [Vplr(d52,0)] . (72)
(Al) (Bounded noise-induced variance) There exists 0'2 <
oo such that for all ¢ and z,

Ee[[[Vatr(@:2,0) —m(g:2)|'] <02, 73)

where m(¢; z) £ E¢ [Vl (¢ 2,C)).
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(A2) (Bounded data variance) There exists U% < o0 such
that for all ¢,

IEsznif(S) [Hm(d)a Z) - VLT,S(d))”Q:I < 0?5' (74)

(A3) (Smoothness and lower boundedness) The function
L; s(¢) is B-smooth and bounded below by L7 4 =

inf¢ L-,—’S (¢)

Consider SGD with step size 1 < 1/, the update of the
parameter is

Prr1 = by — NGt (75)
1 M
JAN . i
g: = m Z ZV¢€T(¢DZ’CJ)7 (76)
zEB; j=1
where By is a uniform mini-batch of size b and {CJ 1 are
i.i.d. Then foranyT > 1,
T—1
= S E[IVL.s(@0)] )
T 7,5 t
t=0
Lrs(po) — L7 s of o}
-0 ( +ﬁn(b—M + T) . (18)

nT
where O(-) hides universal numerical constants.
Proof. We prove our theorem from following steps:

Step 1: Reparameterization of L. Reuse the notation of
proof in Lem. A.3, we have

L(¢) = E(gy)~DEgEe, .. cx [Ge 2, 9)],  (79)
where

Gleiz,y) = p(h(z +U(e)),y) (80)

e = iwﬂkak (81)

The relaxed mixture weights are given by the Gumbel—
Softmax construction

ellog me+gi)/T

Wr kg (82)

kT K
>im1
where gy, < Gumbel(0, 1).

ollog mi+9;) /7
(83)

Let &, ~ N (0,1),Vk € [K], we reparameterize each Gaus-
sian component as

er = pp + Arés, (84)
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where Ay AT = %, denoting the Cholesky decomposition.
Hence, we have our reparameterized results as

K
& (di2,y,9.8) =) woi($iz,y, 9)pi(diz,y) (85)

k=1

K

k=1

where £ £ (€1,...,¢K),9 = (91, ..
auxiliary noise variable

, gi ). Defining the

¢ £ (9,8, (87)

For notational simplicity, we drop the (x, y) from G(e; x, y)
and we equivalently rewrite the relaxed objective as

L‘r(d)) = E(m,y)wD]EC [G (E/(d); Ty, C)):| . (83)

Under standard regularity conditions, the gradient of L.
admits the form

Vo Lr(9) = Eey)~pEe | VoG (e (d32,4,C))], (89)

which forms the basis of the stochastic gradient updates
used in Algorithm 1. For convenience, let z = (x,y) and

l-(¢;2,¢) = G(e(#;2,0)), (90)

the empirical objective becomes
N
Z (¢521,0)]. O1)

Step 2: Stochastic Gradient Estimator We first show
that our gradient estimator is unbiased. Consider the empiri-
cal objective, At iteration ¢, let B; be a mini-batch of size
b sampled uniformly from the training set, and let {¢;}}7,
denote independent realizations of the auxiliary noise. The
stochastic gradient estimator used by Algorithm 1 is given
by

(P12, ¢5).- 92)

1 M
RPN

Under standard regularity conditions (dominated conver-
gence) that justify interchanging gradient and expectation,
the estimator g, is unbiased in the sense that (For clarity,
we temporarily drop the condition ¢; and use subscripts to

denote conditioning.)

EB, ¢;cin [9: | &4 93)
M i

T DIDY M\ ATHENS)| I
z€B, j=1 |

= Vo [ D ZEQ (¢2,6)] | 99
z€B; j=1 ]

= VqstBt lz E¢ [0 (s 2, C)ﬂ (96)

z€B;
= VgL s(bt), o7

where the expectation is taken with respect to the random-
ness of the mini-batch sampling and the auxiliary noise.

Now, we show that the estimator has bound variance. By
the law of total variance, conditioning on the mini-batch
B;,we have

E[llg: — Eg:|*] = Es, [E[lg: — Elg: | Bil|I* | Bi]]

+ B, [IElg: | Bl — Egill?]. ©8)

We first analyze the conditional expectation. For a fixed
mini-batch By, we have

M
- biM > D K [VMT(@;%CJ-) (99)

Elg: | Bi
z€B; j=1
1

=3 > Eclan (e 2)] (100)

ZEBt
= Z (¢ 2) (101)

zeBt

where
1 M

9 (h52) = 37 ; Volr(¢:2.¢;)  (102)

denotes the M average sample of auxiliary noise. Taking
expectation over B; yields

1
Eg; = Ep, [g > miei2)| (103)
zEB;
N
Z (e, z:) (104)
= VL s(@t), (105)

where the last equality follows from the definition of L, g.
‘We now bound the two terms in (98). For the first term,
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conditioning on By,

gt —Elg: | B] = % > (gu(i2) —

z€eB;

m(er; Z))
(106)

Using independence of the auxiliary noise variables, we
obtain

Elllg: — Elg: | Bil|l* | Bi] (107)
2
= LB || Y (@u(ez) - mec2)| | B
zEB; (108)
= iz 2;? E [HQM((;bt;z) —m(¢s; 2)| | Bt} (109)
zebBy
< Ci (110)
bM

For the second term in (98), using Assumption (A2) and
standard properties of mini-batch sampling, we have

Ep, ““E[gt | Bi] — ]EgtHQ} (111)
1 N
=Eg, gzg;; m(e; z) ; m(e¢; zi)
(112)
< Uﬁ- (113)
b

Combining the two bounds completes the proof.

Step 3: Convergence Result We assume that the empiri-
cal objective L, s(¢) is S-smooth, i.e., V¢p, ¢/,

IVLrs(#) = VL s(d)| < Blld—¢'|.  (114)
The parameter is updated by
Prr1 =P — NGy, (115)

where g; is an unbiased stochastic gradient estimator of
VL, s(¢:). By B-smoothness of L, g, we have

L7 s(pt+1) < Lrs(d1) + (VLrs(dt), b1 — dr)

g
+ 5 b — il (116)
Substituting the update rule yields
n? 2
L s(pt+1) < Ly s(de) —n(VLrs(de), ge) + THQtH :

(117)

Taking expectation conditioned on ¢, and using the unbi-
asedness E[g; | ¢:] = VL, s(¢:), we obtain

E[Lrs(des1) | ] < Lrs(¢e) = 1l|VLrs(¢0)lI?

B
+ iE llgel® | ). (118)
2
By the bounded variance results and let o2 = }:% + % we

have
E [llg: — VLrs(¢p)|? | ¢¢] < 02, (119)

hence

E [llg:l® | ¢¢] < IVLrs(¢e)|” + 0> (120)

Substituting back yields
E[L;s(¢ir1) | b4
< Loson = n(1- 1) VL. so0)? + LI
(121)

Assuming 7 < 1/ and that L, g is bounded below by L s,
summing overt = 0,...,T — 1 gives

=
T Z E[|[VLrs(¢)|?]
=0

- 2(Lrs(¢o) — L% g)

< T (122)

+ Bno?.

O

B. Parametric GMM Approximation of the
Ideal NPPR Objective

In this section, we clarify the relationship between the ideal
non-parametric probabilistic robustness objective and the
finite-dimensional GMM-based estimator used in our imple-
mentation. The term “non-parametric” refers to the metric-
level formulation: NPPR is defined by optimizing over an
admissible set of perturbation distributions, without assum-
ing a fixed perturbation family a priori. In practice, however,
we use a finite- K’ Gaussian mixture model (GMM) family as
a tractable parametric approximation to this ideal objective.

Let P. denote the admissible perturbation distribution set
supported on the perturbation budget, and let

Gnppr(z,y) £ wié% Eew(lzy) [Tn(@tu(e)=y] (123)

be the ideal NPPR value. Here, the infimum is taken over
the full admissible perturbation distribution set. This cor-
responds to the most conservative probabilistic robustness
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value under the admissible distributional uncertainty. In con-
trast, the practical estimator used in this paper restricts the
perturbation distribution to a K-component GMM family.
Let

QKW;ﬁk

denote the class of admissible K -component GMM pertur-
bation distributions, and define

(124)

Ok (®,y) & inf Eevu(lay) [Ln@iue)=y] - (129

weEQK

Since Q is a restricted subset of P, we immediately have

gnepr(z,Y) < Gk (x,y). (126)

Therefore, the finite-GMM estimator is in general less con-
servative than the fully unrestricted NPPR objective, be-
cause it optimizes over a smaller family of perturbation
distributions. On the other hand, the GMM family is more
flexible than a single fixed reference distribution such as
the standard Gaussian perturbation used in standard prob-
abilistic robustness evaluation. Denote the corresponding
standard PR value by

Grr(,Y) £ Eeg(2yy) [Lhn(atti(e))=y) » (127)

where wy is the fixed reference distribution. If wy € Qk,
then

Ok (z,y) < Gpr(z, ). (128)
Combining the two inequalities gives
gnepr(,y) < Ok (z,y) < Ger(®,y). (129)

This shows that the proposed finite-GMM estimator remains
more conservative than standard PR, while it can be less con-
servative than the fully unrestricted NPPR objective due to
the parametric restriction. We next quantify the approxima-
tion gap induced by restricting the admissible perturbation
family to Q. Define

nk 2 sup _inf dpy(w,@), (130)

wGﬂwegK

where drv denotes the total variation distance. Since the
indicator loss is bounded in [0, 1], for any two perturbation
distributions w and w we have

— g [Ln@sue)=y]| < drv(w, o).
(131)

[Ees [Ln(asua(en=y]
Consequently,

0 < Gk(z,y) — Gnrrr(z,Y) < K. (132)

Thus, the conservativeness gap between the finite-GMM
estimator and the ideal NPPR objective is controlled by
how well the K-component GMM family approximates the
worst admissible perturbation distribution in total variation
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Table 6. Additional training-stage analysis on a small CIFAR-
10 subset using ResNet18. Larger K and longer optimization lead
to smaller estimated PR values.

K Epoch Loss PR
1 100  2.03 0.50
1 300 1.60 0.39
1 500 142 034
3 100 1.60 0.39
3 300 1.26 031
3 500 1.08 0.25

distance. In practice, the choice of K controls the trade-off
between expressiveness and computational tractability. A
larger K yields a richer perturbation family and can better
approximate complex perturbation distributions, while a
smaller K gives a more efficient but potentially less con-
servative estimator. From an application perspective, the
K mixture components can also be interpreted as capturing
several common perturbation modes, such as fog, motion
blur, brightness change, or low-light noise.

We provide additional empirical evidence supporting the
interpretation that a richer perturbation family leads to a
more conservative robustness estimate. As discussed in
Appendix B, the finite-i{ GMM estimator is a tractable
parametric approximation to the ideal NPPR objective, and
increasing K enlarges the family of admissible perturbation
distributions. Therefore, a larger K is expected to identify
more challenging perturbation distributions and produce
smaller robustness values.

This trend is consistent with Tab. 2 in the main paper. Under
the joint-dependence setting, the robustness value decreases
from 78.59 at K = 3 to 76.27 at K = 7, and further to
73.11 at K = 12. We further conduct a training-stage
analysis on a small CIFAR-10 subset using ResNet18 with
maximum batch size 20. As shown in Tab. 6, the estimated
PR value decreases with longer optimization for both K =1
and K = 3. Moreover, the K = 3 estimator consistently
gives smaller robustness values than K = 1, suggesting
that the richer mixture family yields a more conservative
estimate. These results empirically support the role of K
as a trade-off between expressiveness and computational
tractability.

C. Details on Bicubic Up-sampling

Since input images typically reside in high-dimensional
spaces, the covariance matrix of the perturbation distribu-
tion becomes prohibitively large, scaling as O(d?) with
respect to the input dimension d. This quadratic growth ren-
ders both storage and computation infeasible when the input
dimension is large, as in modern image datasets. To mitigate
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Table 7. Configuration summary for NPPR estimation.

Setting Value

Model / Architecture

Up-sampler bicubic interpolation
norm 88

€ {4/255, 8/255, 16/255}
GMM Parameters

Initialization uniform

Modes K {3,7, 12}

Latent dim. {128, 256}
Covariance type full

Hidden dim. {256, 512}

Label emb. dim. {64, 128}

Label emb. norm. TRUE

Training Hyperparameters

Epochs 50
Learning rate {5 x107%,2 x 1072}
LR warmup epochs 20

LR min 2 x 1076
Loss type C&W

K 1
Samples per input 32
Annealing Schedule

T (init — final) 3.0—-1.0
T, (init — final) 3.0—-1.0
T, (init — final) 1.5—1.0
Tihared (init — final) 1.5—1.0
Gumbel anneal TRUE
Gumbel temp (init — final) 1.0 — 0.1

this issue, we perform the perturbation modeling in a lower-
dimensional space, reducing computational overhead, and
subsequently map the perturbations back to the input space
using bicubic interpolation. This approach is computation-
ally efficient while preserving the spatial smoothness of
the perturbations, which has been studied in the robustness-
related literature (Dong et al., 2014; Wang et al., 2021b).

Our bicubic up-sampling is composed of a linear mapping
and a bicubic interpolation module. For a given pixel po-
sition (, y) in the upsampled image, bicubic interpolation
estimates its intensity as a weighted sum of the 4 x 4 neigh-
boring pixels in the original image:

2 2
I'(ay)= Y > wma)wny) I(i+m,j+n),
m=—1n=-1
(133)
where (i + m, j + n) denotes the neighboring pixel val-
ues and w(-, -) represents the interpolation weights deter-
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Figure 4. Different dependency constructions. We employ
distinct MLP heads to model different dependency structures.
Panel (a) illustrates the setting in which the perturbation distri-
bution is conditioned solely on the ground-truth label, whereas
panel (b) depicts the joint dependency case, where perturbations
are conditioned on both the input features and labels, with the
labels influencing only the mixture proportions. The label embed-
ding in panel (b) is omitted for clarity, as it is identical to that in
panel (a).

mined by a cubic convolution kernel. The one-dimensional
cubic kernel w(a) is defined as a piecewise cubic polyno-
mial (Keys, 2003):

(1.5)]al® — 2.5]al® + 1, if |a| < 1,

w(a) = { —0.5|al> + 2.5]a> — 4]a| + 2, ifl1<|a| <2,
0, otherwise.

(134)

This kernel ensures smoothness and locality, producing con-
tinuous first derivatives while limiting interpolation to the
4 x 4 neighborhood around (%, j). Bicubic up-sampling has
been widely adopted as a baseline in image super-resolution
and restoration tasks (Dong et al., 2016).

To ensure that the support of the perturbation distribution
lies within the prescribed L,-norm ball, we apply the map-
ping g, defined as

gB = 7y tanh(-), (135)
which is a commonly used constraint mechanism in robust-
ness literature (Chen et al., 2022; Huang & Zhang, 2020).

D. Detailed Experiment Settings

We provide the detailed experimental configurations in
Tab. 7. For the independent—perturbation setting with a
fixed up-sampler, we adopt a different training strategy from
the other cases because this setting is substantially harder
to optimize. Specifically, we use a larger learning rate of
2 x 10~2 with a cosine cyclical scheduler and a 20-epoch
warm-up, which yields the most stable training trajectory.
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Figure 5. The t-SNE plot for the jointly dependent case. We ad-
ditionally visualize the jointly conditioned model for ResNet18 on
CIFAR-10. With the added dependence on inputs, the perturbation
distributions for different classes become fully disentangled.

For all other dependency settings, including those with
a learnable up-sampler, we use a fixed learning rate of
5 x 10~*. Except for the runs shown in Fig. 7, which
are trained for 200 epochs for visualization purposes, all
reported results are trained for 50 epochs.

Annealing Schedule We adopt an annealing strategy for
the mixture weights as well as the parameters of each
mixture-component distribution. This is motivated by the
substantial imbalance in the number of parameters asso-
ciated with the mixture weights, means, and covariance
matrices. For example, when using K = 3, a latent dimen-
sion of 128, and a hidden dimension of 256, the mixture
weights require only 3 X 256 parameters, whereas the mean
and covariance heads require 128 x 256 and 1282 x 256
parameters, respectively. Such a disparity can cause opti-
mization to be dominated by the larger parameter groups,
leading to suboptimal local minima. To mitigate this imbal-
ance, we apply annealing to stabilize training and prevent
premature convergence to poor solutions.

D.1. Gumbel softmax trick

Training a Gaussian Mixture Model (GMM) within a
gradient-based framework requires differentiating through
the discrete mixture-selection variable. Specifically, for each
perturbation sample €;, a categorical latent variable z; €
{1,..., K} determines which Gaussian component gener-
ates the sample. Directly sampling z; ~ Cat(my,...,7x)
is non-differentiable, preventing backpropagation. To over-
come this limitation, we adopt the Gumbel-Softmax (also
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known as the Concrete) relaxation (Jang et al., 2017; Mad-
dison et al., 2017), which provides a differentiable approxi-
mation to categorical sampling.

The trick relies on the Gumbel perturbation property: if gy,
are i.i.d. samples from Gumbel(0, 1), then

Z = argmax (log 7k + gx) (136)

is exactly distributed as a categorical random variable
with probabilities {m}# ;. Instead of taking the non-
differentiable arg max, Gumbel-Softmax introduces a
temperature-controlled softmax relaxation:

5 P ((log 7 + g) /7)
iy exp ((log s+ g5) /7))

k=1,... K,

(137)

where 7 > 0 is a temperature parameter. When 7 — 0, the
distribution becomes increasingly “one-hot,” recovering a
true categorical sample; when 7 is larger, the distribution is
smoother, enabling stable gradients.

The reparameterized mixture selection is therefore given by
the continuous vector

z=1(%1,...,2K), (138)
which lies in the probability simplex and is fully differen-
tiable with respect to the mixture weights 7. This relaxed
one-hot vector replaces the discrete indicator and allows the

GMM sample to be expressed as:

K K
~ ~ 1/2
g = E Zk fuk + E Zkzk/ ks
k=1 k=1

where &5, ~ N (0, I) is an auxiliary noise variable. Because
all operations are differentiable, the entire perturbation gen-
eration process is trainable via standard backpropagation.

(139)

During training, we anneal the temperature 7 from a higher
initial value to a smaller final value, which encourages ex-
ploration early on and progressively sharpens the mixture
assignments. This annealing strategy stabilizes optimization
and prevents premature distribution collapse.

D.2. Entropy Ratio

Entropy Ratio (ER) quantifies the degree of mode domi-
nance in a Gaussian Mixture Model (GMM). It measures
how evenly the mixture weights w = (71,...,7x) are
distributed across the K components. Lower ER values
indicate that the probability mass is concentrated on a single
dominant mode (i.e., mode collapse), whereas values closer
to 1 suggest a more uniform mixture distribution.

Formally, ER is defined as

H(w) -— ZkK—1 7y log Ty
E - - =
R(m) log K log K ’

(140)
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Figure 6. Bar plot and heatmap of mixture component means and covariances. For the input-dependent case on ResNet18 (CIFAR-10),
we randomly select one input and visualize the GMM parameters after reducing the feature dimension to 32 using PCA. Specifically, we
display a bar plot of the mixture means and a heatmap of the corresponding covariance matrices.
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Figure 7. Distribution under different dependence structures
Panel (a) shows the PCA-projected contour of the perturbation dis-
tribution for the independent case. Panel (b) visualizes the t-SNE
embeddings of perturbations for the label-dependent case. Panel
(c) presents PCA-based density plots for 50 randomly selected
inputs under the input-dependent setting. Panel (d) displays a
class-wise heatmap of perturbation densities for the jointly depen-
dent case.

where H () denotes the Shannon entropy of the mixture
weights, and log K is the maximum possible entropy for
a K-component mixture. This normalization ensures that
ER € [0, 1], allowing consistent comparison across differ-
ent values of K.

E. Additional Experiments

Here, we provide additional results that further illustrate the
characteristics of the learned perturbation distributions.

20

Mixture weights
10

0.4 A

0.2 A

0.0 T T T T T T
3 4 5

Component k

Figure 8. Bar plot of mixture proportions. We visualize the
mixture proportions for the same input and model used in Fig. 6
by plotting the corresponding bar chart.

Fig. 7 illustrates the resulting distributions. Panel (a)
presents the perturbation distribution for the independent
case, projected onto the first two principal components using
PCA. The results show that the learned distribution allocates
a greater portion of its probability mass away from the cen-
ter (marked by the red dot), indicating increased diversity
that encourages exploration of decision boundaries near the
edges.

Panel (b) visualizes the label-dependent perturbation distri-
bution using t-SNE. The result reveals an interesting struc-
tural pattern. Although the distribution is conditioned on the
ground-truth labels (10 in total), only 6 distinct clusters are
formed. Some classes, such as class 7, are well separated,
whereas others, e.g., classes 3 and 4, exhibit strong over-
lap, indicating shared perturbation characteristics. Fig. 5 in
Appendix D presents the t-SNE visualization for the jointly
dependent case, where samples from all classes are clearly
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Figure 9. Class-wise heatmap of perturbation densities for the
label-dependent case. The heatmap is generated from the learned
distribution of ResNet on CIFAR-10, using the same experimental
setup as panel (d) in Fig. 7.

disentangled.

Panel (c) randomly samples 50 CIFAR-10 inputs and ap-
plies PCA to their perturbations to visualize the dominant
variation directions. Although an individual input may still
exhibit mode collapse, which is consistent with the mixture-
weight bar plots in Fig. 8 (Appendix E), different inputs
activate distinct perturbation patterns. This diversity in per-
turbations results in substantially lower NPPR values.

Panel (d) shows the heatmap for the jointly dependent case,
where each band represents the perturbation distribution
over 100 randomly selected inputs within a given class.
Compared to the label-dependent case, the jointly dependent
formulation offers greater flexibility in the distribution of
each class (cf. Fig. 9 in Appendix E).

Fig. 5 presents the t-SNE visualization corresponding to
Fig. 7 panel (b), but using the joint-dependence structure in-
stead of label dependence. As shown, perturbation samples
from all classes become clearly disentangled, indicating that
joint dependence yields a substantially more diverse and
well-separated perturbation distribution than label depen-
dence.

Fig. 6 and 8 present bar plots of the mixture means after
applying PCA (reduced to 32 dimensions), heatmaps of the
covariance matrices, and bar plots of the mixture propor-
tions. The results show that only a single mixture compo-
nent remains active, thereby dominating the distribution.
The covariance heatmaps further reveal that this dominant
component exhibits strong diagonal values with minimal
off-diagonal structure, indicating limited correlation across
dimensions.

Fig. 9 shows the heatmap of perturbation distributions
grouped by labels. Compared with Fig. 7 panel (d), the
joint-dependent case exhibits substantially greater diversity
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within each label group, indicating a more varied perturba-
tion distribution.

In Tab. 11, NPPR captures the vulnerability trend under
natural corruptions more faithfully than fixed-distribution
PR baselines. In particular, fixed Gaussian, Uniform, and
Laplace PR often produce overly high robustness scores,
especially for adversarially trained models, making them
less informative about actual model fragility. In contrast,
even though our feature extractor is trained on standard
rather than adversarially trained models, NPPR still reveals
model vulnerability and aligns better with corruption robust-
ness, suggesting that the learned non-parametric distribution
provides a more sensitive robustness estimate when fixed
perturbation distributions largely fail.

Tab. 12 shows the extended experiments of our proposed
pipeline using ResNet18 on CIFAR-10. As indicated, the
results match our observations in the ablation study in Tab. 2.
In addition, we include a setting where we directly optimize
in the input space without the up-sampling module. Due
to the large input dimensionality, this greatly increases the
number of parameters and computational cost, and leads to
a very unstable training trajectory. Without an up-sampler,
it also hardly generalizes to high-resolution images, e.g.,
3 x 224 x 224 in ImageNet. Hence, we exclude it from
our main experiments, though it has a better performance.
In thAe table, in addition to the estimated NPPR on the test
set, GNPPR,.,» and the entropy ratio, we also report the max-
imum, minimum, and standard deviation of the mixture
proportions 7.

E.1. Additional Results on Scalability, Inference Cost,
and Training Overhead

In this section, we provide additional computational cost
analysis for NPPR from both the inference and training
perspectives. Since NPPR estimates robustness under an
unknown perturbation distribution by fitting a conservative
perturbation model, it introduces extra computational cost
compared with standard PR methods that assume a fixed
perturbation family. To give a more complete picture of
this overhead, we report both inference wall-clock time and
estimator training time across different architectures and
datasets.

Inference wall-clock time Tab. 8 summarizes the wall-
clock inference time across all considered architectures and
datasets, including standard PR under several fixed per-
turbation families, the GMM-based NPPR estimator, and
attack-based baselines. Overall, NPPR is consistently only
moderately slower than standard PR variants such as Gaus-
sian, uniform, and Laplace PR, while remaining substan-
tially faster than stronger attack-based baselines such as
AutoAttack (AA).
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Table 8. Inference wall-clock time across datasets and models (seconds). NPPR corresponds to the GMM-based estimator. Compared
with fixed-family PR baselines, NPPR introduces only a modest additional inference cost, while remaining substantially faster than
AutoAttack. Values in parentheses denote the per-epoch training wall-clock time (seconds) of NPPR on a single RTX 3090.

Dataset Model G\N PPR Q\P RGaussian §P Runiform §P RLaplace Q\ARPGD Q\ARCW Q\ARAA
ResNet18 3.96(69.45) 2.55 2.55 2.63 2.96 2.70 30.20

CIFAR-10 ResNet50 11.34(154.78) 9.52 9.57 9.65 8.25 7.93 78.18
WRNS50 16.15(226.24) 14.07 14.07 14.16 13.76 13.40 127.12

VGG16 16.31(207.23) 14.11 14.16 14.28 11.23 11.01  106.80

ResNet18 3.98(64.62) 2.54 2.54 2.63 3.04 2.70 96.42

CIFAR-100 ResNet50 11.34(154.41) 9.50 9.56 9.66 8.21 7.83 79.04
WRNS50 16.34(229.04) 14.21 14.22 14.31 13.78 13.45 12093

VGG16 16.49(195.08) 14.56 14.60 14.81 11.40 11.17 96.23

ResNetl8  8.36(203.23) 6.57 6.59 6.93 6.11 5.78 40.08

TinvImaeeNet ResNet50 23.60(565.14) 20.98 21.03 21.39 18.37 18.04 143.27
yimag WRN50 37.16(907.58) 34.29 34.26 34.56 30.28 29.66  244.73
VGG16 43.73(994.21) 40.41 40.56 41.03 28.66 28.10 225.54

Table 9. NPPR across evaluation radii and architectures (%).
Estimators are trained at an Lo perturbation radius of 16,/255 and
evaluated under different L, radii across multiple datasets and
architectures. All values are percentages.

Dataset | Model ~ 4/255 8/255 16/255 32/255
ResNetl8 9675 9099 7627  52.49

ResNet50 9851 9499 8681  68.41

CIFAR-10 WRN50 9776  93.15 8132  59.45
VGG16 9627 9006 7447  49.72

ResNetl8 9571 84.10 58.60  27.74

ResNet50  96.03 8446 5892  27.49

CIFAR-100 | WpNSO 0406 8219 58.83  28.26
VGGI6 9426 7992 5220  23.18

ResNetl8 9324 7843 5329  27.09

TinvImaseNer | RESNES0 9537 8510 6437 3175
yimag WRN50 9483 8340 59.86  28.89
VGG16 9494 8264 5900 2551

For example, on ResNet18 with CIFAR-10, NPPR requires
3.96 seconds, compared with 2.55 seconds for PR-Gaussian
and 30.20 seconds for AA. On a larger configuration, namely
WRNS50 with TinyImageNet, NPPR requires 37.16 seconds,
whereas AA requires 244.73 seconds. These results suggest
that incorporating perturbation-distribution learning leads to
a moderate increase in inference cost relative to fixed-family
PR baselines, but still preserves a clear efficiency advantage
over strong attack-based evaluations.

Training wall-clock time In addition to inference cost,
we also report, in parentheses in the NPPR column, the per-
epoch training wall-clock time of the NPPR estimator. This
is included to provide a compact view of both inference
and estimator-fitting cost in a single table. NPPR incurs
extra training overhead because the perturbation estimator
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itself must be optimized. To quantify this overhead, we
measure the wall-clock training time of the GMM-based
NPPR estimator on a single RTX 3090 and report the per-
epoch time.

As expected, the fitting cost grows with both dataset
scale and model complexity. For example, on CIFAR-
10, the per-epoch training time increases from 69.45 sec-
onds for ResNetl8 to 226.24 seconds for WRN50. On
TinyImageNet, the corresponding cost further increases to
203.23 seconds for ResNet18, 565.14 seconds for ResNet50,
907.58 seconds for WRNS50, and 994.21 seconds for
VGG16. This indicates that, although NPPR remains prac-
tical at the scales considered in this work, estimator fitting
constitutes the dominant source of additional computational
overhead.

At the same time, these results suggest several possible di-
rections for improving efficiency, such as adopting a lighter
perturbation estimator, sharing feature extractors, or reduc-
ing the frequency of estimator updates during training.

E.2. Cross-radius behavior across architectures and
datasets.

To test whether the above trend is specific to a single
architecture—dataset pair, we additionally fix the training
radius at 16/255 and evaluate the learned estimator across
multiple models and datasets. The results are reported in
Tab. 9. The same monotone trend holds consistently across
all tested settings: larger evaluation radii lead to lower NPPR
estimates. This behavior is observed for all architectures
and datasets, including CIFAR-10, CIFAR-100, and Tiny-
ImageNet.

For example, on ResNet50/CIFAR-10, the NPPR score
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Table 10. Comparison of NPPR with a weak-adversary baseline and intermediate-stress baselines on ResNet18. The weak-adversary
baseline uses one-step PGD with random Gaussian initialization of variance 0.1. The intermediate-stress formulation follows Rice et
al. (Rice et al., 2021) and is normalized by the standard loss.

Dataset GNpPR GARpg, ¢ =1/std ¢=10/std ¢=100/std ¢ = 1000/std
CIFAR-10 076 087 0.18 0.54 0.86 0.91
CIFAR-100 0.59 0.72 0.36 0.62 0.92 0.98
TinyImageNet ~ 0.53 0.77 0.63 0.75 0.98 1.04

decreases from 98.51 at 4/255 to 94.99 at 8/255,
86.81 at 16/255, and 68.41 at 32/255. Similarly, on
VGG16/TinylmageNet, it decreases from 94.94 to 82.64,
59.00, and 25.51. Overall, these results suggest that the
learned NPPR estimator remains stable under train/test ra-
dius mismatch, while still reflecting the expected degrada-
tion in robustness as the perturbation radius increases.

E.3. Comparison with Weak-Adversary and
Intermediate-Stress Baselines

We further compare NPPR with two related baselines on
ResNet18, i.e., a weak-adversary baseline based on one-step
PGD with random Gaussian initialization (variance 0.1),
and the intermediate-stress formulation of Rice et al. (Rice
et al., 2021), where the latter is normalized by the standard
loss for easier comparison. The goal of this comparison is
to examine whether NPPR can be reduced to a weak attack
score or simply interpreted as another tuned intermediate-
severity robustness metric.

Tab. 10 shows that NPPR behaves differently from both
baselines across datasets. On CIFAR-10, NPPR is 0.76,
compared with 0.87 for the weak-adversary baseline. The
intermediate-stress values vary substantially with the stress
parameter g, ranging from 0.18 to 0.91. A similar pattern is
observed on CIFAR-100 and TinyImageNet. In particular,
for larger g, the intermediate-stress score approaches or even
exceeds 1, while NPPR remains much lower. This indicates
that NPPR is not simply another tuned intermediate-severity
score.

Conceptually, the distinction is also important. The
intermediate-stress formulation of Rice et al. (Rice et al.,
2021) studies robustness notions between average-case and
worst-case evaluation under a fixed perturbation measure.
In contrast, NPPR is motivated by uncertainty over the per-
turbation distribution itself, and evaluates robustness con-
servatively over an admissible family of perturbation distri-
butions. Therefore, NPPR addresses a different source of
uncertainty and should be viewed as complementary rather
than equivalent to these baselines.
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Table 11. Robustness evaluation across datasets and models (%). NPPR refers to the GMM-based estimator. We report clean accuracy,
probabilistic robustness (PR), adversarial robustness (AR), and corruption robustness under both standard and adversarial training. Note.
S&P, MB, Bright., and JPEG denote Salt-and-Pepper noise, Motion Blur, Brightness, and JPEG compression, respectively. VGG16 is
excluded from adversarial training due to convergence failure. PGD/CW are evaluated with 3 steps for standardly trained models and 10
steps for adversarially trained models; adversarial training uses PGD10. Corruptions are evaluated at severity level 1, and all robustness

results are normalized by the corresponding clean accuracy.

Dataset | Model Clean Acc. Gnppr (Ours)  GpRowuw  OPRuson  OPRipwe  OARss GARey GaRn S&P  MB  Brightness JPEG
Standard Training

ResNetl§ 8772 76.29 95.28 9721 9513 310 330 000 83.63 7365  99.66 9731

CIFAR-10 ResNet50  90.75 86.84 92.42 9494 9223 580 605 000 88.02 7645  100.11 9593
. WRNS0 91.13 81.32 94.20 9625 9402 694 724 001 8898 7730 10026  96.13
VGG16 92.28 74.53 89.08 9336 8876 049 031 000 8490 7656  99.90 93.84

ResNetl8  63.38 58.65 86.51 9148 8617 245  3.02 002 69.03 60.18  99.40 9221

CIFAR.100 | ResNets0  70.57 58.93 80.73 8678 8031 347 369 001 7639 5933  100.18 885l
WRN50 72.02 58.88 82.88 8824 8258 456 494 001 7720 5950  99.89 89.03

VGG16 71.02 52.13 75.86 8348 7544 098 081 000 7826 5662  99.94 85.24

ResNetl8 5699 53.20 92.26 95.17 9207 045 052 000 7161 3378  99.96 99.33

TinvImaeeNet | RESNES0  70.39 64.46 92.09 95.19 9190 390 212 000 7279 4236  99.74 99.76
mytmageRet | wRrNso 73.74 59.88 93.60 96.19 9343 479 318 000 7231 5485  99.76 99.65
VGG16 66.95 59.01 93.07 9570 9287 412 021 000 7071 4230  100.16  100.10

Adversarial Training (PGD-10)

ResNetl8  72.42 95.59 99.78 99.84 9976  60.67 5655 5153 9502 8934 9834 99.35

CIFAR-10 ResNetS0  75.29 95.66 99.66 99.80  99.65 5974 5674 5127 9292 8927  97.84 98.75
WRN50 78.83 96.33 99.86 99.97  99.87 5833 5580 5035 92.83 88.16  98.20 98.95

ResNetl8 4939 89.54 99.96 99.95  99.92 4388 39.89 3464 9061 81.80  97.67 97.89

CIFAR-100 | ResNetS0  52.14 85.88 10006 10009  100.07 4026 3801 3283 8870 8140  98.85 97.10
WRN50 21.10 94.28 10011 10000 10003  57.44 4573 4028 100.00 9043 9635 99.62

ResNetl8 2134 91.06 99.70 99.78 9973 4405 3271 2765 9058 7291  94.89 99.39

TinyImageNet | ResNetS0  27.94 9321 99.79 99.72 9976 3930 3214 2727 89.08 7351 9585 99.79
WRN50 33.37 88.95 99.84 99.93 9981 3033 2577 2122 8897 6650  96.19 99.55
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Table 12. Extended Experimental Results of ResNet18 on CIFAR-10 (%). We report the GMM-based NPPR results under different
perturbation budgets v € {4,8,16}/255. Since the diagnostic statistics are identical across the three perturbation budgets for each
configuration, we report them only once.

Config. ‘ §NppR ‘ Diagnosis

K Decoder | 4/255 8/255 16/255 | ER(w) Max(sw) Min(mw) Std.(m)

(I) Independent Perturbations

None 97.53 8697  52.05 0.00 100.00 0.00 57.74
Non-trainable | 97.59 91.56  74.99 0.21 99.98 0.01 57.71
Trainable 98.12 93.62  81.27 | 91.35 54.43 20.94 18.37

3
3
3
7 None 97.11 8552  52.73 0.00 100.00 0.00 37.80
7
7

Non-trainable | 97.47  91.01 73.28 0.09 99.98 0.00 37.79
Trainable 97.51 91.10  73.25 94.37 31.49 8.38 7.93

12 None 97.69 87.18  55.04 0.00 100.00 0.00 28.87
12 | Non-trainable | 97.50 91.14  73.53 0.08 99.98 0.00 28.86
12 Trainable 9770 9192 7443 92.43 20.11 3.83 5.83

(ID) Input-Dependent Perturbations (x-dependent)

None 98.20 92.06 6896 | 70.13 72.06 9.34 33.85
Non-trainable | 98.43  94.11 85.36 | 57.00 77.45 3.22 39.05
Trainable 98.55 95.01 84.76 | 69.45 72.37 8.88 34.16

3
3
3
7 None 98.30 9186  69.00 | 52.95 65.20 0.00 23.39
7
7

Non-trainable | 98.59 94.68  82.18 | 47.79 69.38 0.00 25.19
Trainable 98.67 95.01 84.17 54.28 67.08 0.03 23.92

12 None 98.13 9271  69.65 | 44.72 70.84 0.00 19.93
12 | Non-trainable | 98.25 94.08  82.43 | 47.02 64.17 0.00 18.22
12 Trainable 98.46 9443  83.31 48.74 64.85 0.00 18.36

(IIT) Label-Dependent Perturbations (y-dependent)

None 94.88 81.82 45.86 | 99.02 40.31 29.18 6.08
Non-trainable | 96.33 9042  75.79 99.22 39.46 29.26 5.40
Trainable 9548 87.62  69.08 99.14 39.87 29.62 5.68

3
3
3
7 None 93.81 7850 3692 | 73.68 39.45 0.00 14.78
7
7

Non-trainable | 95.43 88.56  72.05 72.81 40.14 0.01 15.20
Trainable 95.57 86.51  64.88 87.29 30.16 0.00 9.70

12 None 94.12 7871  39.21 54.65 50.20 0.00 14.70
12 | Non-trainable | 96.10 9045  75.76 | 70.64 20.78 0.01 9.35
12 Trainable 95.15 86.27 64.87 | 76.59 20.24 0.01 8.25

(IV) Joint-Dependent Perturbations (x, y-dependent)

None 96.78 87.27  58.10 | 93.94 50.08 20.74 15.10
Non-trainable | 96.66 9090  79.20 | 99.23 39.49 29.65 5.37
Trainable 97.14 9238  78.59 | 99.16 39.77 29.49 5.61

3
3
3
7 None 95.83 84.57 51.76 | 97.36 20.35 9.92 4.99
7
7

Non-trainable | 96.18 89.79  73.68 87.06 29.73 0.00 9.78
Trainable 96.77 9098  76.27 89.63 20.86 0.00 7.99

12 None 95.59 83.10 47.73 76.09 20.43 0.00 8.29
12 | Non-trainable | 95.84 88.94  72.68 73.83 30.23 0.00 9.38
12 Trainable 96.07 89.29  73.11 73.31 31.52 0.00 9.62
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