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Abstract

Vision-Language Models (VLMs) achieve re-
markable performance on multimodal tasks but
remain highly vulnerable to adversarial examples,
making transferable attacks essential for realistic
robustness evaluation. Recent Adversarial Evo-
lution Triangle (AET) methods improve transfer-
ability by interpolating over a simplex formed
by clean and historical adversarial samples, yet
rely on finite random sampling to approximate
effective perturbation distributions, which is un-
stable under limited budgets. In this paper, we
propose Dirichlet Distributional Gradient Aggre-
gation (DDGA), a distribution-aware adversar-
ial attack framework that explicitly models and
optimizes perturbations over the AET simplex.
DDGA parameterizes simplex mixing weights
with a learnable Dirichlet policy and optimizes
the expected adversarial objective via policy gra-
dient, replacing heuristic sampling with princi-
pled distributional optimization. Moreover, we
exploit the closed-form covariance of the learned
distribution to construct orthogonal perturbations
that enhance gradient diversity. Extensive ex-
periments on image-text retrieval and image cap-
tioning demonstrate that DDGA consistently out-
performs state-of-the-art transfer-based attacks
across multiple VLM architectures.

1. Introduction

Vision-Language Models (VLMs) have emerged as a funda-
mental paradigm for multimodal intelligence, enabling joint
reasoning over visual and textual information (Zhang et al.,
2024). Large-scale pre-trained models, such as CLIP (Rad-
ford et al., 2021), demonstrate remarkable zero-shot gener-
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alization and achieve strong performance on various down-
stream tasks, including image—text retrieval (ITR) (Khan
& Fu, 2021), image caption (IC) (Hu et al., 2022), and vi-
sual question answering (VQA) (Hartsock & Rasool, 2024).
These advances have positioned VLMs as core components
in real-world Al systems (Ghosh et al., 2024).

Despite their impressive capabilities, recent studies show
that VLMs are highly vulnerable to adversarial samples
crafted in either single or multiple modalities (Gu et al.,
2023). Carefully designed adversarial examples can signif-
icantly disrupt cross-modal alignment and mislead model
predictions, raising serious concerns about the reliability and
safety of VLMs in practical deployment (Diaz-Rodriguez
et al., 2023). Consequently, developing stronger adversarial
attack methods is essential, not only for stress-testing model
robustness, but also for guiding the design of more effective
defenses (Ying et al., 2025; Wang et al., 2025).

A central challenge in adversarial evaluation of VLMs is
attack transferability (Hu et al., 2025). Modern VLMs
are typically large-scale and deployed as black-box services,
making white-box attacks costly or impractical (Chen et al.,
2025). Therefore, generating adversarial examples from
source model that reliably transfer across unseen target mod-
els is essential for realistic threat assessment. To enhance
transferability, Adversarial Evolution Triangle (AET) were
recently proposed (Gao et al., 2024; Jia et al., 2025). AET
constructs a simplex spanned by the clean input and histor-
ical adversarial samples, and generates new perturbations
through stochastic interpolation within this simplex. By
reusing past adversarial information, AET aims to explore
a broader and more diverse perturbation space than single-
step gradient updates, thereby identifying directions that
generalize better across models (Jia et al., 2025).

Specifically, as a representative AET-based baseline, DRA
uniformly samples multiple adversarial candidates from the
AET simplex, selects the most adversarial sample, and fur-
ther applies data augmentation to improve diversity along
the optimization trajectory (Gao et al., 2024). While such
sampling-based strategies are empirically effective and con-
ceptually simple, they rely on finite stochastic sampling to
approximate the unknown distribution of effective perturba-
tions within the simplex. Under practical query or iteration
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Figure 1. Nlustration of DRA versus DDGA. Left: DRA relies on
finite random interpolation within the adversarial simplex, yield-
ing unstable and incomplete exploration of perturbations. Right:
DDGA learns a continuous perturbation distribution over the sim-
plex, illustrated by probability density contours, and optimizes the
expected perturbation via policy gradient, resulting in more stable
and transferable adversarial directions.

budgets, this approximation can be inefficient and exhibit
high variance, potentially missing informative perturbation
directions in high-dimensional spaces (Dong et al., 2025),
which highlights the absence of an explicit mechanism for
modeling and optimizing the perturbation distribution itself.
These limitations naturally motivate a key question:

Can we directly learn the perturbation distribution over the
AET simplex, rather than relying on the demanding heuris-
tic sampling, to generate more effective and transferable
adversarial examples?

In this paper, we propose Dirichlet Distributional Gradient
Aggregation (DDGA), a principled framework that explic-
itly models and optimizes the perturbation distribution to
enhance adversarial transferability. As illustrated in Fig-
ure 1, DRA generates new adversarial samples via heuristic
sampling over a simplex of historical examples. In con-
trast, our DDGA formulates this process as a learnable
distributional optimization problem: We parameterize the
simplex mixing weights using a Dirichlet distribution and
update its parameters via policy gradient based on adver-
sarial feedback. This design enables adaptive identification
of informative gradient directions rather than relying on
unstable random sampling. Furthermore, we exploit the
second-order structure of the learned distribution by incor-
porating covariance-guided orthogonal perturbations, which
encourage the diversity among aggregated gradients.

By jointly optimizing visual perturbations and adversarial
text generation within this distribution-aware framework,
DDGA produces more consistent and transferable adversar-
ial samples. Extensive experiments on ITR and IC demon-
strate that DDGA consistently outperforms existing transfer-
based attack methods across multiple VLMs. Comprehen-
sive ablations further validate the effectiveness of each com-
ponent and the practical robustness of our approach.

In summary, our main contributions are three-fold:

* We provide a theoretical analysis of AET-based attacks,

revealing that gradient aggregation is governed by the
underlying perturbation distribution and highlighting
an inefficiency of finite stochastic sampling.

* We propose DDGA, which explicitly learns a Dirichlet
mixing distribution over the AET simplex via policy
gradient and exploits its second-order structure to gen-
erate diverse and transferable adversarial perturbations.

» Extensive experiments on ITR and IC demonstrate that
DDGA consistently improves cross-model and cross-
task transferability over state-of-the-art baselines.

2. Background
2.1. Preliminary

Let (x,t) € D be an image-text pair sampled from a mul-
timodal dataset, where x is an image, and t is its textual
description. A pretrained VLM is denoted as F = {Fr, Frr},
where Fy(-) and Frp(-) are image and text encoders, respec-
tively. Given an image-text pair (x,t), VLM projects both
modalities into a shared embedding space and aligns them
via cosine similarity (Radford et al., 2021). Specifically, for
a set of candidate texts T ={t1, to, ..., tc}, the probability
of assigning image x to candidate text t. is computed using
a softmax over similarity scores as:

exp(sim(F(x), Fr(te)))
Sy exp(sim(Fy (x), Fr(t:)
where sim(-,-) denotes cosine similarity. Consider y €
{1,2,...,C} denotes the ground-truth index of the text

corresponding to image x. In ITR task, the objective is to
correctly retrieve the related text t,, given an image x.

9e(x, T) = (D

Adversarial attacks on VLMs aim to disrupt the semantic
alignment between visual and textual representations by
introducing imperceptible perturbations to both modalities,
while satisfying predefined perturbation constraints. Let
B(x, er) and B(t, er) denote the ¢,,-norm balls centered
at x and t with radii €; and e, respectively. Multimodal
adversarial examples (X, t) are generated by maximizing the
cross-entropy loss {cg, yielding the following optimization
problem (Jia et al., 2025):

argmax log(g9(x,T),y), forteT. (2)

xEB(x,er), tEB(t,e7)

Prior work commonly adopts iterative Projected Gradient
Descent (PGD) to construct adversarial images under £,
constraints. Starting from an initial perturbation %(°) =
x + 0.001 - A(0, I), the update at step ¢ is given by:

D = 11
B(x,e1)

[i“) +1 - sign (Vi (g(X"7, T)’y))}’ ®

where 7 denotes the step size and Ilg(xc,)(-) projects the
adversarial image back onto the feasible perturbation set.
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2.2. Transferability-Enhanced Adversarial Attacks

To improve adversarial transferability, SGA (Lu et al., 2023)
incorporates image-space data augmentation into PGD pro-
cess. Let x(*) be adversarial image obtained at the t-th
step. At step t+1, SGA applies image augmentations, e.g.,
resizing to multiple scales, to X(), yielding a set of M
augmented samples {cht), Scét), ... 5{5\? }. The adversarial
update is then computed by aggregating the gradients over
all augmented samples as:

M
[+ sign (Ve Y- Ue&2,T).)]-

m=1

)
To further enhance transferability, Jia et al. proposed sam-
pling from adversarial evolution triangles (AET). Specif-
ically, at step t, DRA samples N instances from the tri-
angle A(x,x*~1 x®), forming a candidate set S =
{sgt), sét), R sg\t[)}. In detail, each sample is constructed
as a convex combination (Gao et al., 2024; Jia et al., 2025):

st A+B+v=1, (5

where A, 3, and -y are weights used in the convex combi-
nation. DRA evaluates all samples in S*) using the cross-
entropy loss ¢cg and selects the most adversarial instance.
The selected sample is then used as the input to the SGA pro-
cedure, after which the next-step adversarial image %x(*+1)
is generated using the PGD update in Eq. (4).

V= 1
B(x,er)

57(175) — )\-X—i—ﬂ-f((t_l) _;’_,y.i(t)’

Such AET-based methods, typically construct adversarial
updates by sampling multiple candidates within the simplex
and selecting the most adversarial one. Although effective
in practice, this strategy relies on a finite number of samples
to approximate the underlying distribution of adversarially
effective perturbations within the simplex. As a result, the
selected sample may fail to capture informative directions
when the sampling budget is limited, and the optimal sam-
pling pattern can vary substantially across different inputs.

3. Method

In this section, we provide a theoretical perspective on AET-
based attacks and indicate that their effectiveness is funda-
mentally governed by underlying perturbation distribution
rather than by individual sampled perturbations, which mo-
tivates us to explicitly model and optimize the perturbation
distribution within the simplex.

3.1. Second-Order Perspective on Gradient Aggregation

We first analyze the local behavior of the adversarial loss
under small input perturbations. For simplicity, we focus on
the image modality and omit the text input.

Let g(X,7) = g(x) denote the output probability vec-
tor of the VLM, and consider the cross-entropy loss

ler(9(%),y) = —log g, (x+4d), where d denotes the per-
turbation applied to the clean image x. Then, define the
Jacobian and Hessian Matrices of g, with respect to the
image input as:

Jy (X> £ ngy (X) ,

Lemma 3.1. For sufficiently small perturbations 6, the
gradient of the cross-entropy loss with respect to § admits
the following second-order approximation:

Hy,(x) £ Vig,(x). (6)

Hy(x)
gy (%)

Jy(x) .
gy (%)

. Jy(x)Jy(X)T

4.
gy (%)?

@)

Vslce(g9(x+6),y) ~ —

Lemma 3.1 reveals that, within a local neighborhood of the
clean image, the loss gradient is an affine function of the
perturbation d. The first term provides a baseline ascent
direction, while the second term characterizes how different
perturbations linearly modulate this direction. Consequently,
the contribution of multiple perturbed inputs to gradient ag-
gregation can be fully described by the first-order statistics
of the perturbation distribution.

Theorem 3.2. Under the conditions of Lemma 3.1, let §
be sampled from a perturbation distribution Ay with mean

0 = Esna,[0]. Then, we have

Esn, [Vslcu(g(x+6),y)] = Vslce(9(x+6),y)ls5-5-
(8)

The proof of Lemma 3.1 and Theorem 3.2 can be found
in Appendix A. Theorem 3.2 establishes a crucial impli-
cation: 7o second order, gradient aggregation over a per-
turbation distribution provides no additional directional
information beyond that captured by its mean. Equivalently,
averaging gradients computed at multiple perturbations is
approximately equivalent to evaluating a single gradient at
the expected perturbation. This result suggests that the effec-
tiveness of AET-based sampling strategies, is fundamentally
determined by the underlying distribution of adversarial per-
turbations rather than individual sampled points (Gao et al.,
2024). Consequently, if the perturbation distribution within
the AET A (x, %=1, %) can be explicitly modeled, the
attack gradient induced by its expected perturbation can
be directly optimized. This observation motivates directly
optimizing the perturbation distribution itself, which forms
the basis of our proposed DDGA framework.

3.2. Dirichlet Policy Gradient for Adversarial Mixing

Motivated by Theorem 3.2, we aim to directly optimize the
expected perturbation used for gradient updates, rather than
heuristically aggregating gradients from multiple samples.
To this end, we parameterize the perturbation mixing pro-
cess as a learnable probability distribution and optimize its
parameters to maximize the expected adversarial effect by
employing the policy gradient (Sutton et al., 1999).
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Dirichlet Mixing Policy. At step ¢ of PGD attack, we con-
sider three candidate inputs: the clean image x, the previous
adversarial example %=1 and the current adversarial ex-
ample x(*), We first sample a mixing weight vector

W = (w1, w2, w3) ~ Dir(a), (9)

where o € ]RS’r denotes the learnable concentration parame-
ters of the Dirichlet distribution. Then, the resulting mixed
input is constructed as a convex combination:

Xmix(W) = w1 - X + wo - %=1 4oy - %@ (10)

Dirichlet distribution naturally enforces simplex constraint
> & We =1, wg >0, which is well-suited for modeling adap-
tive interpolation among multiple adversarial candidates.

Reward Definition. To assess the adversarial effective-
ness of a sampled mixing strategy, we directly define the
reward as the cross-entropy loss incurred by the mixed input:

R(W) = ECE(Q(XmiX(W)vT)ay) : (11)

A higher reward indicates stronger disruption of the image-
text alignment, and hence a more aggressive adversarial
mixture. We adopt this loss-based reward for its simplicity
and stability. Our goal is to learn the Dirichlet parameters
« that maximize the expected adversarial loss:

J(@0) = Ewnir(e) [R(W)]. (12)

By Theorem 3.2, optimizing this expectation directly corre-
sponds to optimizing the effective gradient direction induced
by the mean perturbation of the mixing distribution.

Policy Gradient Optimization.
the score-function estimator:

We optimize J () using

0
Vo, J(a) =Ew R(W)% logp(w | )] . (13)

For the Dirichlet distribution, this yields the following unbi-
ased estimator for each sampled w:

Verd = R(w) (logwy +9(S) — d(ax)),  (14)

where S = 22:1 oy, denotes to the Dirichlet strength, and
1(+) denotes the digamma function. The derivation can be
found in Appendix A.

Parameter Update. To reduce the variance of the policy
gradient estimator, we sample a set of M mixing weights
{w(m)}M_ independently from Dir(c) at each iteration.
The gradient is then estimated by averaging over the sam-

pled rewards:
. | M

vak‘] = M Z R(W(m)) (logwl(cm) + ’(/J(S) — w(ak)) .
(15)

AAAl

(-1 £® gD g® gD %®

a=(1,1,1) a=(092,1.13,1.47) a=(0.72,1.28,1.93)

Figure 2. Evolution of the Dirichlet mixing policy over the simplex
spanned by the clean image x, the previous adversarial example
%Y and the current adversarial example x®. Starting from
a uniform prior, the learned policy progressively concentrates on
more adversarially effective regions. The red dot denotes the
mean of the Dirichlet distribution, which determines the effective
perturbation used for gradient-based updates.

In the end, we update the concentration parameters using
gradient ascent:

L —

ak<_ak+’7'vo¢k‘]a (16)

where vy denotes the learning rate of c.

Updating the Dirichlet parameters introduces additional
computation. To keep the overall complexity comparable
to prior AET-based methods, we update @ once per PGD
iteration. In practice, this update strategy is sufficient to
capture the evolving perturbation distribution while only
incurring a marginal computational overhead.

Remark 3.3. Figure 2 provides a geometric illustration
of the learned Dirichlet policy on the simplex spanned by
A(x, %=1 %) Starting from a uniform prior, the policy
progressively concentrates its mass toward adversarially ef-
fective regions, with mean shifting accordingly. Importantly,
this learned distribution replaces finite-sample selection
mechanism used in AET-based baselines. Instead of relying
on a small number of sampled candidates to approximate
the most adversarial perturbation, our method directly learns
underlying perturbation distribution and uses the expected
perturbation gty = EywDir(a)[Xmix(W)], Wwhose gradient
is theoretically equivalent to aggregated gradients under
second-order analysis, to guide attack update. This allows
to approximate the effect of infinitely many perturbation
samples with a single, principled gradient evaluation, lead-
ing to more stable and transferable adversarial directions.

3.3. Second-Order Structure-Guided Perturbation

While the expected perturbation determines the primary
attack direction, i.e., Theorem 3.2, the learned Dirichlet
distribution also encodes informative second-order structure.
We leverage its covariance to guide structured, gradient-
orthogonal exploration that improves transferability.

Closed-Form Covariance of Dirichlet Mixing. Given a
specific learned Dirichlet distribution Dir(a), let Xpix =
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Algorithm 1 Pseudo code of the proposed DDGA

Input: Image x, texts 7, vision-language model g =
cos(Fy(+), Fr(-)), PGD steps T, step size 7, perturbation
bound €, e7, policy learning rate -y, injection factor A
Initialize: X(*) « x 4 0.001 - (0, 1), a'® < (1,1,1)
fort =1to7T do
Sample M weights {w(™}M_  from Dir(a(*~1)
Calculate policy gradient V/a-k\J by Eq. (15)
Update a,(:) — al(f_l) + - V/ak\J
Calculate expected perturbations py and X

Employ V augmentation and get { gl }V_,
Calculate attack gradient g(*) by Eq. (19)
Calculate covariance-guided v* by Eq. (21)
XD Mg e,y (XU + 7 -sign(g® + X - v1))

end for

Generate adversarial text ‘Ey by Eq. (23)

Output: Adversarial image X7, adversarial text ‘Ey

Xmix (W) ="Vw denote a Dirichlet-mixed input, where V =
[x,%x(~1) %] € R4 and w ~ Dir(a). The following
theorem characterizes the covariance of all mixed inputs
within the simplex in closed form.

Theorem 3.4. Denote S = > | «; as the Dirichlet
strength and py = By Dir(a)[Xmix] as the expected
Dirichlet-mixed input. Then the covariance of Xmix admits
the closed-form expression

S = B[ (Xmix — ) (Xmix — px) | | =VCVT, (17)

Xmix

where C = Cov(w) € R3*3 with entries

(fgiz(ss_(?)> i =7,
Cy=< QD 7 (18)
55+ ¢ # 7

The proof can be found in Appendix A.3.

Gradient-Orthogonal Covariance-Guided Exploration.

Following Jia et al., we employ the augmentation to the
expected perturbation and obtain V' augmented samples
{ ug), uf), ceey MLW }, and the attack gradient is computed

by aggregating the gradient over all augmented samples:

_ ZL/:1 VI_LE:OECE(Q(“)(:})a T),v)
13021 Vo for(g(mi )l

g (19)

Directly sampling perturbations aligned with g would col-
lapse to standard PGD updates and offer limited diversity.
To decouple stochastic exploration from deterministic as-
cent, we explicitly construct perturbations in directions or-
thogonal to g. We first sample a random vector r from
N (0,1) and inject the second-order geometry of Dirichlet

mixing using the covariance matrix X :

Xmix *

v=X

(20)

Xmix L*

To ensure that the generated perturbations do not collapse
toward the deterministic PGD direction, we project v onto
the subspace orthogonal to g (Jiang et al., 2026):

1 A <Vag>g

v —— 22
v —(v,g)gll

2n

where orthogonal projection ensures (v, g) =0. We form
the composite update direction g by combining the gradient
direction and covariance-based orthogonal component as

g=g+A vl (22)

where \ controls the strength of the orthogonal injection.
The resulting perturbation g explores high-variance direc-
tions supported by the learned Dirichlet simplex, while re-
maining orthogonal to the primary attack gradient. This
structured stochasticity complements the PGD update and
enriches the adversarial search space.

3.4. Adversarial Text Generation

For the text modality, we adopt BERT-attack to generate
adversarial text. Given the total PGD steps 1" and the fi-
nal adversarial image X(7), we generate adversarial text
Ey by deviating from the features of the final augmented
adversarial image (Gao et al., 2024):

§ = argmax los (9, T)y),  @3)
t, EB(ty.eT)

where B(t,, er) denotes the set of admissible textual pertur-
bations under a budget e. The pseudo-code of the proposed
DDGA is presented in Algorithm 1.

4. Related Work

Vision-Language Models and Downstream Tasks.
Vision-language models (VLMs) are typically pretrained on
large-scale image-text pairs to learn joint visual-textual rep-
resentations, and have become foundational models for vari-
ous vision-language tasks (Du et al., 2022). Existing VLMs
generally follow two representative architectural paradigms.
The first paradigm is aligned VLMs, such as CLIP (Radford
etal., 2021), which employ separate image and text encoders
and align their embeddings in a shared representation space
via contrastive learning. The second paradigm is fused
VLMs, including ALBEF (Li et al., 2021) and TCL (Yang
et al., 2022), which first extract unimodal features and then
integrate them through a multimodal encoder to enable fine-
grained cross-modal interactions. These pretrained repre-
sentations have been widely adapted to various downstream
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Table 1. Cross-model comparison with state-of-the-art methods on the Flickr30K for image-text retrieval task. We employ the
CLIPvir and CLIPcnn as the source model. We report the attack success rate (ASR) at top-1 retrieval (R@1). Higher R@1 indicates

stronger adversarial effectiveness and transferability.

Source Attack ALBEF TCL CLIPvir CLIPcNN

TRR@1 JIRR@1 TRR@1 IJIRR@1 TRR@1l JRR@1 TRR@1l IRR@1

PGD 3.13 6.48 443 8.83 69.33 84.79 13.03 17.43

BERT-Attack 9.59 22.64 11.80 25.07 28.34 39.08 30.40 37.43

Sep-Attack 7.61 20.58 10.12 20.74 76.93 87.44 29.89 38.32

CLIPyir Co-Attack 8.55 20.18 10.01 21.29 78.53 87.50 29.50 38.49

! SGA 2242 34.59 25.08 36.45 100.00 100.00 53.26 61.10

DRA 27.84 42.84 27.82 44.60 100.00 100.00 64.88 69.50

SA-AET 36.60 50.44 39.20 51.10 100.00 100.00 71.01 74.10

DDGA 41.19 53.48 41.83 54.02 100.00 100.00 70.24 75.13

PGD 2.29 6.15 4.53 8.88 5.40 12.08 89.78 93.04

BERT-Attack 8.86 23.27 12.33 25.48 27.12 37.44 30.40 40.10

Sep-Attack 9.38 22.99 11.28 25.45 26.13 39.24 93.61 95.30

CLIPcxy Co-Attack 10.53 23.62 12.54 26.05 27.24 40.62 95.91 96.50

SGA 15.64 28.60 18.02 33.07 39.02 51.45 99.87 99.90

DRA 19.50 34.59 21.60 37.88 48.47 59.12 99.87 99.90

SA-AET 23.98 38.28 27.29 41.81 54.11 64.21 100.00 99.97

DDGA 27.22 42.42 31.19 45.17 60.98 67.59 100.00 99.97

tasks. Image-text retrieval evaluates cross-modal matching
ability by ranking candidate images or texts (Cao et al.,
2022). Image captioning aims to generate natural language
descriptions conditioned on visual inputs, and is typically
evaluated with captioning metrics including BLEU (Pap-
ineni et al., 2002), METEOR (Banerjee & Lavie, 2005),
ROUGE (Lin, 2004), CIDEr (Vedantam et al., 2015), and
SPICE (Anderson et al., 2016).

Adversarial Attacks and Transferability in VLMs.
With the rapid adoption of VLMs in multimodal applica-
tions, their adversarial robustness has attracted increasing
attention, motivating the development of both defense (Li
et al., 2024; Sheng et al., 2025; Dong et al., 2025) and at-
tack methods (Xie et al., 2025; Zhang et al., 2025). Early
studies extend unimodal adversarial attacks to the multi-
modal setting. Sep-Attack (Lu et al., 2023) separately com-
bines image and text perturbations, while Co-Attack (Zhang
et al., 2022) exploits cross-modal interactions under white-
box assumptions. To improve black-box transferability, re-
cent methods focused on diversity-driven attack strategies.
SGA (Lu et al., 2023) enhances transferability by optimiz-
ing over augmented sets of image-text pairs. Subsequent
AET-based methods, such as DRA (Gao et al., 2024) and
SA-AET (Jia et al., 2025), sample adversarial candidates
within adversarial evolution simplex to increase perturbation
diversity and improve transferable attack performance.

5. Experiment

Datasets and Models. We evaluate on two benchmarks
for vision-language learning: Flickr30K (Plummer et al.,
2015) and MSCOCO (Lin et al., 2014). Flickr30K contains

31,783 images with five captions per image, and MSCOCO
contains 123,287 images with five captions each. Both
datasets are used for image-text retrieval evaluation and
cross-task adversarial transferability assessment. Adversar-
ial examples are generated on CLIP (Radford et al., 2021)
with two backbones: CLIPy;r (ViT-B/16 (Dosovitskiy et al.,
2020)) and CLIPcnN (ResNet-101 (He et al., 2016)). Trans-
ferability is evaluated on multiple target models, including
ALBEEF (Li et al., 2021), TCL (Yang et al., 2022), CLIPv;r,
and CLIPcnN. To assess cross-task generalization, adver-
sarial images crafted for retrieval are further evaluated on
image captioning using BLIP (Li et al., 2022). We also con-
sider a typical multimodal large language models (MLLMs)
Owen3-VL-4B-Instruct to further evaluate the adversarial
transferability to MLLM (Bai et al., 2025).

Implementation details. We adopt an /., constraint of
e; = 8/255, with 10 optimization iterations and step size
a = 2/255 for adversarial image. For adversarial text, we
follow a single-word substitution budget ey = 1 with a
candidate set of 10 words (Gao et al., 2024). We employ the
image augmentation strategy from SGA, resizing inputs to
five scales {0.50,0.75,1.00, 1.25, 1.50} via bicubic interpo-
lation (Lu et al., 2023). For image-text retrieval, we report
attack success rate (ASR) at top-1 retrieval (R@1). For im-
age captioning, we evaluate transferability using BLEU-4,
METEOR, ROUGE_L, CIDEr, and SPICE (Jia et al., 2025).
See implementation details in Appendix B.

5.1. Main Results

Cross-Model Adversarial Transferability. We evaluate
transferability by generating adversarial examples on the
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Table 2. Cross-model comparison with state-of-the-art methods on the MSCOCO image-text retrieval task. We employ CLIPvir
and CLIPcnn as the source model. We report the attack success rate (ASR) at top-1 retrieval (R@1). Higher R@1 indicates stronger

adversarial effectiveness and transferability.

Source Attack ALBEF TCL CLIPvir CLIPcNN

TRR@1 IRR@1 TRR@1 IRR@1 TRR@1l IRR@1 TRR@1l IRR@1

PGD 10.26 13.69 12.72 15.81 82.91 90.51 21.62 28.78

BERT-Attack 20.34 29.74 21.08 29.61 45.06 51.68 44.54 53.72

Sep-Attack 2591 36.84 28.20 38.47 88.36 97.09 47.57 57.79

CLIPyvir Co-Attack 26.35 36.69 88.78 96.72 28.23 38.42 47.36 58.45

! SGA 43.75 51.08 44.05 51.02 100.00 100.00 70.66 75.58

DRA 52.69 61.50 51.88 61.06 100.00 100.00 80.18 84.11

SA-AET 57.64 66.88 57.30 65.16 100.00 100.00 83.98 86.72

DDGA 66.46 72.53 64.34 70.67 99.96 99.96 87.00 89.76

PGD 8.38 12.73 11.90 15.68 13.66 20.62 92.68 94.71

BERT-Attack 23.38 34.64 24.58 29.61 51.28 57.49 54.43 62.17

Sep-Attack 29.13 40.64 31.40 42.99 52.23 59.73 96.16 97.54

CLIPcxy Co-Attack 29.49 41.50 31.83 43.44 53.15 60.15 97.79 98.54

SGA 36.94 46.79 38.81 48.90 62.19 67.73 99.92 99.97

DRA 41.40 52.25 43.62 54.15 70.43 74.14 99.80 99.92

SA-AET 43.62 55.19 47.01 57.39 73.67 76.90 100.00 99.92

DDGA 53.44 62.61 55.61 63.71 79.89 83.81 99.96 99.95

Table 3. Cross-task adversarial transferability from image-text retrieval (ITR) to image captioning (IC). Adversarial images are

generated using CLIPv;r and evaluated on BLIP for captioning. Lower values indicate stronger adversarial transferability ({).

Dataset Method BLEU-4| METEOR| ROUGEL| CIDEr| SPICE |

Clean 18.28 21.50 37.65 43.90 15.25

SGA 17.54 20.06 36.54 39.43 13.88

Flickr30K DRA 17.24 19.93 36.48 39.40 13.75
SA-AET 16.28 18.37 34.68 35.14 12.27

DDGA 13.57 16.85 32.76 28.83 10.86

Clean 32.20 30.00 49.50 100.30 22.80

SGA 31.00 29.00 48.60 95.50 21.90

MSCOCO DRA 30.60 28.60 48.20 93.70 21.60
SA-AET 27.67 26.82 46.10 84.80 19.73

DDGA 27.50 26.60 45.90 83.40 19.50

source VLM and testing them on unseen target models for
both text-to-image (TR) and image-to-text (IR) retrieval
on Flickr30K and MSCOCO. Tables 1 and 2 summarize
the attack success rates (ASR) at the top-1 rank (R@1) of
all methods. Overall, our method consistently achieves su-
perior cross-model transferability across the majority of
source—target pairs. On Flickr30K, DDGA yields clear
improvements over prior AET-based approaches. For exam-
ple, when transferring adversarial examples generated on
CLIPy;r to ALBEF, DDGA improves ASR from 36.60 %
to 41.19% (TR) and from 50.44% to 53.48% (IR) com-
pared with SA-AET. Similar gains are observed in other
settings, such as CLIPcyy — TCL, where DDGA achieves
31.19% / 45.17% (TR/IR), outperforming all baselines.
The advantage of DDGA becomes more pronounced on
the larger and more diverse MSCOCO dataset. Under the
CLIPy;t — ALBEEF setting, DDGA increases ASR from
57.64% to 66.46% (TR) and from 66.88% to 72.53% (IR),
yielding substantial absolute gains of 8.82% and 5.65%,

respectively. Similar improvements are consistently ob-
served across other transfer configurations, demonstrating
that DDGA scales more effectively to complex data dis-
tributions. These results confirm that explicitly modeling
and optimizing the perturbation distribution enables more
reliable exploration of informative attack directions, leading
to stronger and more stable adversarial transferability than
AET-based methods. Additional experimental results can
be found in Appendix C.

Cross-Task Adversarial Transferability. We further ex-
amine cross-task adversarial transferability by applying ad-
versarial images generated for image—text retrieval (ITR) to
image captioning (IC) task. Specifically, adversarial exam-
ples are crafted on CLIPy;r with the objective of attacking
ITR, and are then directly evaluated on BLIP for caption
generation without any task-specific adaptation. As shown
in Table 3, our proposed DDGA consistently induces larger
degradation in captioning performance than existing meth-
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Figure 3. Visualization of the image captioning task. The first three example columns are from Flickr30K and the last three are from
MSCOCO. Adversarial images are generated on both datasets using the CLIPv;r with the image-text retrieval task. We employ BLIP to
both clean and adversarial images to produce captions for comparison. Green text indicates correct descriptions, while red text highlights

errors induced by the attack.

ods on both Flickr30K and MSCOCO, as reflected by lower
BLEU-4, METEOR, ROUGE_L, CIDEr, and SPICE scores.
The performance drop is more pronounced on Flickr30K,
while on the larger and more challenging MSCOCO bench-
mark, DDGA still maintains clear adversarial effectiveness
despite relatively smaller margins over competing attacks.
Overall, these results suggest that adversarial perturbations
optimized for retrieval-oriented objectives can disrupt the se-
mantic representations required by generation-based vision-
language tasks, thereby demonstrating strong cross-task
adversarial transferability.

Qualitative Analysis of Cross-Task Adversarial Trans-
ferability. Figure 3 provides qualitative comparisons be-
tween captions generated from clean images and adversarial
images on the image captioning task. For clean inputs, BLIP
generally produces accurate and semantically coherent cap-
tions that correctly capture the salient objects, attributes, and
object relationships, such as “a person standing on a station-
ary exercise bike”, “groups of people on a rock formation”,
or “a dog lying on a bed near a window”. In contrast, when
given adversarial images crafted for image-text retrieval,
BLIP generates incomplete, misleading, or semantically in-
consistent descriptions. The induced errors include misiden-
tifying the primary subject (e.g., confusing a person with an
animal), hallucinating nonexistent objects or entities, and
misinterpreting the scene context by describing static scenes
as dynamic activities. These qualitative results show that
retrieval-oriented adversarial perturbations can disrupt the
semantic grounding required for generation-based vision-
language tasks, providing additional evidence of cross-task
adversarial transferability beyond similarity-based retrieval.

Adversarial Transferability in MLLMs. Multimodal
large language models (MLLMs) have demonstrated strong
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Figure 4. Transferability performance on Qwen3-VL-4B-Instruct.

joint vision-language reasoning capabilities, making their
adversarial robustness an important concern. To evaluate
whether adversarial perturbations crafted on contrastive
VLMs can transfer to generative MLLMs, we apply adver-
sarial images generated on CLIPy; for image-text retrieval
to a representative MLLM, Qwen3-VL-4B-Instruct. Fol-
lowing recent work, we quantify adversarial effectiveness
by measuring the distributional shift of output tokens (Qi
et al., 2025). Specifically, given the prompt “Please de-
scribe the image, limited to 50 words”, we feed both clean
and adversarial images into the model and compute the KL
divergence between their token distributions at each decod-
ing step. Figure 4 reports the KL divergence of the top-5
output tokens as well as their average. As shown in Figure 4,
the KL divergence generally increases with decoding depth,
indicating that adversarial effects accumulate throughout the
generation process. Moreover, DDGA yields consistently
larger KL divergence than all baseline attacks across token
positions and on average, suggesting stronger transferability
from contrastive retrieval models to generative multimodal
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Table 4. Ablation study of DDGA on Flickr30K using the source model CLIPv;r for ITR task. Policy learning captures optimal

simplex mixing, covariance-guided perturbation enriches exploration, and text attack further amplifies cross-model transfer.

. ALBEF TCL CLIPcnN
Variant
TRR@1 IRR@1 TRR@1 IRR@1 TRR@l IRR@1

DRA 27.84 42.84 27.82 44.60 64.88 69.50
SA-AET 36.60 50.44 39.20 51.10 71.01 74.10
DDGA w/o Policy (uniform o) 38.21 51.32 40.05 52.18 69.10 74.80
DDGA w/o Covariance 39.14 52.01 40.92 53.90 70.07 75.01
DDGA w/o Text Attack 36.77 51.90 39.21 50.05 66.82 72.10
DDGA (Full) 41.19 53.48 41.83 54.02 70.24 75.13

language models. Additional qualitative results on Qwen3-
VL-4B-Instruct and GPT-5.2 are provided in Appendix C,
further supporting the generality of DDGA across different
MLLMs.

5.2. Ablation Study

Impact of Each Component. Table 4 evaluates the con-
tribution of each component in DDGA. Consistent with
Theorem 3.2, replacing the learned Dirichlet policy with
a uniform policy leads to a clear performance drop, indi-
cating that effective gradient aggregation requires adaptive
modeling of the perturbation distribution rather than prede-
fined simplex sampling. Removing the covariance-guided
perturbation further weakens transferability, suggesting that
higher-order dispersion beyond the mean perturbation is
important for exploring informative directions that may be
overlooked by first-order aggregation. In addition, disabling
adversarial text generation consistently reduces cross-model
transferability, highlighting the necessity of jointly perturb-
ing multimodal representations. When all components are
enabled, DDGA achieves the best overall performance, val-
idating that distributional policy learning and covariance-
aware exploration jointly realize the theoretical advantages
suggested by our second-order analysis.

Impact of Injection Factor. We analyze the impact of
the covariance-guided perturbation injection factor A on
adversarial transferability. As shown in Figure 5, when A
is too small, the update direction is mainly dominated by
the mean perturbation, limiting the benefit of exploration
beyond the simplex expectation. Conversely, an excessively
large A\ may overemphasize covariance-induced orthogo-
nal perturbations, causing the update to deviate from the
principal adversarial direction and making optimization less
stable. A moderate value of \ provides a better trade-off
between these two effects, enabling complementary use of
the expected gradient direction and covariance-driven ex-
ploration. Empirically, A =0.05 achieves the best overall
performance on both TR and IR, and is therefore used as
the default setting in all experiments.

001 005 01 02 05 001 005 01 02 05 001 005 01 02 05
A A ]

Figure 5. Sensitivity analysis of the covariance injection factor \.

6. Conclusion

We propose DDGA, a distribution-aware adversarial attack
framework that replaces heuristic sampling in AET-based
methods with principled optimization over a learned pertur-
bation distribution. By optimizing the expected adversarial
objective and explicitly leveraging second-order structure
to promote gradient diversity, DDGA generates adversarial
examples with stronger transferability across models and
tasks. Extensive experiments on image-text retrieval and
image captioning demonstrate that DDGA achieves superior
cross-model and cross-task transferability across diverse
VLM architectures. These results highlight the importance
of distributional modeling for adversarial transfer and sug-
gest a promising direction for more reliable robustness eval-
uation of multimodal models. Despite its effectiveness,
DDGA requires additional optimization over distribution
parameters, resulting in moderate computational overhead
compared with conventional attack methods. Extending
distribution-aware optimization to broader multimodal per-
turbation spaces, including more tightly coupled image—text
perturbations and generative MLLMs, remains an interest-
ing direction for future work.
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A. Proofs and Derivation.
A.1. Proof of Lemma 3.1

Proof. For clarity, we focus on the image modality and consider the gradient of the adversarial loss with respect to the
image perturbation. Let the loss be defined as

legp(x+6) = —log gy(x +9), (24)

where x € R? denotes the clean image and 4 is adversarial perturbation. We denote the Jacobian and Hessian of g, with
respect to the image input evaluated at x as

Jy(x) £ Vxgy(x) €RY Hy(x) £ Vig,(x) € R¥* (25)
Applying a second-order Taylor expansion of the scalar function g, (x + d) around x yields
1
gu(x+8) = 9y(x) + J,(x) 8 + 587 Hy(x)6 + O(5]*). (26)

Since adversarial perturbations are constrained within a small £,,-bounded neighborhood of the clean input, i.e., ||d]| < e, the
third- and higher-order terms are negligible and can be safely omitted. Substituting the above expansion into — log g, (x+ 9)
and expanding the logarithm up to second order gives

J,x)T6 1 +[H,(x) Jy(x)J,x)"
—loggy(x+6)~ —logg,(x)— L2 — —_§ Y - Y d. 27
o) R A P R e
Taking the gradient of the above expression with respect to d yields
Jy(x) H,(x) J,(x)J,x)"
Veslce(x+90) =~ — Y — |: Y - Y 9, (28)
D=0 " a0 T gl

which completes the proof. O

A.2. Proof of Theorem 3.2

Proof. Under the assumptions of Lemma 3.1, the gradient of the cross-entropy loss with respect to the perturbation admits
the following second-order approximation:

Vslce(g(x +6),y) ~ a+ B6, (29)
where .
9y (%) 9y (%) 9y(%)
Eq. (29) shows that, up to second order, the loss gradient is an affine function of the perturbation 4.
Taking expectation with respect to  ~ A, and using the linearity of expectation, we obtain
Es~a, [Velce(g(x +6),y)] = a+ BEs.a,[0]
— a+BS, (31)
where & denotes the mean of the perturbation distribution.
On the other hand, evaluating the second-order approximation in Eq. (29) at § = & yields
Vsler(g(x +6),y) =~ a+ Bé. (32)
Comparing the two expressions completes the proof. O

13
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A.3. Proof of Theorem 3.4

Proof. Let w ~ Dir(a) be a Dirichlet random vector with parameters & = (aq, o2, av3) and total concentration S =

Z?:l a;. By definition, the Dirichlet-mixed input is given by
Xmix = VW,
where V = [x, X1 x(®)] ¢ R4x3,

Expectation. The expectation of w under the Dirichlet distribution is

«
IE’wwDir(oz) [W] = E

Therefore, the mean of the mixed input is

(81
Mx = EWNDir(a)[XIIIiX] = VEWNDiI‘(a)[W] = V§

Covariance. By definition, the covariance of X,ix S
Yk = EWNDir(a) [(Xmix - ll'x)(Xmix - Hx)T]-
Substituting Xpix = VW and px = VEy pir(a)[W], We obtain

by = Ewnbir(e) [V(W — E[w])(w — E[W])TVT]-

Xmix

Since V is deterministic, it can be factored out of the expectation, yielding

Y = VCov(w) VT,

Xmix

The covariance matrix of a Dirichlet random vector w ~ Dir(«x) is given by

ai(S_ai) i=j

2 bl - J

Cij = Cov(wi,wj) = S (%L}) . '
“EE+ (T

Denoting this covariance matrix by C € R3*3 completes the proof.

A.4. Policy Gradient Derivation

Proof. We derive the score-function gradient used in Eq. (14). Let w ~ Dir(«) with parameters o = (avq, . . .

S = Zfil a;. The Dirichlet density is given by

1 K
p(w|a)= an?hl7
=1
where the normalization constant is HK Fa)
B(a) = i=1 !

I'(S)

Taking the logarithm yields

K
logp(w | @) =log'(S) — Zlogf(ai) + Z(ozi — 1) log w;.
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(39)
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Score Function. Differentiating with respect to o, gives

Oi logp(w | &) = ¥(S) — ¥(ag) + log wy, (43)
o

where 1 (-) denotes the digamma function.

Policy Gradient. Using the score-function estimator, the gradient of the objective J(a) = Ey [R(W)] is

0
Vo, J(a) = Ey R(W)@ logp(w | )| . (44)

Unbiased Estimator. For a sampled w, the resulting unbiased gradient estimator is

Verd = R(w) (log wy, + () — (a) (45)
which corresponds to Eq. (14) in the main text. O

B. Implementation Details
B.1. Datasets and Models

Dataset details. Our experiments are conducted on two widely adopted multimodal benchmarks: Flickr30K (Plummer
etal., 2015) and MSCOCO (Lin et al., 2014). Flickr30K consists of 31,783 images curated from the Flickr website, primarily
depicting everyday activities and common scenes. MSCOCO (2014 version) is a more comprehensive dataset containing
123,287 images characterized by complex object-to-object interactions and diverse real-world contexts. For both datasets,
each image is paired with five human-annotated captions, providing a rich linguistic corpus that describes the same visual
content from multiple semantic perspectives.

To ensure consistency with prior work (Lu et al., 2023; Jia et al., 2025) on image-text retrieval and image captioning
evaluation, we follow the standard Karpathy split protocol (Karpathy & Fei-Fei, 2015) for both benchmarks. Specifically, the
Flickr30K dataset is partitioned into 29,000 training images, 1,000 validation images, and 1,000 test images. For MSCOCO,
we follow the standard practice of incorporating the restval subset into the training set, resulting in a split of 113,287 images
for training, 5,000 for validation, and 5,000 for testing. All the evaluation metrics, including retrieval Attack Success Rate
(ASR) and captioning scores, are computed on the corresponding test sets.

Model checkpoints. We evaluate our proposed DDGA on a diverse set of VLMs, which we broadly categorize into
aligned dual-encoders, fused multimodal encoders, and generative multimodal large language models (MLLMs). All the
evaluations are conducted using official pre-trained weights to reflect practical evaluation settings.

Source Model (Surrogate): CLIP (Radford et al., 2021) serves as the primary surrogate model for generating adversarial
examples. We utilize two architectural backbones: CLIPy;T (ViT-B/16 (Dosovitskiy et al., 2020)) and CLIPcnn (ResNet-101
(He et al., 2016)). This selection allows us to assess how perturbations transfer across different inductive biases—transformer-
based global attention versus convolution-based local feature extraction.

Target Models (Retrieval): For image-text retrieval (ITR) evaluation, we utilize ALBEF (Li et al., 2021), TCL (Yang et al.,
2022), and the surrogate backbones CLIPy;r and CLIPcnN. Both ALBEF and TCL incorporate a 12-layer ViT-B/16 image
encoder alongside two 6-layer Transformers dedicated to text and multimodal encoding. While sharing this architectural
framework, TCL distinguishes itself by employing intra-modal self-supervision and local mutual information maximization
objectives to capture more fine-grained structural information. We utilize official checkpoints fine-tuned on the Flickr30K
and MSCOCO ITR task for all targets.

Target Model (Captioning): To assess cross-task transferability to generative tasks, we employ BLIP (Li et al., 2022). We
utilize the B LI Pyt variant with the CapFilt-L configuration, using official weights fine-tuned on the MSCOCO image
captioning dataset.

Target Model (MLLM): We further evaluate transferability to Qwen3-VL-4B-Instruct (Bai et al., 2025), an MLLM with 4.44
billion parameters. The model integrates a Sigl.IP2-Large vision encoder with a 36-layer LLM backbone.
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Table 5. Additional cross-backbone transferability results on Flickr30K. We use CLIPvir.1/14 and ALBEF as source models and evaluate
transferability across ALBEF, TCL, CLIPcnn, CLIPvirg/i6, and CLIPvir/14. Higher R@1 indicates stronger adversarial effectiveness and
transferability.

ALBEF TCL CLIPCNN CLIPViT_B/16 CLIPViT_L/14
TR IR TR IR TR IR TR IR TR IR

DRA 2398 38.45 2592 39.74 5338 60.62 60.12 67.46 100.00 99.93
CLIPvit.rn4 SA-AET 30.34 44.13 31.19 44.17 5543 63.02 66.63 73.00 100.00 99.57
DDGA 37.85 51.87 39.62 52.24 61.31 69.16 72.15 77.60 99.76 96.64

DRA 99.90 99.98 91.57 91.17 49.55 59.01 46.26 56.80 30.66 49.85
ALBEF SA-AET 99.90 99.95 9642 96.02 57.22 65.59 55.58 63.89 3475 53.52
DDGA 9990 9995 97.05 97.60 68.45 73.89 67.73 7297 44.28 64.93

Source Attack

Table 6. Cross-model adversarial transfer success rate (%) under different image perturbation budgets e; on the Flickr30K ITR task.
Adversarial examples are generated on CLIPy;r and evaluated on ALBEF, TCL, and CLIPcn for both text-to-image (TR) and image-to-
text (IR) retrieval.

ALBEF TCL CLIPcaN
TRR@1 IRR@1 TRR@1 IRR@1 TRR@1 IRR@1

4/255 38.98 49.88 39.77 51.28 68.04 72.09
6/255 40.07 52.39 40.42 53.39 69.55 73.28
CLIPyvir 8/255 41.19 53.48 41.83 54.02 70.24 75.13
10/255 43.39 55.27 44.75 55.89 72.39 77.81
12/255 44.78 56.45 45.09 56.74 75.03 79.54

Source €1

Additional evaluation details. For image-text retrieval (ITR), the Attack Success Rate (ASR) is calculated over the
full test sets of Flickr30K and MSCOCO. The ASR at Top-1 (R@1) is defined as the percentage of images for which the
correctly retrieved caption in a clean setting is no longer retrieved at the first rank after the adversarial perturbation is applied.
The retrieval performance is measured by computing the similarity scores between each adversarial image and all possible
text candidates in the test set. For fusion models like ALBEF and TCL, this involves a two-stage process: An initial ranking
based on unimodal contrastive scores followed by a re-ranking stage using the multimodal encoder.

For image captioning (IC), the evaluation transitions from a discriminative task to a generative one. Adversarial images
generated for retrieval are provided to the BLIP model to generate captions. The quality of these captions is measured using
BLEU-4(Papineni et al., 2002), METEOR(Banerjee & Lavie, 2005), ROUGE_L(Lin, 2004), CIDEr(Vedantam et al., 2015),
and SPICE(Anderson et al., 2016).

C. Additional Experiments Results
C.1. Additional Cross-Backbone Transferability

We further evaluate cross-backbone adversarial transferability on Flickr30K by using CLIPv;t.1/14 and ALBEF as additional
source models. This setting complements the main experiments by introducing a larger ViT backbone and a fused vision-
language model as surrogates, and evaluates adversarial transfer to ALBEF, TCL, CLIPcnN, CLIPyirg/16, and CLIPyirp/14.
Table 5 shows that DDGA maintains its advantage under more source-target settings. When CLIPv;1.y /14 is used as the source
model, DDGA improves transfer to fused VLMs over SA-AET by +7.51/+7.74 points on ALBEF and +8.43/+8.07 points on
TCL for TR/IR, respectively. The improvement is more pronounced when ALBEF is used as the source model and the target
is changed to CLIP variants with different visual encoders: DDGA improves ALBEF — CLIPcnn by +11.23/+8.30 points
and ALBEF — CLIPy;r.1/14 by +9.53/4+11.41 points for TR/IR. These results indicate that DDGA remains effective across
different backbone scales, encoder architectures, and vision-language training paradigms, rather than relying on backbone
overlap between the surrogate and target models.
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Figure 6. Effect of the number of mixed adversarial candidates M on transfer attack success rate (R@1) for the image-text retrieval (ITR)
task on the Flickr30K dataset. The top row reports text-to-image retrieval (TR), while the bottom row reports image-to-text retrieval (IR).
Results are shown for transfers from CLIPvit to ALBEF, TCL, and CLIPcnN.

C.2. Adversarial Transferability w.r.t. Diverse Perturbation Budgets.

Table 6 presents the adversarial transferability of DDGA under varying image perturbation budgets 7, where attacks
are generated on CLIPy;1 and evaluated across multiple target VLMs. Across all models and retrieval settings, DDGA
exhibits a consistent and monotonic increase in attack success rate as ey grows, indicating stable and effective utilization of
larger perturbation budgets. Importantly, the performance gains are smooth and well-behaved, without abrupt saturation or
instability, suggesting that DDGA exploits additional perturbation capacity in a structured manner rather than relying on
fragile directions. The improvement is especially notable in cross-architecture transfer settings such as CLIPy;r — ALBEF
and TCL, highlighting the model-agnostic nature of the learned adversarial perturbations. Transferability to CLIPcny also
increases steadily, demonstrating robustness across architectural variations. Moreover, DDGA maintains comparable relative
gains for both text-to-image and image-to-text retrieval tasks across all budgets, indicating that the learned perturbation
distribution disrupts cross-modal alignment in a balanced and task-agnostic manner. Overall, these results confirm that
DDGA scales reliably with perturbation radius and consistently enhances adversarial transferability across models and tasks.

C.3. Adversarial Transferability w.r.t. Mixed Adversarial Candidates M.

We investigate the impact of the number of mixed adversarial candidates M on adversarial transferability, where M
determines the size of the simplex used for distributional aggregation in DDGA. Figure 6 reports the transfer attack success
rate (R@1) under varying M when transferring adversarial examples from CLIPv;y to ALBEF, TCL, and CLIPcnN On
Flickr30K ITR task. As M increases, DDGA consistently achieves higher attack success rates for both text-to-image (TR)
and image-to-text (IR) retrieval across all target models. This trend indicates that incorporating more historical adversarial
candidates enriches the simplex structure and allows the learned Dirichlet distribution to better capture transferable
perturbation directions. However, larger values of M also incur increased computational cost, as each additional candidate
requires extra gradient evaluations and distributional updates during optimization. Empirically, we observe that the
performance gains diminish when M exceeds 3, while the computational overhead continues to grow. Taking both
adversarial effectiveness and efficiency into account, we adopt M =3 in all experiments, which provides a favorable balance
between transferability performance and computational cost.

C.4. Adversarial Transferability against Robustly Defended VLMs.

Table 7 reports the transfer attack performance on TeCoA, a CLIP-based model explicitly fine-tuned with adversarial
examples for robustness. Compared with standard transfer baselines, TeCoA significantly suppresses the effectiveness of
prior attacks, highlighting the challenge of attacking defended VLMs. Despite this strengthened defense, DDGA consistently
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Table 7. Performance on Robust CLIP model TeCoA using the Flickr30k dataset. The source model is CLIP_ViT, and the target model is
TeCoA, a defense model fine-tuned with adversarial examples.

Method | TRR@1 TRR@S5 TRR@10 | IRR@1 IRR@5 IRR@10

SGA 51.84 24.44 17.68 55.07 37.45 28.97
DRA 59.59 34.59 26.75 64.35 47.26 39.04
SA-AET 68.98 43.98 36.85 72.55 55.62 48.15
DDGA ‘ 75.51 55.83 48.74 ‘ 78.33 64.22 57.14

Table 8. Additional semantic evaluation on Qwen3-VL-4B-Instruct. Qwen3-Reranker-4B measures retrieval similarity between the
original text and the generated output, where lower scores indicate stronger semantic disruption. GLM-4.7-Flash is used as an LLM judge
to rank semantic relevance, where higher ranks indicate lower relevance.

Method Qwen3-Reranker-4B | GLM-4.7-Flash Rank 1

DRA 0.22 £ 0.37 1.89 £ 0.75
SA-AET 0.17£0.34 1.95 4+ 0.87
DDGA 0.15 +£0.32 2.16 £0.80

achieves the highest attack success rates across all retrieval metrics in both text-to-image (TR) and image-to-text (IR)
settings. In particular, DDGA improves TR R@]1 by a large margin over SA-AET (75.51% vs. 68.98%) and yields similarly
substantial gains on IR R@1 (78.33% vs. 72.55%). The performance gap further widens for higher recall thresholds (R@5
and R@10), indicating that DDGA not only disrupts the top-ranked retrieval but also degrades the overall retrieval structure
more effectively. These results suggest that distribution-aware gradient aggregation produces adversarial perturbations that
generalize beyond standard CLIP models and remain effective even against adversarially trained defenses. In contrast to
sampling-based AET variants, DDGA learns more stable and transferable perturbation directions, which appear harder for
defense mechanisms such as TeCoA to neutralize.

C.5. Additional Semantic Evaluation on MLLMs

We further provide semantic-level evaluation on Qwen3-VL-4B-Instruct to complement the token-distribution KL divergence
analysis in the main paper. Specifically, we use Qwen3-Reranker-4B to measure the retrieval similarity between the original
text and the generated output, where lower similarity indicates stronger semantic deviation from the original image-text pair.
We also employ GLM-4.7-Flash as an LLM judge to rank the semantic relevance of generated outputs, where a higher rank
indicates lower semantic relevance. As shown in Table 8, DDGA produces the lowest retrieval similarity and the highest
semantic irrelevance rank among all methods. Compared with the strongest baseline SA-AET, DDGA further reduces the
Qwen3-Reranker-4B similarity from 0.17 4= 0.34 to 0.15 £ 0.32 and increases the GLM-4.7-Flash rank from 1.95 4 0.87
to 2.16 =+ 0.80. The larger gap against DRA on retrieval similarity, from 0.22 £ 0.37 to 0.15 £ 0.32, further suggests that
DDGA induces stronger semantic drift in MLLM generation. These results show that the attack effect is not limited to
token-level distribution shift, but also manifests as semantic degradation.

C.6. Qualitative Examples on MLLM

Figures 7 and 8 show additional qualitative adversarial examples on two representative MLLMs, including the open-source
Owen3-VL-4B-Instruct and the closed-source GPT-5.2. The adversarial images are generated on CLIPy;r for image—text
retrieval and directly transferred to MLLMs for visual instruction following, without any model-specific optimization.
As shown in the figures, DDGA induces clear semantic shifts in the generated descriptions, leading to errors such as
misidentifying the main subject, hallucinating nonexistent objects, and misinterpreting scene context or object relations.
Although the generated responses remain linguistically fluent, they become semantically inconsistent with the visual content,
indicating that the perturbations can disrupt high-level visual grounding rather than only low-level perception. These
qualitative results, observed on both open-source and closed-source MLLMs, further support the generality of DDGA and
complement the quantitative KL-divergence analysis in the main paper.
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Please describe the image, limit to 50 words.

A young woman with curly hair sits on a
green and yellow striped beach chair,
looking directly at the camera. She wears a
green jacket and white socks, with her legs
crossed. The chair is on a wet, dark surface,
possibly a wet beach or pavement.

Original Image

Please describe the image, limit to 50 words.

Two young girls sit on a sidewalk, eating
corn on the cob. The girl on the left,
wearing a pink shirt and denim shorts,
holds a corn cob while the girl on the right,
in a purple shirt, eats hers. They are
barefoot, surrounded by leaves and cob
shavings.

Original Image

Please describe the image, limit to 50 words.

A person with long dark hair, wearing a
green and black jacket, is sitting on a
‘wooden surface, holding a white object.
The background is dark and blurry, with a
small black object visible on the ground.

SA-AET

Please describe the image, limit to 50 words.

Two young children are sitting on a grassy
area, each holding a yellow corn cob. The
child in the foreground, is smiling and
holding the corn. The child in the
background, wearing a white shirt, is also
holding a corn cob and looking at the first
child. Both appear to be enjoying the corn.

SA-AET

Please describe the image, limit to 50 words.

A person with long dark hair sits on a green
and white striped surfboard, wearing a
green life jacket. The person appears to be
holding the board, suggesting they are on a
beach or near water.

DDGA (ours)

Please describe the image, limit to 50 words.

Two young children sit on grass, holding a
large, yellow, coiled rope. The child on the
left wears a pink shirt and light blue shorts,
while the child on the right wears a white
shirt and white shoes. They appear to be
playing with the rope, possibly a game or a
craft activity.

DDGA (ours)

Figure 7. Qualitative adversarial examples on Qwen3-VL-4B-Instruct.

®

GPT-5

Please describe the image, limited to 50 words

A smiling man in a kitcher] holds a raw chicken over a sink] appearing to playfully wash or pose with

it. The setting includes stainless steel counters, utensils, and a clock on the wall, suggesting

rofessional or commercial kitchen environment.

)

GPT-5

Original Image

Please describe the image, limited to 50 words

(74

A caregiver in a white coat leans over a baby lying on a changing table|gently holding the child|The
setting appears to be with shelves and baby supplies in the background. The

caregiver looks attentive and engaged

Please describe the image, limited to 50 words

A muscular mansits indoors,[playing improvised drumsmade from plastic buckets using sticks. He

Wears a sleeveless shirt and cap. Several colorful buckets surround him on the floor, and a few
people stand in the background, watching. The setting appears simple, with a rough wall behind

him.

Original Image

DDGA (ours)

Please describe the image, limited to 50 words

njsits on the floor in a dim room, working wiith containers. Several plastic jars and buckets—
green, yellow, and white—are arranged in front of her, some labeled. The setting appears modest,

possibly for[food preparation or small-scale production]

DDGA (ours)

Figure 8. Qualitative adversarial examples on GPT-5.2.
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