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Abstract

Adversarial examples pose serious threats to deep
neural networks, exposing fundamental vulner-
abilities in model robustness. However, most
existing adversarial attacks directly manipulate
dense and redundant feature representations, of-
ten leading to overfitting on surrogate models
and poor black-box transferability. Recent SVD-
based attack attempts to exploit low-rank feature
subspaces, yet its reliance on single-layer opti-
mization and single-gradient pathway neglects
structural redundancy in feature representations
and hierarchical heterogeneity across layers. To
address these limitations, we propose LRS-Attack,
a low-rank and sparse decomposition attack that
explicitly models robust hierarchical subspaces
in latent feature spaces. Specifically, the low-
rank component captures dominant semantic di-
rections, while the sparse component captures lo-
calized and discriminative patterns. To efficiently
extract low-rank structure while preserving sub-
space fidelity, we develop a warm-started alternat-
ing low-rank approximation algorithm. Moreover,
we introduce a hierarchical mixture of robust ex-
perts that leverages depth-dependent feature char-
acteristics and guides gradient optimization to-
ward more transferable adversarial directions. Ex-
tensive experiments on ImageNet show that LRS-
Attack consistently improves black-box transfer-
ability over state-of-the-art methods across di-
verse CNN/VIiT architectures and defense settings.
Code is available at https://github.com/
AdvML-Group/LRS-Attack.
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(a) Structural Evolution of Attack Representations
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Figure 1. (a) Structural evolution of the attack model: tran-
sitioning from “dense” (e.g., MI-FGSM) to “low-rank” (e.g.,
SVD-based attack), and further to “low-rank plus sparse” (Ours),
highlighting the progression from unstructured to structured repre-
sentations. (b) Low-rank optimization algorithm comparison
across multiple attack frameworks: built on MI/DI/TI/PI/VMI-
FGSM variants, our “Warm-started Alternating Low-rank Approx-
imation (WALA)” algorithm achieves the best trade-off between
computational time and average attack success rate (ASR), out-
performing “Exact SVD” and “Power Iteration”. (c) Centered
kernel alignment (CKA) analysis across network layers: using
Inception-v3 as the surrogate model, our LRS-Attack yields lower
CKA similarity to the original features than dense attacks (w/0)
and low-rank attacks (w/ SVD), indicating more effective layer-
wise feature disruptions.

1. Introduction

Convolutional neural networks (CNNs) and vision trans-
formers (ViTs) have achieved remarkable success in vision
tasks, including image classification and object detection (Si-
monyan & Zisserman, 2015; He et al., 2016a; Huang et al.,
2017; Ren et al., 2015; Liu et al., 2021b; Carion et al., 2020)
advanced the development of deep learning (Long et al.,
2015; Wang et al., 2018). Despite these achievements, mod-
ern deep neural networks (DNNs) still exhibit significant
robustness vulnerabilities. Adversarial attacks (Goodfel-
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low et al., 2015; Szegedy et al., 2014), which introduce
imperceptible yet carefully crafted perturbations, have thus
become a standard tool for evaluating model robustness.
In white-box settings, where model architectures and pa-
rameters are fully accessible, existing methods (Carlini &
Wagner, 2017; Madry et al., 2018) can achieve high attack
success rates (ASR). In contrast, black-box attacks (Guo
et al., 2019; Uesato et al., 2018; Li et al., 2020; Wang et al.,
2022; Ge et al., 2023b; Xie et al., 2019) cannot directly
access the target model and must instead rely on adversar-
ial transferability across models, making effective attacks
substantially more challenging. Therefore, improving trans-
ferability and generalization of adversarial examples (AEs)
remains a central challenge in adversarial attack research.

Existing approaches enhance transferability from various
perspectives, including gradient-based optimization (Good-
fellow et al., 2015; Dong et al., 2018; Gao et al., 2020; Ge
et al., 2023a; Niu et al., 2025), loss-function design (Carlini
& Wagner, 2017; Zhao et al., 2021; Zhang et al., 2024), and
input transformations (Xie et al., 2019; Byun et al., 2022;
Wang et al., 2023; 2024b). While effective, these methods
predominantly operate at the input or output level, leav-
ing the structured information embedded in intermediate
representations largely underexplored.

To exploit internal representations, several feature-level at-
tacks have been proposed. FDA (Ganeshan et al., 2019) sup-
presses intermediate activations toward their feature mean,
while FIA (Wang et al., 2021) and NAA (Zhang et al., 2022a)
perturb important neurons via masking or attribution. Al-
though these methods effectively disrupt salient features,
they still rely on densely activated and highly redundant
representations as illustrated on the left of Fig. 1 (a), and
lack cross-layer structural modeling. More recently, an
SVD-based attack (Weng et al., 2024) introduces low-rank
constraints to improve transferability by perturbing domi-
nant singular directions at a specific intermediate layer, as
shown in the middle of Fig. 1 (a). However, this strategy re-
mains restricted to a single-layer and tends to over-smooths
feature representations, thereby discarding fine-grained and
layer-dependent discriminative information.

To address these limitations, we propose a Low-Rank and
Sparse Decomposition Attack (LRS-Attack), which explicitly
decomposes intermediate features into low-rank and sparse
components to capture global semantic structures and local-
ized discriminative patterns, respectively, as illustrated on
the right of Fig. 1 (a). To efficiently extract low-rank compo-
nents under a limited attack iteration budget, we further de-
velop a Warm-started Alternating Low-rank Approximation
(WALA) solver, which achieves a practical trade-off between
attack effectiveness and computational efficiency across dif-
ferent attack frameworks, as shown in Fig. 1 (b). Building
on this structured decomposition framework, we design a

Hierarchical Mixture Of Robust Experts that impose depth-
dependent constraints, i.e., sparse-dominant decomposition
for shallow layers, balanced low-rank and sparse decompo-
sition for middle layers, and low-rank-dominant decomposi-
tion for deep layers. Finally, we analyze inter-layer feature
relationships using centered kernel alignment (CKA) (Cian-
farani et al., 2022), which quantifies the similarity between
feature representations across layers, as shown in Fig. 1 (c).
The results show that LRS-Attack reduces similarity to the
original features, indicating that its perturbations more ef-
fectively disrupt layer-specific representations and thereby
enhance adversarial transferability across models.

Overall, our main contributions are summarized as follows:

* We propose LRS-Attack, a low-rank and sparse decom-
position attack that explicitly separates intermediate
representations into global semantic and localized dis-
criminative patterns, enabling structured feature-space
modeling beyond conventional dense attacks.

* We introduce a warm-started alternating low-rank ap-
proximation (WALA) solver that reuses historical de-
composition states to efficiently extract low-rank com-
ponents, achieving a favorable balance between attack
effectiveness and computational cost.

* We design a hierarchical mixture of robust experts that
applying sparse-dominant, balanced low-rank/sparse,
and low-rank-dominant constraints to shallow, middle,
and deep layers, respectively, thereby improving cross-
layer consistency and adversarial transferability.

» Extensive experiments across CNN and ViT architec-
tures demonstrate that our proposed LRS-Attack con-
sistently outperforms state-of-the-art methods in black-
box attack settings, while remaining compatible with
a wide range of gradient-based, input transformation-
based, and feature-level attack frameworks.

2. Related Work

Gradient-based Attacks. A common paradigm for ad-
versarial example generation is to update input perturba-
tions along the loss gradient to induce misclassification.
Representative methods include FGSM (Goodfellow et al.,
2015) and its iterative or momentum-based variants, e.g.,
[-FGSM (Kurakin et al., 2018b), MI-FGSM (Dong et al.,
2018), and PGD (Szegedy et al., 2014). Subsequent works
further improve transferability by stabilizing or diversifying
gradient estimation, including NI-FGSM (Lin et al., 2020)
and VMI-FGSM (Wang & He, 2021). Beyond gradient up-
date rules, other methods refine the backpropagation process
by modifying gradient paths, e.g., LinBP (Guo et al., 2020)
and TAIG (Huang & Kong, 2022), or encourage optimiza-
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tion toward flatter loss regions to obtain more transferable
perturbations, e.g., PGN (Ge et al., 2023a).

Transformation-based Attacks. To enhance black-box
transferability, transformation-based attacks apply stochas-
tic or structured input transformations during adversarial
optimization. Widely used strategies include random resiz-
ing and padding (DI/DIM (Xie et al., 2019)), translation-
invariant smoothing (TI/TIM (Dong et al., 2019)), multi-
scale perturbations (SI (Lin et al., 2020)), and local noise
amplification (PI/PIM (Gao et al., 2020)). Recent exten-
sions further explore frequency-domain manipulations, e.g.,
SSA (Long et al., 2022), and block-level randomization,
e.g., SIA (Wang et al., 2023) and BSR (Wang et al., 2024b),
to improve structural generalization.

Feature-based Attacks. Another line of work enhances
transferability by manipulating internal representations of
the surrogate model. Some methods disrupt salient features
by aggregating intermediate gradients, e.g., FIA (Wang et al.,
2021), RPA (Zhang et al., 2022b), BFA (Wang et al., 2024c),
SMP (Yang et al., 2025), and P2FA (Liu et al., 2025), while
others weight important neurons according to their attribu-
tion scores, e.g., NAA (Zhang et al., 2022a), DANAA (Jin
et al., 2023). Recently, an SVD-based attack (Weng et al.,
2024) retains dominant singular directions of intermedi-
ate activations, and can be incorporated into various attack
methods for further enhancing adversarial performance.

However, existing attacks still face challenges in black-box
transfer settings, largely due to their reliance on densely ac-
tivated, redundant feature representations and single-layer
modeling. To address this limitation, we aim to improve
transferability by leveraging complementary global and lo-
calized feature information through low-rank and sparse
decomposition across hierarchical network layers.

3. Methodology

3.1. Preliminary

Notations and Definitions. Let z € RE*H*W denote a
clean input image, where C, H, W correspond to the chan-
nel, height, and width dimensions, respectively. The associ-
ated ground-truth label is represented as y € {1,2,---, K},
with K being the total number of categories in the clas-
sification task. A deep neural network (DNN) for image
classification is expressed as F = F(X) o ... o F(1) where
F @) denotes the i-th DNN layer and L is the total number
of layers. F;.; = F (@) o...0F denotes the feed-forward
mapping through consecutive layers from ¢ to j. The dis-
crepancy between F(x) and the ground-truth label y is
measured by a loss function £(-, -), typically instantiated
as L(F(x),y). For a correctly classified clean image, the
model predicts F(x) = y. In contrast, when an adversar-
ial perturbation 4 is introduced, an adversarial example is

formed as .4, = x + 8§, which is crafted to cause misclas-
sification, i.e., F (T adv) # Y-

Adversarial Attack. In the adversarial setting (Szegedy
et al., 2014), the goal is to construct a perturbed sample
that remains visually indistinguishable from the clean input
while causing the DNN to make an incorrect prediction. For-
mally, an adversarial example x4, is obtained by solving
the following constrained optimization problem:

argmax L(F(Zadv),y), St ||Tadw — x| <€, (1)

Tadv
where £ is commonly instantiated as the cross-entropy loss,
and e enforces an /,-bounded constraint on the perturbation
4. In practice, however, existing attacks typically solve Eq. 1
via direct gradient updates over densely activated feature
maps, without explicitly imposing structural constraints on
the resulting perturbation directions.

Low-Rank Adversarial Attack. To impose structural con-
straints beyond dense feature optimization, recent work
explores low-rank modeling to guide perturbations to-
ward dominant semantic subspaces. Specifically, Weng
et al. (Weng et al., 2024) construct a low-rank feature path-
way by applying singular value decomposition (SVD) to the
full-rank hidden representation at the [-th intermediate layer.
The feature map at layer [, originally of size C; x H; x W,
is first reshaped into a matrix H; = F () € RG> HiWi,
so that SVD can operate on its channel—spatial flattened
form. The decomposition yields H; = UXV7T where
U=[uy, - u] € ROX" V = [vy,--,v,] € REWixr
and ¥ = diag(oy,---,0,) € R™". A rank-1 approxi-
mation is then constructed by retaining the dominant com-
ponent, H, = G(H;) = ojujv], which is forwarded
through the remaining layers in parallel with the original
dense representation H;. This process produces two pirallel
logits, 2 = Fiy1.0(H) = F(x) and 2 = Fip1.(H,) =
F(x;l) = Fiy1.L © G o Fi,(x), which are then fused as
B-z+ (1 —p) - z for adversarial optimization:

Igadx ﬁ(ﬂ ' -F(madv) + (]- - 5) ' -F(:Eadv)ay)7 (2)
st ||Tady — T|cc< €.

where 8 € [0, 1] is a hyperparameter that controls the rela-
tive contribution of the dense and low-rank components.

3.2. Learning Robust Latent Subspace with Low-Rank
and Sparse Decomposition

As discussed above, low-rank attacks extract dominant se-
mantic subspaces from intermediate representations, but
their emphasis on smooth and globally correlated struc-
tures may overlook localized discriminative feature patterns.
Thus, relying solely on low-rank representation is insuffi-
cient to capture diverse adversarially effective directions.
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Figure 2. Illustration of the proposed LRS-Attack framework. Given an input image «, intermediate features are extracted, channel-wise
rescaled, and decomposed into low-rank (L;) and sparse (.S;) components through alternating optimization with hard-thresholding and
the WALA solver. To leverage depth-dependent features, these components are integrated into a hierarchical mixture of experts across
shallow, middle, and deep layers. The resulting fused logits guide gradient-based adversarial updates, improving black-box transferability.

Rescaled Low-Rank and Sparse Decomposition. Robust
PCA (Wright et al., 2009; Zhang et al., 2018) is a represen-
tative low-rank and sparse decomposition framework that
separates global structures from sparse deviations. Recently,
related ideas such as low-rank adaptation and sparse train-
ing have also been widely explored in large language model
(LLM) (Zhang & Papyan, 2025; Yu et al., 2017; Li et al.,
2023), where they are used for efficient tuning, pruning, and
structured compression.

However, adversarial attacks differ fundamentally from com-
pression and pruning, as their goal is not to simplify model
weights but to identify transferable and decision-sensitive
perturbation directions in the feature space. This motivates
us to revisit low-rank and sparse decomposition from an ad-
versarial perspective. As shown in our preliminary analysis
in Fig. 3, the two components exhibit complementary prop-
erties for adversarial transferability: the low-rank compo-
nent preserves global semantic structures, while the sparse
component captures local discriminative directions.

Motivated by these observations, we propose LRS-Attack,
as illustrated in Fig. 2. Given the intermediate feature ma-
trix H; at layer [, LRS-Attack explicitly decomposes it
into a low-rank semantic component L; and a sparse dis-
criminative component Sy, i.e., H; ~ L; + S;. By jointly
modeling these complementary components, our formula-
tion constructs a structured and expressive latent subspace
that balances global semantic consistency with localized
adversarial cues, thereby improving attack transferability.

Low-Rank  Original

Sparse

Figure 3. Visualization of the original images and the attention
maps from their decomposed low-rank and sparse components.
The low-rank component exhibits broader spatial responses over
semantically coherent regions, whereas the sparse component high-
lights more localized and fine-grained discriminative patterns.

However, a small subset of channels often dominates the
feature energy, which biases structured factorizations to-
ward a few high-magnitude directions and may lead to un-
stable or even degenerate estimation of the low-rank sub-
space. To mitigate this issue, we incorporate a rescaling
mechanism (Sun et al., 2024) to balance channel-wise rep-
resentations before decomposition. Specifically, the latent
representation H; is normalized channel-wise using the
scaling matrix D; = (diag(H;H,") + €I))~'/2, where
I is the identity matrix and € is a small positive constant
used for numerical stability. The rescaling representation
D) H; reduces channel-wise scale imbalance and ensures a
well-conditioned decomposition. A detailed analysis of the
rescaling strategy is provided in Appendix B.
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Finally, the proposed rescaled low- and sparse decomposi-
tion is formulated as:

i DH, - L, -S>,
min |DiH, — Ly — Si|% )
s.t.  rank(L;) <7, ||Si]o< &,

where the rank r and sparsity level k control the contribu-
tions of the low-rank and sparse components, respectively.

Alternating Updates with Hard-Thresholding Operator
and Regularized Low-Rank Approximation. To ensure
efficient adversarial generation, we solve Eq. 3 using an
alternating optimization strategy (Zhang & Papyan, 2025;
Zhou & Tao, 2011; Bertsimas et al., 2023). Specifically,
the sparse component S; and the low-rank component L;
are updated alternately, with one fixed while optimizing the
other. This reformulates the non-convex problem into two
tractable subproblems, each allowing either a closed-form
update or an efficient approximation.

(i) Sparse Component Update. Fixing the low-rank compo-
g p
nent Ll(t_l), the update of the sparse component reduces to:

SY — argmin |(DH, — L) - 8% @)
[ISillo<k

This subproblem has a closed-form global solution via hard-
thresholding (Bulmensath & Davies, 2009):

S = Mo (DH, - L), (5)

where M is a binary mask that keeps the & entries with the
largest magnitudes and sets all remaining entries to zero.

(ii) Low-rank Component Update. Fixing the sparse compo-
nent Sl(t), the update of the low-rank component reduces to:

Ll = agmin |(DiH, - S) - Lil}. ()
rank(L,)<r

Although truncated SVD (Lin et al., 2011; Gu, 2015) pro-
vides an exact solution to this subproblem, it is computa-
tionally expensive in iterative attack settings. Power iter-
ation (Golub & Van Loan, 2013) reduces the cost by esti-
mating the leading singular components, but such coarse
approximation often leads to suboptimal adversarial effec-
tiveness. To achieve a better trade-off between efficiency
and effectiveness, we reformulate Eq. 6 as a regularized
low-rank factorization problem:

min [[(DiH, — 81") = UV G+ AU+ Vil

(N
where U; € RE <7, V; € REWixT "and X controls the reg-
ularization strength. In practice, U; and V] are alternately
updated with only a few gradient descent steps. The regular-
ization terms in Eq. 7 stabilize the optimization and promote

Algorithm 1 Warm-started Alternating Low-rank Approxi-
mation (WALA) Algorithm

Input: feature representation H;, rescaling matrix D;, sparse
component .S, target rank 7, maximum iterations nier, toler-
ance tol, previous factors U™, V", perturbation e.

Output: Low-rank factors U;, X';, V.

1: if warm-start and previous factors available then
2. U =QR(UM+eN(0,1)), Vi=QR(V,""+¢-N(0,1))
3: else

4: U, =0,V,=QR(randn(HW,r))
5: end if

6: [,0 <— o0

7: for h = 1 to njer do

8 Update U; and V; via Egs. 8-9

9:  Compute the loss: £y, = ||(DiH; — S1) — UV, ||%

10:  if |£, — Lr—1] < tol then

11

12

13

14

15

break
end if
: end for
. Estimate singular-value matrix: X, = U;' (D, H, — S,)V,
return U, ¥, V;

well-conditioned low-rank factors under a limited attack iter-
ation budget. This leads to the following regularized update
directions for the low-rank factors:

U = (D,H, — SV, - \U,, ®)
Vi = (D,H, - S TU, — AV, ©)

followed by QR orthogonalization. After a few iterations,
typically 5 ~ 10, the low-rank term can be efficiently ap-
proximated as Ll(t) =U; X,(V;*)T, where X is obtained
in closed form via projecting onto the estimated subspaces.
See Appendix C.2 for the complete derivation.

To further improve the efficiency, we adopt a warm-start
strategy that initializes U; and V] with the solutions from
the previous adversarial iteration. Since adjacent adversarial
updates usually induce only mild changes in intermediate
representations, the corresponding low-rank subspaces re-
main relatively stable across iterations. Reusing previously
estimated subspaces therefore provides a more reliable ini-
tialization than random sampling. We summarize the full
procedure as the Warm-started Alternating Low-rank Ap-
proximation (WALA) algorithm in Algorithm 1, WALA effi-
ciently estimates dominant low-rank structures without full
SVD by combining alternating QR-projected updates (Jain
et al., 2013) with warm-start initialization. The detail deriva-
tion of the WALA algorithm is provided in Appendix C.1.

Reconstructing the Hidden Representation for Subse-
quent Forward Propagation. After the alternating updates
converge, we recover the hidden representation by applying
the inverse channel-wise rescaling:

H, = G(H)) = D;*(L} + S}), (10

where L} and S} denote the converged low-rank and sparse
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components, respectively. This step restores the original fea-
ture scale, enabling compatibility with subsequent forward
propagation through the remaining layers.

3.3. Hierarchical Mixture of Robust Low-Rank and
Sparse Experts

DNNs are typically over-parameterized, leading to feature
redundancy and uneven information distribution across lay-
ers (Yosinski et al., 2014; Morcos et al., 2018; Raghu et al.,
2017). Such layer-wise heterogeneity makes a single-layer,
uniform decomposition strategy inadequate for capturing
the diverse structural representations at different depths.

Integrating Robust Low-Rank/Sparse Experts across
Network Layers. To this end, we extend the single-layer
formulation in Eq. 3 to a hierarchical mixture of robust low-
rank and sparse experts. This enables layer-adaptive decom-
position by applying layer-wise parameters 6 = (r() k()
across {Lg, L, Lp} in a structure-aware and cross-layer
consistent manner. To be specific, we assign different ex-
perts to shallow, middle, and deep layers, corresponding to
sparse-dominant, balanced low-rank/sparse, and low-rank-
dominant decompositions, respectively.

(i) Sparse Expert in Shallow Layers (I € Lg): Shallow lay-
ers mainly encode fine-grained and localized patterns (Zeiler
& Fergus, 2014; Mehta et al., 2019). Accordingly, we intro-
duce a “sparse expert” to emphasize structured sparsity in
these layers. Given the latent feature H; at layer [, the sparse
expert applies a sparse decomposition component followed
by inverse channel-wise rescaling, yielding a structured rep-
resentation E = Qg? (H;) =D, 1S,. The resulting feature
is then propagated through the remaining network layers to
produce the final logits:

25 =F5(@:1.0) = Frerp 0 Gy o Fra(m). (1)

(i) Low-Rank and Sparse Expert in Middle Layers (I €
Lys): Middle layers capture mid-level patterns, such as ob-
ject parts and textures (Yosinski et al., 2014; Babhri et al.,
2017), which often exhibit both sparse activations and low-
rank correlations. To jointly preserve these two character-
istics, we adopt a “joint low-rank and sparse expert” that
combines the complementary structural components. Given
the latent feature H; at layer [, this expert forms the struc-
tured representation by integrating both sparse and low-rank
decomposition components: H; = G5 (H)) + GE(H)) =
D/ 18, + D, LL;. The combined feature is subsequently
propagated through the remaining network layers to obtain
the final logits:

M = FM(21,0) = Fiyr 0 (G5 +GF) o Fralz). (12)

(iii) Low-Rank Expert in Deep Layers (I € Lp): Deep
layers encode high-level semantic concepts that are more

Algorithm 2 LRS-Attack

Input: clean image @, ground-truth label y, feature extractor
JFi:L, total iterations 7', decomposition iterations n, perturba-
tion bound ¢, step size v, momentum g € [0, 1), loss function
L(+,), layer indices for experts ls, lim, lq

Output: adversarial example & oy With ||Zeq0 — ||co < €

1: Initialize "), = @, go = 0
2: fort =0to7T — 1do
for each depth | € {l,lim,lq} do

Extract latent feature at layer I: H; < Fi. (wgv)

4

5 Initialize sparse/low-rank component: S; =0, L; = 0
6: for j = 1ton do
7

8

9

w

Update S; and L; via Eq. 5 and Alg. 1
end for
end for
10:  Obtain original logits: 20 « Fu. L(mgv)
11:  Obtain logits for all experts 2°, 2™ | 27 via Egs. 11-13
12:  Compute aggregated logits Z via Eq. 14
13:  Compute loss £(Z, y) via Eq. 15
14:  Update momentum gradient:
g1 = -Gt + Ve, L(Z,9)/IVa,, £(Z,9)1
15:  Update adversarial example:

wfztd-:l) = Chpm,e (mt(zta?v +a- Sign(gt+1))

16: end for
17: return wagv

consistent across samples and architectures (Cheng et al.,
2015; Wang et al., 2019). Accordingly, we employ a “low-
rank expert” to extract compact and semantically consistent
representations. Given the latent feature H; at layer [, the
low-rank expert retains the low-rank decomposition com-
ponent and restores the original feature scale, producing a
structured representation H, = Gr(H)) = D;'L;. The
structured representation is then passed through the remain-
ing layers to yield the final logits:

2P = FP(x:1,0) = Fiyr.p 0 GY o Fru(z).  (13)

Depth-Aware Hyperparameter Scheduling. Across the hi-
erarchical experts, the layer-wise parameters § = (r(), k()
are scheduled according to network depth: as [ increases,
the sparsity level k" gradually decreases, while the rank
ratio V) increased. This design is motivated by the hier-
archical evolution of feature representations in DNNs. In
shallow layers, a larger k(") allows the sparse component
to capture fine-grained, localized features, which are highly
sensitive to adversarial perturbations. As representations
become more semantics in deeper layers, a larger () en-
courages perturbations to align with the globally correlated
and model-agnostic subspaces. By progressively shifting
from sparsity-dominant to low-rank-dominant modeling,
our method effectively balances localized attack strength
with global cross-model transferability.

Hierarchical Mixture of Robust Experts. Given the
expert-specific mappings defined above, we select one rep-
resentative layer from each set Lg, Lps, and L p, and assign



Low-Rank and Sparsity Are All You Need: Exploring Robust Hierarchical Latent Subspaces for Transferable Adversarial Attack

the corresponding sparse, low-rank/sparse expert, or low-
rank expert to each layer. Preliminary experiments indicate
that using one representative layer at each depth provides
a favorable trade-off between runtime efficiency and attack
effectiveness. The hierarchical strategy can also be natu-
rally extended to more layers when finer-grained feature
decomposition is desired.

Rather than relying on a single universal decomposition,
our framework aggregates the logits from depth-dependent
experts into a unified prediction, forming a hierarchical
mixture of robust experts:

Z=wo-z+ws-zZg+wy-zZm+wp-zZp, (14)

where, without loss of generality, the weights are set to
wo = wg = wy = wp = 1/4, and z = F(x) denotes the
original non-robust dense expert. Consequently, the corre-
sponding hierarchical low-rank and sparse decomposition-
based attack is formulated as:

max L (F(madv ) +‘/—"S(mad'u) +]:M(madv) +]:D(madv )7 y)

Ladv

st | Zady — x||oo < e

15)
As shown above, this hierarchical mixture exploits the com-
plementary representational properties of shallow, middle,
and deep layers, enriching gradient diversity and yielding
more informative perturbation directions for highly trans-
ferable adversarial attacks. In practice, the constrained opti-
mization problem (15) is solved using momentum gradient
descent, i.e., MI-FGSM (Dong et al., 2018), and the overall
optimization procedure is summarized in Algorithm 2.

4. Experiments
4.1. Experimental Setting

Datasets. Following prior work, we conduct experiments
on the widely used ImageNet-Compatible benchmark (nip,
2017), introduced in the NIPS 2017 Competition on Adver-
sarial Attacks and Defenses.

Models. In this study, we adopt both CNNs (Inception-
V3 (Christian Szegedy & Wojna, 2016), Vgg-19 (Simonyan
& Zisserman, 2015), DenseNet-121 (Huang et al., 2017))
and ViTs (ViT-B (Wu et al., 2020), DeiT-B(Touvron et al.,
2021a), CaiT-S (Touvron et al., 2021b)) as surrogate mod-
els. We evaluate attack performance on diverse target mod-
els, including nine undefended CNNs (i.e., Inc-v3, Inc-v4,
Vgg-16 (Simonyan & Zisserman, 2015), Vgg-19, Desenet-
121, IncRes-v2 (He et al., 2016b), Res152-v1, Res50-v1,
Res101-v1 (He et al., 2016a)), four defended CNNss (i.e., Inc-
v3adv, IncRes-v2adv, Inc-v3ens3, IncRes-v2ens (Tramer
etal., 2018)), eight vanilla ViTs(i.e., PiT-S (Heo et al., 2021),
Visformer-S (Chen et al., 2021), Twins-B (Chu et al., 2021),
CaiT-S, DeiT-B, ConViT-B (d’Ascoli et al., 2021), ViT-B,

Swin-S (Liu et al., 2021a)), and three defended ViTs (i.e.,
DeiT-Sadv (Bai et al., 2021), Swin-Badv (Mo et al., 2022),
XCiT-Sadv (Debenedetti et al., 2023)).

Baseline Methods. To comprehensively evaluate the attack
performance, we integrate our method with various attack
baselines, including MI-FGSM (Dong et al., 2018), DI-
FGSM (Xie et al., 2019), TI-FGSM (Dong et al., 2019),
PI-FGSM (Gao et al., 2020), SI-NI-FGSM (Lin et al.,
2020), VMI-FGSM (Wang & He, 2021), GI-FGSM (Wang
et al., 2024a), SVD (Weng et al., 2024), STA (Wang et al.,
2023), BSR (Wang et al., 2024b), PGN (Ge et al., 2023a),
GGS (Niu et al., 2025), BFA (Wang et al., 2024c), and
P2FA (Liu et al., 2025). In addition, we evaluate our method
on representative ViT-based attacks, including MIM (Dong
et al., 2018), PNA (Wei et al., 2022), TGR (Zhang et al.,
2023), and ATT (Ming et al., 2024).

Evaluation Metrics. We adopt the average attack success
rate (ASR, %) as the primary metric, where a Higher ASR
indicates stronger transferability. Avg®™N denotes the av-
erage attack success rate (ASR) across nine standard CNN
models under black-box settings, while Avg¥iT denotes the
average ASR across eight standard ViT models. AvgPeCNN
and AvgP™viT represent the average ASR over four defense-
enhanced CNN models and three defense-enhanced ViT
models, respectively. Furthermore, AvgP® reports the aver-
age ASR after applying four representative defense methods,
including HGD (Liao et al., 2018), JPEG (Guo et al., 2018),
R&P (Xie et al., 2018) and NIPS_r3 (Kurakin et al., 2018a).

Implementation Details. All experiments were conducted
using PyTorch on an NVIDIA 3090 GPU. For a fair com-
parison, baseline hyperparameters follow prior work (Long
et al., 2022). The maximum perturbation is set to € = 16,
with the number of iteration 7' = 10 and step size o = ¢/7T.
For MI-FGSM, the decay factor is set to 4 = 1.0. For
DI-FGSM, the transformation probability is set to p = 0.5.
For TI-FGSM, the kernel size is set to k = 7. For PI-
FGSM, the amplification factor, project factor, kernel size
are set to 5 = 10, v = 16, and k,, = 7, respectively. For
SI-NI-FGSM, the number of copies is set to m; = 5. The
specific layer selections is as follows. Inc-v3 uses Mixed_5b,
Mixed_5d, and Mixed_6e as the shallow, middle, and deep
layers, respectively. VGG19 uses conv2_2, conv3_4, and
conv4_4. DenseNet uses transitionl, transition2, and transi-
tion3. For ViT/DeiT, QKV decompositions are applied at
Block-4, Block-7, and Block-10. For CaiT-S, SA-Block-4,
SA-Block-12, and SA-Block-20 are selected.

4.2. Transfer Attack using CNN Surrogate Models

We evaluate transferability with CNN surrogates by inte-
grating our method with several gradient-based attacks, in-
cluding MI-FGSM, DI-FGSM, TI-FGSM, PI-FGSM, VMI-
FGSM, SI-NI-FGSM and GI-FGSM.
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Table 1. Average ASR (%) of CNN-based attacks across different
models and defense methods. Best results are highlighted in bold.

Model Attack Method | Avg®N — AvgPeFORN AygVT AygPerViT Ay oDl
W/O 517 20.6 21.0 347 32.0
MI-FGSM SVD 55.5 22.3 21.3 34.9 335
LRS 61.8 23.2 24.3 353 36.1
W/O 421 141 14, 320 2577
DI-FGSM SVD 46.3 14.4 15.0 31.9 26.9
LRS 49.6 15.3 16.4 325 284
WO 298 T 12.6 319 215
TI-FGSM SVD 31.4 11.8 12.8 323 22.1
LRS 35.2 13.3 14.1 32.3 23.7
WO 63.4 24 20! 454 430
Inc-v3 PI-FGSM SVD 65.5 44.8 21.0 46.3 44.4
LRS 67.7 45.6 21.6 47.6 45.6
WO 14 36.5 338 375 455
SI-NI-FGSM SVD 77.7 37.2 35.0 37.1 46.8
LRS 80.4 39.2 37.0 373 48.5
WO 68.0 36.0 375 36.1 443
VMI-FGSM SVD 74.0 41.6 39.8 36.3 479
LRS 76.6 41.7 41.1 36.8 49.0
WO 61.2 218 24.1 359 358
GI-FGSM SVD 67.5 22.5 259 35.9 38.0
LRS 735 24.8 28.3 364 40.8
W/O 73.1 378 375 46.7 488
MI-FGSM SVD 74.1 37.7 35.2 46.8 48.5
LRS 774 40.5 40.0 47.0 51.2
WO 64.6 25.1 259 404 39.0
DI-FGSM SVD 63.3 24.6 24.4 40.5 38.2
LRS 68.1 27.8 27.7 40.6 41.0
WO 56.5 26. 232 40.5 36.7
TI-FGSM SVD 54.0 253 21.6 40.8 354
LRS 61.4 28.8 25.8 40.6 39.1
WO 69.3 EYES 232 52.8 482
Vgg-19 PI-FGSM SVD 69.1 47.1 23.1 535 48.2
LRS 71.1 48.6 24.0 54.2 494
WO 86.5 54; 479 481 593
SI-NI-FGSM SVD 87.2 53.7 473 48.3 59.1
LRS 89.6 58.3 51.0 48.3 61.8
WO 83.6 5235 50.6 48.0 587
VMI-FGSM SVD 84.7 52.6 49.5 47.6 58.6
LRS 854 54.3 52.5 48.1 60.1
W/O 8T.2 414 39T 443 5T.5
GI-FGSM SVD 82.6 41.7 39.1 445 51.9
LRS 83.1 429 40.9 44.6 52.9
W/O 76.3 475 40.7 388 50.8
MI-FGSM SVD 71.0 45.7 37.8 39.3 49.9
LRS 83.5 54.4 46.1 39.5 55.9
W/O 73.0 40.4 334 41.3 470
DI-FGSM SVD 727 383 30.2 41.1 45.6
LRS 79.1 43.9 36.5 41.3 50.2
WO 56.6 336 26.0 41T 393
TI-FGSM SVD 54.7 322 232 40.7 37.7
LRS 63.7 39.1 29.1 414 433
WO 41 6.8 26.4 55.7 545
Densenet-121 PI-FGSM SVD 74.8 61.7 252 552 542
LRS 76.9 65.1 27.3 56.0 56.3
WO 88.4 68.3 56.4 49.2 65.6
SI-NI-FGSM SVD 88.8 67.1 53.1 49.0 64.5
LRS 91.5 73.1 60.4 49.8 68.7
W/O 88.0 69.1 6.4 494 67.0
VMI-FGSM SVD 89.4 70.5 60.6 492 67.4
LRS 914 73.2 64.7 50.2 69.9
W/O 86.6 5835 49! 45.6 60.1
GI-FGSM SVD 87.7 57.1 47.6 45.7 59.5
LRS 91.5 65.3 55.6 46.0 64.6

CNN-to-CNN Transfer. We first verify the effectiveness
of our method against the normally trained and defended
CNNs. As shown in Table 1, LRS consistently outperforms
both the original baselines without decomposition and the
SVD-based decomposition method across different surro-
gate models. For example, with Inc-v3 as the surrogate
model, LRS improves average ASR on CNN target models
by 6.3% (MI-FGSM), with similar gains on other attacks.

CNN-to-ViT Transfer. For cross-architecture evaluation,
we test CNN-generated adversarial examples on ViT targets.
As reported in Table 1. LRS maintains strong transferability
across different ViT architectures. For example, with Inc-v3
used as the surrogate model, LRS improves average ASRs
on ViT targets by 3.0% under MI-FGSM.

Due to space limitations, the main paper reports only the av-
erage ASR, with complete results provided in Appendix G.1
(Tables 11-13). We further extend LRS to different types of
attack methods, with results in Appendix F.3 (Tables 5-7).
Additional results using other CNN surrogate models are
reported in Appendix F.4 (Tables 8-10).

Table 2. Average ASR (%) of ViT-based attacks across different
models and defense methods. Best results are highlighted in bold.

Model | Attack | Method | Avg™N  AvgPeFCNN Ay VT AygPerViT Ay oDel
W/O 511 344 642 48.0 494
MIM SVD 53.6 35.8 68.2 485 515
LRS 57.7 38.6 69.8 494 53.9
W/O 520 335 69.0 458 50.2
PNA SVD 53.6 35.0 71.2 46.2 51.5
VLB LRS | 598 383 718 472 543
WO 595 40.5 689 5T 55.0
TGR SVD 60.1 40.4 69.3 51.7 554
LRS 61.1 41.3 69.7 52.7 56.2
WO 65.0 46.2 7.0 5T.8 60.0
ATT SVD 65.8 45.6 76.5 52.3 60.1
LRS 66.3 454 77.2 53.1 60.5
WO 60.9 40. 8.0 488 57.1
MIM SVD 62.8 43.0 81.2 49.4 59.1
LRS 68.1 48.2 86.6 50.7 63.4
WO 639 EYR 8. 98.5 6.0
PNA SVD 66.8 45.8 98.9 98.8 77.6
DeiT-B LRS 71.2 50.1 99.4 98.8 79.9
W/O 8.8 58.8 92; 54, 1.2
TGR SVD 79.6 60.4 93.1 55.0 72.1
LRS 82.2 63.1 94.1 56.7 74.0
W/O ST.4 63’ 952 54.6 737
ATT SVD 81.1 62.4 95.2 54.1 73.2
LRS 834 65.2 95.8 56.2 75.2
W/O 68.5 470 833 494 62.1
MIM SVD 70.6 49.3 85.9 50.4 64.0
LRS 74.6 56.0 88.4 524 67.8
WO 65.T 4371 8T.4 455 588
PNA SVD 68.3 47.7 85.5 46.2 61.9
CaiT-S LRS 73.7 53.9 87.4 49.1 66.0
W/O 80.4 60.9 90.5 541 715
TGR SVD 80.3 62.2 90.8 554 72.2
LRS 83.1 65.7 91.7 58.0 74.6
W/O 8T.3 66.2 91.3 538 32
ATT SVD 82.0 66.1 91.8 55.1 73.8
LRS 83.0 66.8 92.0 56.9 74.7

4.3. Transfer Attack using ViT Surrogate Models

We further evaluate transferability with ViT surrogates by in-
tegrating our method with representative ViT-based attacks,
including MIM, PNA, TGR, and ATT.

ViT-to-ViT Transfer. We first evaluate attack transferabil-
ity across ViT architectures. As shown in Table 2, LRS
consistently outperforms the baselines. For example, under
MIM with DeiT-B as the surrogate, LRS achieves an Avg¥iT
of 86.6% (vs. 78.0% W/O, 81.2% SVD) and an AvgPe-ViT
50.7% (vs.48.8% W/O, 49.4% SVD).

ViT-to-CNN Transfer. We further assess cross-architecture
transfer from ViT surrogates to CNN target models. When
ViT-B is used as the surrogate under MIM, LRS improves
Avg“™™N from 51.1% for W/O and 53.6% for SVD to 57.7%.
Under PNA, LRS further increase Avg“™™N from 52.7% for
W/O and 53.6% for SVD to 59.8%.

The complete results of all ViT-based attacks are provided
in Appendix G.2 (Tables 14-16).

4.4. Ablation Study

Effect of Low-rank/Sparsity Hyperparameter on ASR.
To study the interaction between low-rank and sparsity, we
evaluate five scheduling strategies (Sg — S4) by varying the
sparsity k and rank r across iterations. Specifically, Sy rep-
resents an opposite trend with decreasing k and increasing
r; S1 and Ss fix either k or r as control strategies; So and
Sy adopt co-increasing and co-decreasing schedules, re-
spectively. As illustrated in Fig. 4, Sy consistently achieves
the best ASR across architectures. This indicates that shift-
ing from sparsity-dominant to low-rank-dominant modeling
matches hierarchical feature evolution, where early sparsity
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Table 3. Ablation study of different expert configurations using Inc-v3 and ViT-B as surrogate models. Spa., Mix., and Lrk. denote Sparse,
Mixture, and Low-rank experts, respectively. White-box and black-box ASRs (%) are reported, with the best results highlighted in bold.

Source  Strategy Expert | Tnc-v3 Vggl9 Densel2] CaiT-S DeiTB VITB  Avg
Shallow Middle Deep |
wlo - - - ] 1000 599 474 150  17.1 250 44.1
All-Spa.  Spa. Spa.  Spa. | 100.0  65.5 57.5 189 190 259 478
All-Lrk.  Lrk. Lrk. Lrk. | 999 6438 56.2 19.1 196 262 476
Inc-vd L-MS  Lrk. Mix.  Spa. | 100.0 614 51.1 17.1 180 245 454
L-SM Lk, Spa.  Mix. | 100.0 642 57.0 178 203 265 476
S-L-M  Spa. Lrk.  Mix. | 1000  65.1 58.4 18.1 192 261 478
S-M-L  Spa.  Mix. Lrk. | 100.0  66.5 60.4 196 210 265 49.0
wlo - - - 390 573 448 444 490 999 557
All-Spa Spa. Spa. Spa. 52.7 69.6 59.7 75.2 79.1 100.0 72.7
All-Lrk.  Lrk. Lrk. Lrk. | 526 693 60.9 760 786 1000 729
VIiLB  L-M-S Ltk Mix. Spa. | 530  70.0 60.2 762 774 1000 7238
L-SM  Lrk. Spa. Mix. | 522 680 60.3 766 781 1000 725
SL-M  Spa. Lrk. Mix. | 527 683 60.5 765 763 1000 724
S-M-L.  Spa.  Mix. Lrk. | 535 703 61.8 773 799 1000 738

(a) Inc-v3 (c) DenseNet121

RS
Target Model

R
Target Model Target Model

Figure 4. Impact of different hyperparameter strategies on ASR.
Strategies So—S4 correspond to different k-r configurations.
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Figure 5. Effect of layer configuration across five CNN surrogates.
Black-box ASRs are averaged over different target models.

captures local vulnerabilities and later low-rank promotes
global semantic alignment. thereby improving transferabil-
ity. Analyses on ViTs are provided in Appendix F.2 ( Fig. 9).

Effect of Layer Configuration on ASR. We evaluate both
single-layer and multi-layer variants of SVD and LRS across
five CNN surrogate models. As shown in Fig. 5, multi-
layer LRS achieves the highest average ASR across tar-
get models (including Inc-v3, Inc-v4, Vggl6, Vggl9, and
DenseNet121) by better preserving complementary struc-
tural components and enhancing black-box transferability.

Effect of Expert Configuration on ASR. We evaluate dif-
ferent expert configurations across shallow, middle, and
deep stages. As shown in Table 3, all expert-based settings
consistently outperform the baseline without experts, con-
firming the effectiveness of the expert design. Among them,
the proposed S-M-L strategy achieves the best performance
on both Inc-v3 and ViT-B, with average ASRs of 49.0%

Table 4. Feature similarity across models measured by CKA.

Transfer Layer | Clean SVD LRS

Tne-v3 —s Tnc-vd Pool | 0.7986 0.4233 0.4813
FC | 0.5626 0.1891 0.2086

Ine-v3 —s TncRes-v2 Pool | 0.7612 0.3927 0.4495
FC | 0.5854 0.1873 0.2135

Tnc-v3 — Veg-16 Pool | 0.5065 0.4512 0.4887
FC | 02944 0.1341 0.1532

Tnc-v3 — Veg-19 Pool | 0.5079 0.4373 0.4767
FC | 02986 0.1310 0.1541

and 73.8%, respectively. This suggests that the sparse-to-
low-rank assignment aligns well with the evolution of DNN
representations from local textures to global semantics.

4.5. Cross-Model Representation Consistency Analysis

To verify whether LRS preserves transferable semantic struc-
tures, we measure cross-model feature similarity using Cen-
tered Kernel Alignment (CKA). As shown in Table 4, both
SVD and LRS reduce CKA values compared with clean
samples, indicating adversarial perturbations inevitably dis-
tort the original feature distributions. Nevertheless, LRS
consistently yields higher cross-model CKA values than
SVD across all transfer paths, suggesting better preservation
of architecture-shared and model-agnostic representations.

5. Conclusion

By moving beyond existing dense and single-layer mod-
eling, we propose LRS-Attack, a structured feature-space
adversarial attack that decomposes intermediate representa-
tions into low-rank semantic structures and sparse discrim-
inative patterns. Building on this, we further introduce a
warm-started alternating low-rank approximation solver and
a hierarchical mixture of robust experts to efficiently im-
pose structural constraints across network depths. Extensive
experiments on CNNs and ViTs demonstrate that the pro-
posed LRS consistently improves black-box transferability
across diverse models and defense settings, while remaining
compatible with various attack frameworks.
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A. Interpretation of Low-Rank and Sparse Decomposition

Problem Setup. Given an intermediate feature tensor at layer [, we first reshape it into a matrix H; € RE>*HWi where
each row corresponds to a channel and each column corresponds to a spatial position. We formulate low-rank and sparse
decomposition as a constrained matrix approximation problem:

leLl“v‘Sh (16)

where the low-rank component L; is expected to capture globally correlated and shared semantic structures, while the sparse
component S preserves localized and highly discriminative responses. This decomposition provides a structured view of
intermediate representations by separating global semantic regularities from local task-sensitive activations.

Motivation for Low-Rank and Sparse Feature Modeling. Unlike nuclear-norm or ¢;-norm relaxations commonly used
in robust PCA, we explicitly impose rank and sparsity constraints in the latent feature space. This allows direct control over
the allocation between global semantic structures and localized discriminative responses. Such controllability is particularly
important for adversarial optimization, where the decomposition is repeatedly performed during iterative gradient updates.(i)
Low-Rank Component: Deep network features often exhibit strong channel-wise correlations induced by convolutions or
self-attention, forming dominant subspaces that encode global semantics (Denil et al., 2013; Denton et al., 2014). (ii) Sparse
Component: Non-linear operations, such as ReLU, attention gating, can produce localized high-magnitude activations that
are naturally sparse and capture fragile yet discriminative patterns (Shazeer et al., 2017; Voita et al., 2019).

Key Takeaway. Separating L; and S; exposes structurally distinct yet complementary subspaces that can be independently
exploited during gradient propagation. In contrast, existing SVD-based approximations often entangle these variations,
which may limit attack transferability (Wright et al., 2008; Zhou & Tao, 2011). Different from low-rank and sparse
modeling in LLMs, which mainly focuses on weight compression or pruning, our LRS decomposition is not intended for
exact reconstruction or compression, but to reveal complementary structural components for generating diverse and highly
transferable adversarial perturbations.

B. Channel-Wise Rescaling and Numerical Stability

Channel-Wise Scale Imbalance. Deep intermediate features often exhibit significant channel-wise scale imbalance,
where a small subset of channels dominates the overall representation magnitude. Directly applying structured matrix
factorization in such an unbalanced feature space leads to an ill-conditioned optimization problem: high-magnitude channels
disproportionately influence the estimated low-rank subspace, while informative but low-magnitude channels may be
absorbed into the residual components, resulting in unstable or even degenerate decompositions.

Preconditioning for Stable Decomposition. To mitigate this issue, we incorporate a channel-wise rescaling strategy
before low-rank and sparse decomposition, following the conditioning principle introduced in (Sun et al., 2024). Specifically,
given the feature matrix H; € R *(H1W1) 'we normalize each channel by its accumulated spatial magnitudes:

D, = (diag(H,H, + eI)) ™", (17)

where I is the identity matrix and € is a small positive constant used for numerical stability. The rescaled feature D; H;
balances channel magnitudes and yields a better-conditioned approximation objective. From an optimization perspective,
this operation can be interpreted as applying a diagonal preconditioner that reduces anisotropy in the Frobenius-norm
objective, thereby stabilizing the alternating updates for estimating the low-rank and sparse components and preventing the
decomposition from collapsing toward a few dominant high-magnitude channels.

Role of Rescaling in Stable Low-Rank and Sparse (LRS) Decomposition. Importantly, channel-wise rescaling neither
introduce new structural assumptions nor acts as an adversarial mechanism by itself. Rather, it serves as a necessary
preconditioning step that enables a meaningful and well-conditioned realization of the proposed LRS decomposition.
Without rescaling, the decomposition tends to overfit dominant channels, weakening the interpretability and effectiveness
of the resulting decomposition. In contrast, with channel-wise rescaling, the rescaled formulation in Eq. 3 more reliably
separates globally shared semantic structure from localized discriminative variations. Consequently, the improved adver-
sarial performance does not stem from the rescaling operation itself, but from its role in enabling a stable and reliable
implementation of the proposed LRS decomposition.
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C. Efficient Approximation of Low-Rank Components via WALA
C.1. Low-Rank Subspace Estimation

Regularized Subspace Iteration. We provide additional derivation and interpretation of the update rules used in Algo-
rithm 1. The procedure operates at the subspace level and serves as an inner-loop solver for the low-rank update within the
outer-loop low-rank and sparse decomposition. For notational simplicity, we first define the rescaled residual feature matrix
at t-th inner-loop iteration as:

A=DH, - S", (18)

and focus on estimating its rank-r approximation. Building on this, we then consider the following regularized low-rank
approximation objective:
min L(U,V) = [|A-UVT|L + X (UIIE + [VIIF) . (19)

where U € RO*" and V' € RUEWI X" denote the low-rank factors, and A controls the Frobenius-norm regularization
strength. Consequently, the gradient of Eq. 19 with respect to U is given by

VuL(U,V) =24V +2UV 'V +2)\U. (20)

In WALA, U and V are orthonormalized at each iteration via QR projection. Under this orthogonality-preserving update,
V TV ~ I holds approximately, which simplifies gradient to

VuLl(U, V)~ —24AV +2(1+ \)U. 1)

leads to the update

Taking a gradient descent step with step size n = %

U ~ U — . Vo LU, V)ly_po.y_yo = AV AU = (DH, - S") VO —xUu®, (22
followed by QR projection to preserve orthogonality:
Ut — QRUY), (23)

This yields the update rule in Eq. 8. An analogous derivation with respect to V' gives the update rule in Eq. 9. When A = 0,
the updates reduce to a projected power iteration that tracks the dominant rank-r subspace of A. The regularization term
further introduces a damping effect, stabilizing subspace updates across adversarial iterations and preventing numerical drift.

Warm-Started Strategy. Across consecutive adversarial iterations, the perturbation is updated gradually, so the intermedi-
ate feature matrix A changes only mildly. Thus, the previously estimated subspaces provide informative initialization for
the current iteration. At each iteration ¢, WALA initializes U and V' with the factors from the previous attack iteration (i.e.,
U1, v (=1 allowing the low-rank subspace to be refined with fewer inner updates. This enables efficient tracking of
slowly varying feature subspaces without repeatedly computing exact truncated SVDs.

C.2. Singular-Value Matrix Estimation

The subspace iteration described above focuses on estimating the dominant rank-r left and right subspaces of A. After
convergence, we further estimate the corresponding coefficient matrix to complete the low-rank reconstruction. Given the
orthonormal subspaces U; and V/, the remaining problem reduces to estimating the coefficient matrix X'; that minimizes the
reconstruction error:

min A -UZ V"% (24)

Using the identity || M |2 = Tr(M " M), the objective in Eq. 24 can be rewritten as

|A-UEV [} = (A~ UEV,)(A-UEW))

25
= Tr(ATA) —2Tx(Z, U AV) + Te(Z] %)), )

where the last equality follows from the cyclic invariance of the trace and the orthonormality conditions UlT U, = VlTVl =1
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Taking the derivative with respect to X; and setting it to zero yields

aiz (Tr(zle) - 2%(2?UZTAV1)) =25, — 2U, AV, =0, (26)
l

which leads to the closed-form solution
X =U"AV, =U" (D,H, - S))V,. (27)

This subspace projection provides the optimal low-rank reconstruction within the estimated subspaces. Importantly, X, is
computed only once after subspace estimation and therefore does not affect the convergence of the alternating subspace
iteration.

D. Derivation and Convergence Analysis of LRS-Attack

In this section, we provide a rigorous derivation of the proposed Low-Rank and Sparse (LRS) attack approach and analyze
the convergence properties of its alternating optimization algorithm. Our analysis builds upon the theoretical framework of
GoDec (Zhou & Tao, 2011), while extending it to the rescaled feature-space decomposition used in our attack formulation.

D.1. Derivation of Alternating Updates for Low-Rank and Sparse Components

We revisit the rescaled low-rank and sparse decomposition objective:

min || DH, — L — Si||%, s.t.rank(L;) <7, [|Si]lo < k. (28)
1591

Although the joint optimization is non-convex due to the rank and sparsity constraints, it can be efficiently solved via
alternating minimization by updating one component while fixing the other.

Sparse Component Update. Fixing the low-rank component Ll(t_l) , the optimization with respect to the sparse component
reduces to
S — argmin ||(D,H, — L") — 8|2 (29)
ISillo<k

This subproblem has a closed-form solution given by the hard-thresholding operator:
SY = 4, (DH, — L'™Y), (30)

where Hy(+) preserves the k largest-magnitude entries and sets all others to zero. As a result, this update gives the globally
optimal solution for the sparse subproblem under the ¢, constraint.

Low-Rank Component Update. Fixing the sparse component Sl(t), the optimization with respect to the low-rank
component reduces to

LY = argmin [|(DH, — S") — L% (31)
rank(L;)<r

The optimal solution is given by the rank-r truncated SVD of (D, H; — S l(t)). However, in practice, computing truncated
SVD at each iteration is computationally expensive. Therefore, we adopt the proposed Warm-started Alternating Low-
rank Approximation (WALA) algorithm to efficiently approximate the dominant low-rank structure without explicit SVD
computation. Thus, this replaces the exact low-rank projection with an efficient approximation, substantially reducing
computational overhead while preserving the intended low-rank update objective.

D.2. Convergence Analysis of Alternating Optimization

We now analyze the convergence properties of the alternating low-rank and sparse updates. Let the decomposition objective
be defined as

J(L,;,S)) = ||D,H, — L; — S)||%. (32)
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At iteration ¢, the sparse component S l(t) is obtained by minimizing J (Ll(t_l), S;) with Ll(t_l) fixed. Since the hard-
thresholding operator gives the globally optimal solution to the sparse subproblem under the ¢, constraint, we have

JL sy < gV, sy, (33)

Similarly, with S l(t) fixed, the low-rank component Ll(t) is obtained by minimizing J (L, Sl(t)). The proposed WALA
algorithm approximates this rank-constrained update through regularized subspace iteration. When the inner WALA updates
converge or provide a sufficiently accurate descent step, the objective does not increase after the low-rank update. Therefore,
the following inequality holds:

T, s < gV, s, (34)

Combining the above inequalities gives the monotonic descent relation:

JEY 8Dy > gL, 89y > gLV, sM). (35)
Therefore, over T iterations, the objective value satisfies

J(L 50 = I s == a3, s, (36)

Since J(L;, S;) is a non-negative squared reconstruction error, this monotonically decreasing objective sequence is
lower-bounded by zero and thus converges to a local minimum.

E. Rationale for Hierarchical Low-Rank and Sparse Experts

This section provides theoretical and empirical motivation for adopting multi-layer low-rank and sparse decomposition
experts. The rationale is grounded in the hierarchical nature of deep representations, layer-wise feature redundancy and
sparsity, and their connection to adversarial transferability.

Depth-Dependent Feature Structures. Deep networks learn hierarchical representations whose properties vary with
depth. Shallow layers encode localized patterns such as edges and textures (Zeiler & Fergus, 2014; Mehta et al., 2019),
often exhibiting activation sparsity and high spatial variability (Glorot et al., 2011). Intermediate layers combine local
discriminative responses with emerging global structures (Yosinski et al., 2014; Bahri et al., 2017). Deep layers capture
abstract semantic concepts (Cheng et al., 2015; Wang et al., 2019) and concentrate information into a low-dimensional
subspace due to strong channel correlations and over-parameterization (Gunasekar et al., 2017). This hierarchy implies
distinct statistical and geometric characteristics at different network depths.

Hierarchical Expert Specialization. Dense expert attacks or single-layer attacks often generate gradients biased toward
limited feature regimes, which restricts cross-architecture generalization. A straightforward extension is to apply the same
decomposition strategy across multiple layers. However, this still implicitly assumes homogeneous feature structures and
overlooks the hierarchical nature of deep representations. To address this limitation, we introduce depth-aware decomposition
experts aligned with different network stages: (i) a sparse-dominant expert for shallow layers to capture high-frequency
localized presentations (Ilyas et al., 2019); (ii) a balanced low-rank plus sparse expert for intermediate layers to model
both local and global structures; (iii) a low-rank-dominant expert for deep layers to emphasize architecture-invariant
semantic pattern (Sanyal et al., 2018). These experts are structured transformations applied to a shared backbone rather
than independent models, enabling systematic exploration of depth-dependent vulnerabilities. On the other hand, each
depth-aware expert defines a distinct perturbation pathway and emphasizes different structural cues in the feature space.
Aggregating these heterogeneous gradients enriches the optimization direction and reduces overfitting to a single feature
regime of the surrogate model, thereby improving black-box transferability.

Empirical Evidence. Single-layer decomposition shows strong layer sensitivity, where no single layer consistently
maximizes ASR across target models (Fig. 6). In contrast, multi-layer decomposition that combines shallow, intermediate,
and deep layers consistently achieves higher and more stable ASR (Fig. 7), demonstrating the benefit of aggregating
features from multiple semantic levels. These results suggest that multi-layer decomposition experts effectively leverage
hierarchical feature structures and expose complementary vulnerabilities that are difficult to capture with a single expert,
thereby improving adversarial transferability.
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Figure 6. Effect of single-layer selection on black-box ASR. Results are reported using Inc-v3 and ResNet-152-v1 as surrogate models
and evaluated on multiple target architectures.
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Figure 7. Effect of multi-layer selection on black-box ASR. Results are reported using Inc-v3 and ResNet-152-v1 as surrogate models and
evaluated across multiple target architectures. Shallow, intermediate, and deep layers are jointly decomposed (e.g., 4a + 5d + 6e for
Inc-v3 and l; + Il + I3 for ResNet-152-v1).

F. Additional Experiments

In this section, we conduct four sets of experiments to comprehensively evaluate LRS-Attack. First, we provide qualitative
visualizations of iterative attacks over 10 steps, illustrating the evolution of intermediate adversarial examples and prediction
confidence. This analysis offers insights into the attack dynamics and highlights the stability and early misclassification
behavior induced by LRS-Attack. Second, we analyze the hyperparameter ablation strategies on Vision Transformer (ViT)
surrogate models to examine whether the parameter selection trends observed on CNNs generalize to transformer-based
architectures. Third, we integrate our approach with several transformation-based and feature-based attacks to assess its
generality beyond standard gradient-based baselines. Finally, we introduce additional CNN surrogate models, including
Inc-v4 (Christian Szegedy & Alemi, 2017), Res152-v1 (He et al., 2016a), VGG-16 (Simonyan & Zisserman, 2015), and
IncRes-v2 (He et al., 2016b), enabling a more comprehensive quantitative comparison with existing methods.

F.1. Qualitative Visualization of Iterative Attacks

To further examine the effectiveness of the proposed LRS attack method, we visualize the evolution of adversarial examples
generated by an iterative attack process over 10 iterations under three settings: (i) without decomposition, (ii) SVD-based
decomposition, and (iii) the proposed LRS decomposition. All attacks are conducted within the MI-FGSM framework.
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Figure 8. Qualitative comparison of iterative adversarial attacks across CNN and ViT surrogate models. We show adversarial evolution
over 10 iterations using Inception-v3 and ViT-B under three settings: without decomposition (W/O), SVD-based decomposition, and the
proposed low-rank and sparse decomposition (LRS). Predicted classes and softmax confidences are annotated, with misclassifications
highlighted in red. The rightmost column (§) visualizes the magnified final perturbation for visualization.

We use Inception-v3 as a representative CNN surrogate and ViT-B as a representative ViT surrogate to assess the cross-
architecture behavior of different decomposition strategies.

As shown in Fig. 8, LRS consistently requires fewer iterations to induce misclassification across both surrogate models
compared with the baseline without decomposition (W/O) and the SVD-based variant. For instance, under the ViT-B
surrogate, LRS successfully triggers misclassification within 7" = 4 iterations, whereas the baseline methods require more
iterations to reach comparable confidence on an incorrect class. The overlaid attention heatmaps further reveal that LRS
more effectively redirects the model’s focus away from the salient regions of the original class (e.g.,monarch butterfly).
At later iterations, LRS produces more dispersed or background-oriented activation patterns, whereas baseline methods
tend to retain concentrated attention on class-discriminative regions. Despite its stronger attack performance, the final
perturbations (§) generated by LRS do not introduce visible structured artifacts or excessive noise. The perturbations remain
high-frequency and visually imperceptible, satisfying the L, constraint while achieving improved transferability.

F.2. Additional Hyperparameter Analysis on Vision Transformers

In the main paper, we analyze the impact of different hyperparameter selection strategies on CNN surrogate models. To
further examine whether the observed trends generalize to vision transformer-based architectures, we additionally conduct
the same hyperparameter ablation on ViT models.

Fig. 9 reports the impact of different hyperparameter selection strategies on the attack success rate when using ViT models as
surrogates. For a fair comparison, we adopt the same five strategies (So—S4) defined in the main paper. Consistent with the
results on CNN-based models, the Sy strategy, which gradually decreases the sparsity while increasing the rank, consistently
achieves the highest ASR across different target architectures.
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Figure 9. Impact of different hyperparameter strategies on ASR for ViT surrogate models.

F.3. Combination with Different Types of Attack Methods

To verify the generalizability and compatibility of the proposed LRS method, we integrate it with different types of attack
methods, including optimization-based methods (PGN (Ge et al., 2023a), GGS (Niu et al., 2025)), input transformations-
based methods (SIA (Wang et al., 2023), BSR (Wang et al., 2024b)), and feature-based methods (BFA (Wang et al., 2024c¢),
P2FA (Liu et al., 2025)). We compare the original attacks (W/O) and the SVD-based decomposition with our proposed
LRS-based decomposition across diverse evaluation scenarios.

As summarized in Table 5, LRS consistently improves the ASR across various CNN target models. Although some strong
baselines, such as GGS and BFA, already approach saturation on certain models with ASRs close to 100%, LRS still
maintains or slightly further improves their performance. More importantly, in more challenging cross-architecture transfer
tasks, such as transferring from Inc-v3 to Res152, LRS provides substantial gain over the SVD baseline. These results
suggests that LRS can better isolates transferable adversarial components that are generalize across different convolutional
architectures.

In addition to standard CNN targets, we further evaluate the robustness of the proposed LRS method against defended
CNN models, including Inc-v3,q4y, Inc-v3eng3, Inc-v3ep54, and IncRes-v2., as well as widely adopted input preprocessing
defenses, such as HGD, JPEG compression, random resizing and padding (R&P), and the NIPS-r3 defense. Table 6 reports
the detailed attack performance under these defended settings, where LRS-Attack achieves the best ASR in most cases.

To further examine the cross-architecture transferability, we extend the evaluation to a broad range of Vision Transformer
(ViT) models with diverse architectural designs. Specifically, we consider standard ViT models, including PiT (Heo et al.,
2021), CaiT (Touvron et al., 2021b), DeiT (Touvron et al., 2021a), Swin (Liu et al., 2021a), Visformer (Chen et al., 2021),
ConViT (d’Ascoli et al., 2021), Twins (Chu et al., 2021), and XCiT, as well as three defended ViTs, including DeiT-S
(adv) (Bai et al., 2021), Swin-B (adv) (Mo et al., 2022), XCiT-S (adv) (Debenedetti et al., 2023). Table 7 reports ASRs
on these ViT models. Similar to the observations on CNN-based targets, incorporating LRS consistently improves the
transferability of different types of attack methods across most ViT target models and defended ViT target models.

F.4. Comparison of Attack Transferability Using Additional CNN Surrogate Models

To further examine the generality of our LRS-Attack, we extend the evaluation to additional CNN surrogate models. Table 8
reports the ASR of different attack methods on various CNN target models using Inc-v4, Res152-v1, Vgg-16, and IncRes-v2
as additional surrogates. Table 9 further presents the corresponding ASR of the same attack methods under various defended
CNN target models and defense methods.

Across all surrogate settings and attack variants, the proposed LRS attacks consistently outperform both the original
attacks without decomposition (W/O) and their SVD-based counterparts. Specifically, LRS achieves the highest ASR on
CNN models for almost all attack frameworks, including MI-FGSM (Dong et al., 2018), DI-FGSM (Xie et al., 2019),
TI-FGSM (Dong et al., 2019), PI-FGSM (Gao et al., 2020), SI-NI-FGSM (Lin et al., 2020), VI-MI-FGSM (Wang & He,
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2021) and GI-FGSM (Wang et al., 2024a).

Beyond CNN target models, we further evaluate attack transferability on a diverse set of Vision Transformer (ViT) models.
As shown in Table 10, LRS-based attacks consistently achieve higher ASRs than competing methods across almost all
evaluated ViT architectures.

G. Complete Per-Model Experimental Results

In this section, we present the complete per-model experimental results corresponding to the main paper. While the main
text reports averaged performance for clarity, this section presents a detailed breakdown of ASRs across different target
architectures and defense settings.

G.1. CNN-Based Surrogate Models

Tables 11-13 provide the detailed per-model results corresponding to Table 1 in the main paper. Specifically, Table 11
reports the complete ASRs of different attacks evaluated on various CNN target models, Table 12 presents the complete
results on various defended CNN target models and defense methods, and Table 13 reports the complete results on various
ViT target models and defended ViT target models. The full results are presented below.

G.2. ViT-Based Surrogate Models

Tables 14-16 provide the detailed per-model results corresponding to Table 2 in the main paper. Specifically, Table 14 reports
the complete ASRs of different ViT-based attack methods evaluated on various CNN target models, Table 15 presents the
complete results on various defended CNN target models and four defense strategies, and Table 16 reports the complete
results on various ViT target models and defended ViT target models. The full results are shown below.
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Table 5. ASR (%) on various CNN target models for original (W/O), SVD, and LRS approaches combined with different types of attacks,
including optimization-based, input transformation-based, and feature-based methods. Best results are highlighted in bold.

Model Attack | Method | Inc-v3 Inc-v4 Vgg-16 Vgg-19 Dense-121 IncRes-v2 Res152 Res50 Resl01
W/O0 99.6 88.8 88.4 89.4 85.1 86.8 78.8 86.1 81.3
SIA SVD 99.7 92.7 92.7 92.7 89.0 91.0 84.0 90.0 87.2
LRS 100.0  93.3 93.3 93.8 90.3 91.9 85.2 91.0 89.5
W/O 99.6 92.7 91.8 92.8 90.7 89.4 81.0 88.1 84.9
BSR SVD 99.8 94.2 95.2 95.0 92.3 91.3 87.6 90.9 89.5
LRS 100.0  95.5 96.0 95.9 93.2 92.5 86.8 92.2 89.3
W/O 100.0  90.6 87.9 88.6 87.9 90.1 81.9 85.2 80.9
PGN SVD 99.8 91.4 90.3 91.0 90.1 90.5 85.3 88.6 86.0
Inc-v3 LRS 99.9 93.2 90.6 91.5 89.3 91.4 87.0 90.7 85.8
W/O 100.0  96.4 91.9 92.1 91.3 95.7 87.7 90.2 89.3
GGS SVD 100.0  97.0 95.1 93.8 92.6 95.8 90.6 93.0 92.1
LRS 100.0 975 95.0 94.9 93.4 97.3 91.3 93.6 92.6
W/O 100.0  96.6 94.9 95.5 929 95.4 90.7 94.0 92.1
BFA SVD 99.8 96.6 95.1 95.0 93.5 96.0 92.0 94.2 93.2
LRS 100.0 974 95.5 96.0 94.3 96.6 91.7 94.7 93.9
W/O 100.0  97.0 95.5 95.1 93.1 96.1 87.1 96.5 93.2
P2FA SVD 100.0  96.6 96.4 95.5 92.0 95.7 85.3 96.6 93.5
LRS 100.0 97.3 95.5 95.8 92.0 96.6 87.6 97.0 94.3
W/O 87.4 90.8 99.9 99.9 94.7 81.9 86.6 97.0 94.2
SIA SVD 89.3 92.6 99.8 99.8 95.2 83.1 85.8 97.3 95.0
LRS 89.9 94.1 99.9 99.9 95.8 84.6 87.6 98.0 95.7
W/O 90.3 93.7 99.8 100.0 95.1 85.3 85.7 97.6 95.2
BSR SVD 91.0 94.8 99.8 100.0 95.5 87.6 88.1 98.0 96.0
LRS 92.3 94.8 99.9 100.0 96.7 87.4 88.6 98.6 96.2
W/O 84.6 84.0 100.0 100.0 91.8 73.5 82.8 92.3 88.4
PGN SVD 85.5 87.5 99.9 100.0 92.9 76.6 86.0 93.3 91.0
Veg-19 LRS 86.1 88.4 99.8 100.0 93.5 76.4 86.6 94.6 91.7
W/O 92.1 934 99.7 100.0 96.4 82.9 89.8 97.7 94.4
GGS SVD 924 95.5 99.7 99.9 97.0 84.1 90.1 98.6 96.1
LRS 92.9 95.2 99.8 100.0 97.6 86.3 91.8 98.9 96.4
W/O 91.2 94.5 99.8 100.0 96.5 87.6 90.7 98.2 96.4
BFA SVD 92.3 95.4 99.7 100.0 96.4 86.9 92.4 98.0 96.0
LRS 92.6 95.3 99.9 100.0 96.6 88.3 92.5 98.2 96.3
W/O 84.9 90.5 99.9 100.0 9.5 78.8 86.6 97.9 96.1
P2FA SVD 63.8 68.8 94.4 96.0 72.8 58.9 68.6 85.6 81.5
LRS 85.0 90.9 99.9 100.0 94.0 78.9 87.6 97.9 96.5
W/O 93.3 91.3 95.5 95.9 100.0 89.4 96.8 96.9 96.4
SIA SVD 91.6 92.1 97.5 97.6 100.0 87.3 95.9 98.3 97.1
LRS 94.5 94.7 98.6 98.2 100.0 90.6 97.5 99.1 98.5
W/O 94.0 92.9 97.7 96.9 100.0 89.8 96.0 98.3 98.2
BSR SVD 92.5 92.0 97.5 96.6 100.0 86.8 94.9 98.1 97.0
LRS 95.2 94.5 98.5 98.1 100.0 92.8 97.0 99.0 98.2
W/O 93.3 91.3 95.5 95.9 100.0 89.4 96.8 96.9 96.4
PGN SVD 914 90.9 95.2 95.9 100.0 84.2 89.8 97.8 95.8
Densenet-121 LRS 94.4 92.9 96.6 96.9 100.0 91.0 97.5 97.7 97.3
W/O 98.2 97.3 99.0 98.8 100.0 97.4 99.0 98.2 99.0
GGS SVD 96.8 97.2 98.7 98.8 100.0 95.8 99.0 98.6 99.2
LRS 98.6 97.6 99.3 99.2 100.0 97.5 99.2 99.6 99.3
W/O 90.7 88.7 97.2 96.1 100.0 91.2 96.4 97.6 96.5
BFA SVD 89.7 87.3 97.5 96.1 100.0 88.0 95.6 97.2 96.2
LRS 90.7 89.6 97.6 96.2 100.0 91.0 96.9 97.7 96.7
W/O 94.8 95.3 99.5 98.5 100.0 91.6 99.0 99.6 98.3
P2FA SVD 89.0 92.2 98.8 98.3 100.0 83.4 97.2 99.1 98.4
LRS 94.8 95.6 99.7 99.1 100.0 92.6 99.4 99.5 98.9
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Table 6. ASR (%) on various defended CNN target models and defense methods for original (W/O), SVD, and LRS approaches combined
with different types of attacks, including optimization-based, input transformation-based, and feature-based methods. Best results are
highlighted in bold.

Model Attack | Method | Inc-v3,qy Inc-v3e,3  Inc-v3enu  IncRes-v2.,, HGD JPEG R&P  NIPS13
W/O 50.1 47.1 46.1 26.1 27.4 70.2 55.8 60.1
SIA SVD 53.8 50.8 49.1 26.2 28.6 75.6 62.1 65.4
LRS 54.3 51.3 50.7 26.9 295 779 628 65.9
W/0 52.3 52.8 50.8 30.6 369 756 647 53.1
BSR SVD 54.5 57.6 55.0 32.9 40.0 78.9 69.1 722
LRS 56.3 59.1 57.1 34.4 414 809 712 74.5
W/O 70.6 64.5 65.0 45.5 38.6 934 69.3 72.6
PGN SVD 72.8 68.1 67.9 48.0 40.2 85.8 72.3 76.6
Inev3 LRS 73.7 68.8 68.8 479 398 948 741 76.6
W/0 70.1 62.7 61.1 39.0 309 805 733 77.4
GGS SVD 70.6 63.0 63.5 38.9 300 840 772 81.0
LRS 70.8 62.3 63.7 39.0 31.2 86.2 78.2 81.9
W/O 73.1 59.3 58.3 33.7 37.3 85.1 75.8 49.1
BFA SVD 71.9 58.0 579 32.8 35.0 86.2 73.5 47.0
LRS 73.9 61.9 58.7 33.0 36.9 869 747 48.1
W/O 44.2 27.2 26.5 14.3 59 81.4  59.1 64.3
P2FA SVD 44.6 25.9 24.5 13.2 49 79.5  56.7 63.7
LRS 45.7 27.0 271 14.5 4.8 819 60.0 65.2
W/0 71.0 64.7 60.3 48.6 70.6 785 515 54.0
SIA SVD 73.2 65.0 60.5 49.0 69.4 793 534 57.7
LRS 73.7 67.5 63.6 51.8 74.7 82.1 55.5 59.2
W/O 75.5 69.5 64.4 54.8 74.3 794 578 61.6
BSR SVD 77.4 73.0 67.4 559 75.1 82.8 60.2 63.9
LRS 77.9 72.0 67.5 57.8 78.0 83.1 60.7 64.3
W/0 70.3 64.4 63.8 52.1 624 822 584 63.7
PGN SVD 71.2 66.0 65.2 534 649 842 622 65.2
Veg-19 LRS 72.6 66.9 65.3 53.0 659 856 61.0 66.0
W/O 73.9 67.4 64.6 53.9 71.1 85.3 60.1 65.2
GGS SVD 75.0 69.9 66.5 52.8 73.1 87.9 61.3 65.4
LRS 76.0 67.9 67.2 57.0 75.5 88.2 60.6 66.4
W/O 78.1 72.4 66.6 55.1 73.1 84.6 58.9 62.3
BFA SVD 78.1 71.7 66.7 55.2 7577 853 589 62.6
LRS 78.2 71.9 67.7 55.7 758 850 60.0 61.2
W/0 57.3 455 36.9 28.8 513 668 357 37.5
P2FA SVD 41.3 324 27.1 22.6 34.5 50.6 29.1 29.0
LRS 58.0 46.1 37.6 28.6 53.2 67.6 364 38.9
W/O 89.1 87.1 87.1 79.9 88.2 93.5 75.1 80.7
SIA SVD 84.3 80.7 79.4 69.5 85.7 924 729 78.5
LRS 89.1 87.8 85.2 77.1 90.6 947 779 84.7
W/O 89.6 87.0 86.8 76.7 90.7 75.6 80.0 84.5
BSR SVD 86.8 82.7 81.6 71.7 873 80.1 748 80.9
LRS 92.1 88.7 89.3 81.5 933 812 835 89.2
W/0O 89.1 87.1 87.1 79.9 89.2 769 839 83.4
PGN SVD 62.9 64.0 62.8 46.0 72.8 80.5 73.1 66.8
Densenet-121 LRS 89.9 89.2 88.5 83.8 90.6 82.1 854 86.5
W/O 95.3 93.8 92.5 86.5 94.7 97.1 89.2 90.7
GGS SVD 924 92.2 89.8 824 954 97.2 86.0 894
LRS 95.4 94.0 93.0 87.7 96.5 973 88.6 92.2
W/0 77.6 72.4 63.2 56.1 7577 89.7 353 64.7
BFA SVD 74.9 70.4 65.6 54.6 7377 888 332 62.0
LRS 78.3 72.6 69.5 57.4 75.9 89.9 36.8 64.7
W/O 76.1 70.2 62.1 49.7 74.1 89.8 55.0 58.9
P2FA SVD 73.3 62.1 55.5 46.2 67.1 84.6 49.8 52.3
LRS 78.1 71.0 61.5 50.3 798 90.0 584 64.8
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Table 7. ASR (%) on various ViT target models an defended ViT target models for original (W/O), SVD, and LRS approaches combined
with different types of attacks, including optimization-based, input transformation-based, and feature-based methods. Best results are
highlighted in bold.

Model Attack | Method | PiT-S CaiT-S DeiT-B  Swin-S ViT-B  Visformer-S ConViT-B  Twins-B  DeiT-S (adv) Swin-B (adv) XCiT-S (adv)
W/0 53.7 412 35.6 459 39.6 55.2 349 51.7 29.7 19.9 61.4
SIA SVD 55.8 434 355 50.2 429 60.0 37.6 57.1 29.8 20.2 61.0
LRS 58.6 44.0 353 51.2 43.0 59.6 37.9 57.7 30.9 20.5 62.4
W/O 58.0 453 37.4 49.2 41.7 60.1 37.0 55.3 30.6 20.6 62.3
BSR SVD 62.2 49.6 40.6 51.3 46.3 65.3 40.6 60.0 31.3 21.0 62.3
LRS 62.4 49.9 41.1 54.2 46.1 64.8 41.1 60.3 314 21.5 63.2
W/O 62.8 53.0 46.9 54.5 48.5 63.2 452 60.5 342 23.8 64.0
PGN SVD 65.4 58.3 50.1 58.5 52.3 68.9 485 64.0 36.3 254 64.5
Inc-v3 LRS 67.8 58.4 50.4 59.8 52.3 68.0 50.4 65.6 36.3 26.6 64.5
W/O0 66.7 56.0 48.4 61.7 47.5 70.5 46.9 66.5 33.6 223 62.3
GGS SVD 69.5 60.7 49.5 63.0 51.5 73.1 47.7 70.6 335 227 62.8
LRS 69.6 61.2 50.2 63.2 50.3 72.7 47.8 73.1 34.1 22.8 63.0
W/O 65.8 58.5 449 62.1 50.2 76.0 43.8 72.4 30.5 21.0 61.5
BFA SVD 65.5 57.3 434 62.8 49.9 75.3 429 70.9 30.0 20.8 61.9
LRS 65.9 57.2 45.0 63.1 50.5 76.5 43.8 73.1 30.8 21.0 61.9
W/O 49.7 38.0 28.9 43.7 42.8 60.7 28.8 51.7 28.3 19.5 61.3
P2FA SVD 48.7 36.5 279 42.0 41.7 59.1 279 50.2 29.2 19.1 60.1
LRS 50.0 379 28.9 44.3 42.6 61.5 29.8 52.6 29.5 19.8 61.4
Ww/O0 62.7 53.0 45.4 60.8 47.6 75.8 43.5 72.5 40.9 324 73.6
SIA SVD 62.8 53.2 43.4 58.9 51.1 76.9 43.1 72.0 41.1 325 73.5
LRS 65.3 56.7 47.8 62.6 50.5 78.9 46.3 74.3 41.9 32.7 73.6
W/O 62.5 53.0 44.1 533 52.0 71.3 423 64.8 41.7 322 734
BSR SVD 63.3 53.6 42.7 54.7 54.1 73.5 44.2 65.4 41.8 327 733
LRS 65.0 55.7 45.1 57.6 52.4 76.3 427 67.5 41.9 33.0 734
W/O 59.1 51.6 47.1 54.6 52.3 65.4 43.7 62.5 43.8 344 74.4
PGN SVD 61.9 53.6 48.7 55.5 544 67.7 46.2 66.5 449 355 754
Veg-19 LRS 61.9 51.9 49.7 58.5 53.9 69.0 48.4 68.1 44.7 35.7 75.0
W/O 64.7 553 439 63.1 522 80.4 44.0 73.3 34.7 21.7 66.2
GGS SVD 67.7 59.3 46.1 67.1 55.5 82.2 454 79.8 34.5 227 65.0
LRS 69.9 60.0 46.5 70.4 54.2 81.7 48.1 81.8 34.9 23.6 65.7
W/O 45.1 36.4 29.5 46.9 36.5 63.4 28.6 58.4 32.6 239 65.0
BFA SVD 17.6 13.0 12.7 18.2 23.7 249 11.3 19.3 30.4 22.0 64.4
LRS 45.3 36.6 30.4 47.4 35.8 63.9 29.2 58.8 33.2 24.2 65.2
Ww/O 47.1 38.2 31.0 549 46.1 74.0 28.2 67.5 37.1 30.0 72.6
P2FA SVD 47.0 37.6 30.6 539 46.4 729 272 66.0 353 289 72.0
LRS 484 38.7 325 54.8 47.3 74.0 28.9 68.8 37.7 29.6 734
W/O 77.0 71.1 64.0 67.9 61.5 85.1 60.9 78.0 435 35.0 733
SIA SVD 73.3 65.5 59.2 62.3 58.2 824 56.1 71.8 433 34.1 73.1
LRS 79.9 74.5 65.9 71.8 65.5 87.3 64.2 80.5 44.6 35.5 74.0
W/O 78.2 67.7 60.7 63.0 61.6 83.3 57.6 71.5 443 35.0 734
BSR SVD 71.5 62.7 56.4 55.8 59.9 78.2 54.7 64.6 43.7 34.1 72.7
LRS 80.7 73.7 63.5 65.5 66.7 85.6 62.9 75.7 44.6 34.9 73.3
W/O 81.9 75.3 67.8 72.5 66.8 84.4 65.5 78.6 48.4 39.3 74.8
PGN SVD 64.5 54.7 49.8 572 53.5 71.8 46.4 69.3 36.5 24.7 63.9
Densenet-121 LRS 82.6 76.6 70.9 76.1 69.9 87.0 70.0 81.6 49.7 41.0 75.2
W/O 88.3 84.0 76.0 83.2 72.5 94.7 734 90.6 415 29.1 67.9
GGS SVD 83.7 78.6 66.6 76.5 67.8 91.4 65.2 84.5 412 27.3 66.9
LRS 88.6 84.3 75.6 85.2 72.1 94.6 74.4 90.9 42.0 29.7 68.6
W/O 64.0 56.0 47.6 56.0 51.2 78.3 45.8 65.5 35.2 242 66.2
BFA SVD 60.3 51.9 443 54.9 49.7 76.7 422 63.3 34.2 232 65.8
LRS 64.4 57.0 49.5 56.5 52.3 78.4 45.7 65.1 354 244 66.9
W/O 64.5 57.8 45.3 61.3 59.1 82.1 40.1 65.2 30.7 22.8 65.6
P2FA SVD 57.9 54.7 424 58.6 55.0 76.4 343 65.4 30.3 21.8 63.8
LRS 64.6 58.6 449 59.8 61.6 82.7 39.4 66.8 30.9 23.0 67.1
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Table 8. ASR (%) of different attacks evaluated on various CNN target models using additional CNN surrogate models. Best results are
highlighted in bold.

Model Attack Method | Inc-v3  Inc-v4  Vgg-16  Vgg-19 Dense-12T  IncRes-v2Z  ResI52  Res50 ResI0I
W/O 60.5 99.9 64.9 63.3 475 46.9 403 57.1 S1.0
MI-FGSM SVD 61.9  100.0 68.5 66.4 53.7 484 42.1 59.9 54.7
LRS 74.4 99.8 74.9 73.1 58.3 59.2 48.6 66.5 60.1
W/O 546 99.2 523 50.1 3438 36.0 275 434 375
DI-FGSM SVD 57.1 99.5 57.0 58.9 38.2 39.6 30.3 472 41.7
LRS 62.9 99.3 61.0 59.3 41.0 42.7 33.7 50.7 47.3
W/0 352 99.8 454 431 29.7 184 235 283 252
TI-FGSM SVD 353 100.0 48.9 46.5 33.0 19.8 25.0 29.6 25.3
LRS 42.8 99.6 52.0 51.0 36.6 24.0 29.2 334 28.7
W/O 60.8 98.7 79.8 80.2 66.5 40.0 549 66.2 62.1
Inc-v4 PI-FGSM SVD 67.2 98.7 83.5 82.1 71.7 41.8 56.9 67.8 63.7
LRS 63.7 98.7 84.2 83.9 74.9 40.4 574 69.5 65.5
W/0 86.1 100.0 832 83.1 788 78.0 69.5 773 743
SI-NI-FGSM | SVD 88.1 100.0 87.7 87.0 80.9 81.2 72.6 81.3 77.3
LRS 90.0  100.0 87.8 88.7 84.9 84.3 74.6 83.2 80.9
W70 776 99.9 75.5 755 66.6 69.0 60.3 68.9 65.4
VMI-FGSM SVD 82.4 99.9 79.3 79.5 72.4 733 63.5 75.4 69.7
LRS 85.3 99.8 83.4 81.7 75.9 78.4 66.5 76.2 73.0
W/0 70.1 100.0 717 72.0 55.8 59.0 489 65.8 59.0
GI-FGSM SVD 73.7 100.0 79.4 78.2 61.9 64.8 50.9 71.8 66.0
LRS 81.4 99.9 82.2 81.9 67.6 73.3 57.1 75.9 70.5
W/O 67.7 62.0 78.3 785 89.2 58.0 100.0 86.5 87.2
MI-FGSM SVD 724 65.4 86.5 84.6 90.6 62.2 100.0 88.9 89.4
LRS 79.0 72.6 86.6 84.9 93.8 69.7 100.0 91.4 92.5
W/0 66.5 612 775 768 88.0 59.3 100.0 872 9T
DI-FGSM SVD 68.6 65.7 81.0 79.5 89.2 62.0 100.0 88.7 90.9
LRS 72.5 71.0 83.1 82.1 92.2 67.5 100.0 91.5 94.1
W/O 47.0 409 58.5 57.7 7477 36.1 100.0 71.3 73.7
TI-FGSM SVD 50.3 474 65.6 64.4 78.2 40.0 100.0 75.5 74.4
LRS 57.2 52.7 69.2 67.9 83.6 47.7 100.0 80.2 824
W/O 66.3 65.6 82.6 824 847 5T.7 99.6 873 86.3
Res152-v1 PI-FGSM SVD 67.5 67.1 84.5 83.3 86.8 53.0 99.4 89.7 88.0
LRS 70.0 67.5 84.1 83.8 88.7 56.0 99.9 88.9 88.0
W/0 872 8.8 90.5 90.5 97.6 815 100.0 94.9 95.7
SI-NI-FGSM | SVD 90.4 85.5 93.5 92.6 98.0 84.2 100.0 96.5 96.4
LRS 91.2 87.9 94.3 934 98.6 86.1 100.0 97.1 97.5
W/O 842 78.6 87.8 87.8 94.8 79.0 100.0 93. 939
VMI-FGSM SVD 89.1 84.2 93.3 92.5 96.6 83.5 100.0 95.5 95.7
LRS 89.8 84.5 92.0 92.7 97.9 85.2 100.0 95.7 96.9
W/0 75.7 70.7 872 86.0 93.8 673 100.0 917 924
GI-FGSM SVD 83.9 77.5 93.2 91.8 96.3 75.9 100.0 95.3 96.0
LRS 87.2 81.7 93.4 92.2 96.8 79.6 100.0 97.2 97.0
W/O 67.2 66.6 99.9 98.9 79.2 552 62.2 85.0 757
MI-FGSM SVD 69.0 69.8 99.9 99.3 80.9 55.6 63.1 87.1 80.7
LRS 70.9 72.0 99.9 99.6 82.9 58.5 66.1 87.6 80.5
W/0 57.8 59.8 99.9 98.6 67.8 4477 522 80.6 69.1
DI-FGSM SVD 57.2 59.0 100.0 98.8 67.7 43.9 52.0 79.8 69.4
LRS 62.9 65.1 99.9 99.3 72.8 47.9 58.5 84.9 75.1
W/O 485 498 99.9 95.2 64.1 349 4435 67.4 57.1
TI-FGSM SVD 48.8 485 99.9 95.6 60.1 334 44.4 66.3 55.9
LRS 52.1 54.6 99.9 97.0 67.9 38.2 47.1 71.4 62.1
W/0 63.1 64.5 99.9 95.2 78.6 40.9 63.8 873 80.2
Veg-16 PI-FGSM SVD | 532 566 995 87.1 74.1 355 60.8 821 751
LRS 62.5 64.1 100.0 96.4 78.0 41.5 63.3 84.9 78.9
W70 821 828 100.0 99.7 90.7 2.5 791 93.4 9L
SI-NI-FGSM | SVD 83.5 86.2 100.0 99.9 90.9 74.9 79.7 94.4 90.5
LRS 85.5 87.0 100.0 99.7 91.8 76.3 80.9 95.0 92.5
W/O 79.6 799 99.9 994 893 677 775 928 874
VMI-FGSM SVD 81.8 80.1 99.9 99.8 90.8 68.8 80.7 95.0 88.8
LRS 82.5 81.7 99.9 99.9 90.0 69.5 81.7 93.2 87.9
W/O 7272 76.2 99.9 99.6 86.1 632 70.9 924 86.1
GI-FGSM SVD 76.8 79.4 100.0 100.0 89.2 64.1 73.2 94.7 90.3
LRS 77.9 81.1 99.9 99.9 89.0 66.3 73.8 94.8 89.0
W/O 60.3 51.8 62.9 59.8 494 98.9 45.8 573 52
MI-FGSM SVD 71.8 62.3 71.4 69.3 58.6 99.7 51.9 65.5 59.7
LRS 77.3 68.6 70.6 70.8 62.6 99.6 54.3 66.8 60
W/O 536 5T.0 503 485 384 977 343 453 39.6
DI-FGSM SVD 64.9 59.5 59.5 57.5 45.6 99.4 39.3 54.1 46.5
LRS 67.6 62.0 56.5 573 47.0 98.6 43.2 54.1 49.3
W/O 344 326 426 39.8 359 98.6 29 298 26.2
TI-FGSM SVD 38.3 37.3 48.6 47.0 39.1 99.7 33.6 33.6 31.0
LRS 44.9 40.5 51.8 48.3 43.5 99.3 344 34.9 33.9
W70 624 56.0 786 781 70 95.6 56.2 66.6 62.6
IncRes-v2 PI-FGSM SVD 67.3 63.6 82.0 81.1 76.8 98.1 63.2 71.9 66.9
LRS 68.4 65.8 82.5 82.3 76.4 96.8 63.3 70.5 67.6
W/O 86.0 83.7 80.9 80.9 80.3 99.9 742 T1.5 74.3
SI-NI-FGSM | SVD 91.0 87.5 87.6 86.2 85.9 100.0 79.2 84.9 81.6
LRS 92.3 89.5 85.9 87.5 85.1 100.0 79.2 83.9 81.8
W/O 805 799 723 T4 688 96.0 649 684 64.4
VMI-FGSM SVD 84.3 81.9 78.1 78.4 74.7 99.3 71.6 76.7 71.2
LRS 86.4 82.9 81.7 80.9 78.7 99.7 72.4 79.2 74.5
W/O 712 673 713 69.5 59.7 99.3 527 65.7 60.8
GI-FGSM SVD 81.6 78.7 81.5 80.4 71.3 99.7 62.0 71.7 70.5
LRS 84.2 80.0 82.1 81.8 70.1 100.0 62.9 78.6 73.9

26



Low-Rank and Sparsity Are All You Need: Exploring Robust Hierarchical Latent Subspaces for Transferable Adversarial Attack

Table 9. ASR (%) of different attacks evaluated on various defended CNN target models and defense methods using additional CNN
surrogate models. Best results are highlighted in bold.

Model Attack Method | Inc-v3,4, Inc-v3en3 Inc-v3enq IncRes-v2,,s HGD JPEG R&P NIPS 13
W/O 24.4 19.2 17.6 IT.1 73 364 22.1 225
MI-FGSM SVD 25.6 20.9 19.5 10.7 8.0 37.7 248 23.9
LRS 27.1 24.0 23.2 12.9 9.3 439 28.8 29.8
W/O 13.0 13.6 131 6.5 6.6 209 109 10.4
DI-FGSM SVD 13.9 14.3 14.5 7.5 7.5 23.7 11.8 12.8
LRS 14.9 154 15.5 9.0 7.8 25.0 134 13.9
W/O IT.8 124 10.9 6.8 59 20.8 94 9.7
TI-FGSM SVD 12.1 11.8 12.8 7.0 5.8 20.7 9.4 8.9
LRS 14.0 12.9 134 8.1 7.2 244 123 12.0
W70 419 134 134 333 318 6I.8 389 39.7
Inc-v4 PI-FGSM SVD 42.6 43.6 45.6 34.0 33.6 645 41.0 43.5
LRS 44.1 44.8 48.1 36.4 344 652 417 42.8
W/O 469 4738 431 29.2 259 605 513 52.8
SI-NI-FGSM SVD 44.6 47.8 423 26.9 242 657 516 52.6
LRS 47.6 49.1 44.4 28.6 238 671 55.7 57.0
W70 386 383 38.0 247 217 503 426 409
VMI-FGSM SVD 41.4 44.1 42.6 28.7 269 546 444 45.5
LRS 43.5 454 44.7 29.8 29.6 585 49.6 50.2
W70 279 19.9 187 12.0 34 419 294 29.7
GI-FGSM SVD 29.8 21.2 20.9 12.3 3.5 48.0 32.1 31.6
LRS 33.6 23.5 23.8 124 5.0 50.3 36.6 37.2
W/O0 52.1 49.5 448 382 70.0 725 407 40.7
MI-FGSM SVD 55.5 52.4 49.4 41.2 67.2 79.1 434 43.1
LRS 61.6 59.9 54.0 46.2 784 829 48.1 49.2
W70 473 45.6 40.6 304 714 593 305 3T.6
DI-FGSM SVD 49.7 46.7 42.4 329 66.6 614 31.1 32.7
LRS 56.1 48.6 45.1 34.5 775 649 328 34.9
W/O 37.6 34.6 32.1 247 529 575 254 26.0
TI-FGSM SVD 39.8 37.1 34.1 24.3 498 615 270 27.8
LRS 45.1 40.3 374 31.2 623 646 304 31.9
W/O 63.4 60.8 68.0 59.3 67.3 845 640 62.6
Res152-vl PI-FGSM SVD 62.9 64.5 69.9 60.2 68.6 854 64.7 64.0
LRS 65.0 67.6 70.8 62.8 73.0 868 66.7 68.0
W/O 75.9 723 70.5 59.3 86.2 886 021 64.1
SI-NI-FGSM SVD 77.9 75.9 72.2 63.1 86.0 91.6 63.6 64.8
LRS 80.8 78.3 74.8 66.2 89.5 922 67.2 68.3
W/O 728 70.2 69.2 62.1 86.0 865 6.2 61.7
VMI-FGSM SVD 79.3 76.2 74.7 68.5 869 90.2 69.1 69.7
LRS 79.0 77.2 74.9 69.1 89.5 913 68.6 70.4
W70 58.1 56.5 549 439 77177 829 494 52.1
GI-FGSM SVD 66.4 61.1 59.7 48.0 79.6 875 554 56.3
LRS 70.6 66.0 62.3 53.5 855 892 594 60.4
W/O 45.6 413 38.8 274 409 571 332 35.6
MI-FGSM SVD 46.0 41.4 36.9 29.4 412 595 345 344
LRS 47.9 45.0 41.9 28.7 44.6 61.2 349 35.6
W/O 34 29 2735 178 293 377 212 21.6
DI-FGSM SVD 33.2 28.9 26.1 17.7 27.1 40.0 20.1 21.2
LRS 36.3 32.6 28.4 194 339 403 209 229
W/O 334 29.6 28 9.1 272 433 233 2473
TI-FGSM SVD 31.9 28.6 27.3 19.4 254 440 238 23.3
LRS 34.3 31.6 30.5 21.3 30.1 479 25.0 26.5
W/O 49.1 498 55.1 419 46.8 695 483 484
Vge-16 PI-FGSM SVD 46.6 514 56.4 44.7 453 726 50.2 46.8
LRS 49.8 50.5 55.7 414 464 743 463 46.1
W/O 64.6 56.6 53.6 421 61.0 736 474 491
SI-NI-FGSM SVD 66.0 57.8 53.2 42.5 60.3 744 48.6 50.7
LRS 67.9 60.1 56.0 45.8 644 762 514 53.1
W/O 599 545 5T.9 4273 580 71,6 464 4935
VMI-FGSM SVD 62.2 55.5 53.5 433 59.1 73.7  50.1 51.5
LRS 65.5 57.5 54.5 44.2 628 772 496 51.8
W/O 50.2 4335 40.8 294 463 654 383 382
GI-FGSM SVD 52.1 434 43.0 30.5 479 663  40.7 40.4
LRS 53.6 47.2 43.5 32.2 527 669 40.2 414
W/O 27.8 214 21.8 133 12.1 37.8 256 253
MI-FGSM SVD 31.1 26.9 25.5 17.1 139 449 320 33.6
LRS 32.5 29.4 27.4 19.0 17.3  46.8 34.7 34.6
W/O 5.8 149 152 9.8 9.8 240 141 144
DI-FGSM SVD 17.2 15.8 17.1 9.9 11.5 27.6  15.1 14.9
LRS 17.5 17.9 17.9 11.9 121 302  16.7 16.1
W70 141 13.0 13.4 838 73 238 118 1277
TI-FGSM SVD 14.6 14.1 14.1 9.7 7.9 262 14.0 14.3
LRS 16.8 15.9 14.4 12.3 100 291 16.0 16.6
W70 50.1 49.0 499 4472 399 652 477 495
IncRes-v2 PI-FGSM SVD 53.9 553 56.5 514 450 709 547 55.8
LRS 55.3 54.9 56.2 50.5 454 713 539 56.0
W70 575 55.6 485 40.2 373 647 569 583
SI-NI-FGSM SVD 60.2 59.3 52.6 42.1 38.6 702 633 64.3
LRS 62.1 60.5 53.9 44.0 420 715 640 66.4
W/O 432 452 40.2 35.0 31,6 526 451 478
VMI-FGSM SVD 50.5 53.8 46.6 40.6 394 605 539 524
LRS 534 55.3 52.1 43.2 431 642 545 54.7
W/O 31.8 248 225 I5.1 73 46.1 33.6 344
GI-FGSM SVD 38.1 28.8 259 17.1 9.3 54.0 427 43.0
LRS 37.9 29.0 28.4 18.1 108 548 44.1 45.8
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Table 10. ASR (%) of different attacks evaluated on various ViT target models and defended ViT target models using additional CNN
surrogate models. Best results are highlighted in bold.

Model Attack Method | PiT-S CaiT-S DeiT-B  Swin-S ViT-B  Visformer-S ConViT-B  Twins-B  DeiT-S (adv) Swin-B (adv) XCiT-S (adv)
W/0 23.6 17.1 18.9 21.6 253 26.6 159 22.6 27.6 17.2 59.7
MI-FGSM SVD 24.5 18.1 18.5 21.9 26.1 28.5 16.5 25.0 27.3 17.8 60.3
LRS 27.6 20.5 21.1 26.7 27.3 33.2 16.5 29.0 27.3 18.1 59.9
W/O 15.8 10.6 1.5 17.0 17.5 19.7 10.1 17.0 233 15.8 56.2
DI-FGSM SVD 17.0 11.0 11.3 16.3 184 18.9 10.8 17.5 23.2 16.0 56.3
LRS 17.1 12.2 11.8 18.1 17.9 20.7 9.9 19.3 23.8 16.0 56.2
W/O 14.7 9.5 12.0 13.9 18.9 14.9 9.2 12.9 23.7 15.5 56.6
Inc-v4 TI-FGSM SVD 13.7 9.9 11.7 12.7 18.8 15.1 104 12.8 239 159 56.3
LRS 15.3 11.1 129 153 20.0 16.7 10.0 15.0 239 16.2 56.5
W/O 21.6 17.6 18.8 15.6 374 237 16.3 18.2 422 29.1 66.8
PI-FGSM SVD 23.0 17.2 18.9 18.6 37.3 24.1 16.4 18.3 43.0 29.9 67.3
LRS 24.6 17.8 194 16.3 384 24.8 16.9 18.7 43.3 29.6 68.6
W/O 472 354 33.1 4.5 38.2 533 32.6 477 30.1 19.7 60.8
SI-NI-FGSM SVD 46.3 36.2 313 41.7 38.7 522 325 47.1 29.7 20.1 61.5
LRS 48.0 36.6 31.3 43.2 39.8 55.6 32.7 49.4 30.0 20.8 62.3
W/O 44.7 37.6 32.7 39.0 36.0 47.6 322 46.6 35.0 26.4 66.5
MI-FGSM SVD 44.1 35.1 29.6 36.8 37.0 48.5 29.5 44.8 34.0 259 66.8
LRS 51.1 44.6 383 46.0 40.6 56.9 39.4 534 358 27.1 66.7
W/O 41.1 30.7 26.9 34.0 29.0 45.0 27.4 42.1 32.7 24.6 66.4
DI-FGSM SVD 422 315 27.9 35.6 30.6 46.7 28.1 422 32.6 24.7 66.5
LRS 4.1 35.5 30.5 36.4 32.6 51.9 28.7 46.6 334 24.7 66.7
W/O 27.7 21.8 20.1 21.8 27.2 29.8 20.9 264 283 20.2 59.8
Res152-vl TI-FGSM SVD 27.7 21.7 20.6 223 25.9 30.0 21.8 253 29.0 20.2 59.8
LRS 319 27.6 23.2 259 28.4 36.5 25.1 34.0 29.8 20.2 59.5
W/0 28.0 242 21.0 20.3 50.0 29.0 232 25.1 49.6 429 75.0
PI-FGSM SVD 29.2 232 22.3 20.3 50.4 29.6 22.6 223 50.1 43.7 75.1
LRS 31.5 25.3 23.8 20.1 51.3 31.8 24.8 24.6 51.1 4.1 75.3
W/O 59.3 52.0 45.1 50.9 45.1 65.4 47.1 60.4 38.1 29.0 68.3
SI-NI-FGSM SVD 62.0 56.5 48.3 52.9 48.5 67.2 49.5 62.2 39.8 29.6 68.1
LRS 64.1 59.0 47.5 54.4 48.8 70.8 49.0 63.4 39.7 29.1 68.0
W/O 38.2 31.6 27.5 38.6 344 51.9 29.5 47.5 38.2 29.4 71.8
MI-FGSM SVD 39.1 31.6 25.7 38.1 34.9 50.6 27.7 45.7 38.2 29.7 72.1
LRS 424 343 29.1 434 364 55.2 29.5 50.2 38.1 29.8 71.7
W/0 272 20.0 18.6 28.1 243 36.8 18.0 342 319 23.7 65.6
DI-FGSM SVD 25.7 183 16.2 27.0 25.2 354 159 314 32.1 23.7 65.8
LRS 30.2 23.1 19.0 32.6 25.5 42.6 19.3 38.6 31.8 23.7 65.9
W/O 24.4 214 18.4 23.5 25.1 328 19.2 29.0 33.0 235 66.0
Vgg-16 TI-FGSM SVD 23.6 19.6 18.2 21.9 24.9 28.7 18.3 25.1 32.6 235 66.3
LRS 28.3 23.3 20.2 26.8 27.0 36.2 20.3 31.2 33.0 23.9 66.1
W/O 24.5 17.5 17.1 17.4 2.7 232 17.8 20.0 47.7 39.4 73.9
PI-FGSM SVD 18.8 13.2 14.0 12.1 41.7 18.9 153 14.1 46.1 39.2 727
LRS 26.9 20.8 19.8 18.5 41.8 26.7 19.9 22.5 47.7 39.3 734
W/O 51.5 44.8 36.8 50.3 453 67.0 36.3 60.9 39.9 30.7 727
SI-NI-FGSM SVD 52.8 44.1 37.1 49.1 44.6 68.1 36.0 60.2 40.5 314 72.9
LRS 55.2 46.6 40.0 53.5 45.6 69.7 39.5 63.3 40.3 31.1 73.4
W/O 24.5 20.1 18.8 20.8 25.5 26.0 16.8 24.9 27.1 17.6 59.1
MI-FGSM SVD 28.4 20.4 19.7 23.5 27.8 29.8 19.4 27.6 279 18.3 59.7
LRS 29.8 23.3 22.0 26.2 27.3 32.0 21.3 28.9 274 18.3 59.6
W/0 17.4 11.5 11.0 154 17.6 17.7 11.2 17.3 24.1 15.9 56.5
DI-FGSM SVD 19.5 13.1 12.0 16.9 18.9 21.7 11.8 19.2 24.3 16.5 56.5
LRS 21.6 14.3 13.6 19.9 19.1 222 12.8 222 24.0 16.5 56.5
W/O 15.0 10.2 113 12.6 19.2 14.8 10.6 13.7 244 16.1 56.6
IncRes-v2 TI-FGSM SVD 16.7 12.0 12.3 12.6 19.3 16.0 11.3 14.2 24.7 16.3 57.1
LRS 19.2 13.0 135 16.1 21.4 18.8 12.7 17.5 249 16.4 56.4
W/O 21.2 17.2 19.7 15.2 38.9 22.7 18.4 18.5 424 29.5 67.0
PI-FGSM SVD 25.3 194 19.3 16.8 41.3 26.8 19.3 18.2 44.3 30.6 68.6
LRS 235 19.1 19.3 17.7 40.5 274 18.0 20.5 44.1 30.9 67.6
W/O 485 40.0 31.7 394 384 49.3 337 44.5 313 21.4 62.6
SI-NI-FGSM SVD 49.5 41.9 335 429 413 53.6 35.3 48.7 319 21.3 62.7
LRS 50.2 42.6 34.7 43.2 4.1 54.0 35.0 49.9 325 21.2 62.6
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Table 11. Complete per-model ASR (%) of different attacks evaluated on various CNN target models using CNN-based surrogate models.
Best results are highlighted in bold.

Model Attack Method | Inc-v3 Inc-v4 Vgg-16 Vgg-19 Dense-121 IncRes-v2 Res152 Res50 Resl01
W/O 100.0  50.0 60.3 58.2 50.3 45.6 45.9 54.6 48.9
MI-FGSM SVD 99.9 54.0 64.0 62.3 53.1 52.0 43.9 58.9 55.4
LRS 100.0 634 69.0 66.5 60.4 59.5 50.7 65.4 59.1
W/O 99.7 479 48.5 47.1 40.0 39.1 34.4 41.9 37.5
DI-FGSM SVD 99.7 51.2 56.4 51.7 44.5 41.2 36.5 47.7 41.5
LRS 99.9 56.5 57.8 55.9 46.3 45.6 38.7 50.6 45.1
W/O0 99.9 28.5 41.0 39.3 32.7 19.6 249 27.8 242
TI-FGSM SVD 99.7 29.8 44.5 40.8 349 20.0 27.8 28.3 249
LRS 100.0 354 47.9 44.9 37.2 26.1 29.8 32.2 28.1
W/O 98.9 57.5 79.1 78.0 70.5 40.5 55.6 65.3 60.8
Inc-v3 PI-FGSM SVD 98.9 60.4 80.5 80.2 74.2 41.1 56.8 67.5 63.2
LRS 99.6 63.4 83.0 82.0 75.6 43.5 58.7 69.9 65.7
W/O0 1000 777 78.0 772 76.2 753 67.4 74.5 68.9
SI-NI-FGSM | SVD 1000 795 82.1 79.9 78.3 79.0 70.7 78.1 743
LRS 100.0  81.5 84.3 83.1 81.9 82.1 72.0 81.2 76.9
W/O 100.0  73.8 72.7 70.7 66.8 68.9 60.1 67.7 63.1
VMI-FGSM SVD 99.6 78.2 71.7 77.8 73.7 75.1 65.0 75.3 69.2
LRS 100.0  81.1 79.5 80.7 75.9 77.9 68.3 71.5 72.0
W/0 100.0  63.8 67.7 67.5 56.5 60.1 50.6 65.2 58.1
GI-FGSM SVD 100.0  69.0 75.6 73.9 64.5 66.3 522 73.6 64.9
LRS 100.0  76.9 80.0 71.5 70.4 73.7 60.8 76.4 72.0
W/0 65.8 68.7 99.0 99.9 774 52.7 614 84.2 75.9
MI-FGSM SVD 65.8 69.8 99.2 100.0 79.4 53.7 63.0 84.1 71.9
LRS 71.5 72.5 99.6 99.9 81.7 57.8 66.8 89.0 79.9
W/O 56.0 60.1 98.5 99.9 64.1 41.0 50.7 71.7 68.5
DI-FGSM SVD 54.0 59.2 98.3 100.0 63.0 40.2 48.2 76.9 66.9
LRS 60.9 62.9 99.1 100.0 70.4 44.0 53.7 82.1 71.5
W/0 483 50.0 96.2 99.9 59.2 323 43.8 66.2 56.3
TI-FGSM SVD 45.6 46.6 95.2 100.0 56.9 30.4 40.3 63.6 53.4
LRS 53.5 54.5 97.6 99.9 64.3 38.1 48.2 724 62.8
W/O 60.5 62.4 94.5 99.9 76.1 38.7 61.1 83.4 71.7
Vgg-19 PI-FGSM SVD 60.5 61.2 944 100.0 75.1 39.4 60.3 84.1 71.7
LRS 62.9 63.5 96.5 100.0 76.9 41.1 63.5 85.5 78.5
W/0 82.8 85.0 99.5 100.0 91.2 72.7 77.6 93.6 89.4
SI-NI-FGSM | SVD 83.2 86.8 99.5 100.0 90.3 74.6 80.1 92.6 90.2
LRS 86.1 89.0 99.9 100.0 93.9 79.0 83.0 94.2 91.6
W/O 79.0 80.7 99.5 99.9 87.9 67.9 76.5 91.1 86.4
VMI-FGSM SVD 80.0 83.4 99.5 100.0 88.6 68.3 77.6 92.5 87.5
LRS 80.9 83.4 99.8 99.9 88.9 70.2 78.3 93.7 87.9
W/O 73.8 78.7 99.7 100.0 87.3 61.8 71.7 91.2 85.6
GI-FGSM SVD 75.7 80.0 99.7 100.0 88.6 64.0 73.0 93.3 86.2
LRS 75.8 80.5 99.8 99.7 88.8 66.2 73.5 93.3 86.9
W/0 67.5 62.8 84.7 83.2 100.0 57.2 82.5 87.3 85.3
MI-FGSM SVD 69.2 63.4 86.5 84.7 100.0 57.5 81.4 87.9 85.6
LRS 77.1 724 89.4 88.9 100.0 66.0 89.8 93.0 91.3
W/O 63.1 62.8 78.8 77.4 100.0 53.4 77.6 86.9 83.9
DI-FGSM SVD 64.1 61.5 82.6 79.9 100.0 51.6 74.6 86.5 80.5
LRS 68.9 70.0 84.7 85.5 100.0 60.9 83.8 91.0 88.3
W/O 48.9 46.3 64.6 62.2 100.0 36.6 60.3 68.5 65.3
TI-FGSM SVD 46.6 44.7 65.3 61.7 100.0 333 57.8 66.5 61.3
LRS 54.6 55.1 72.8 68.5 100.0 42.5 67.8 76.0 72.3
W/O 66.2 65.8 86.3 84.1 100.0 49.5 72.2 86.7 82.2
Densenet-121 PI-FGSM SVD 66.1 66.5 86.9 85.1 100.0 49.2 72.8 88.2 83.8
LRS 69.8 67.8 87.5 87.7 100.0 53.6 75.2 89.4 84.3
W/O0 83.7 81.7 91.9 91.4 100.0 78.8 93.2 934 93.3
SI-NI-FGSM | SVD 85.2 81.8 92.7 91.9 100.0 77.6 92.8 94.4 93.7
LRS 88.6 85.8 94.3 93.9 100.0 82.9 95.6 95.5 95.6
W/O0 82.9 81.6 92.1 90.9 100.0 713 92.8 93.6 92.7
VMI-FGSM SVD 85.1 84.4 93.8 93.2 100.0 78.8 92.1 94.3 93.7
LRS 86.7 86.6 94.6 93.7 100.0 82.6 95.4 96.3 95.3
W/O 81.5 78.7 92.6 91.0 100.0 71.7 91.0 93.6 92.5
GI-FGSM SVD 82.2 79.3 94.5 92.8 100.0 73.2 91.9 94.2 93.7
LRS 87.8 85.3 95.8 94.7 100.0 80.9 94.8 96.9 95.7
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Table 12. Complete per-model ASR (%) of different attacks evaluated on various defended CNN target models and defense methods using
CNN-based surrogate models. Best results are highlighted in bold.

Model Attack Method | Inc-v3,qy Inc-v3en3  Inc-v3ens  IncRes-v2.,s HGD JPEG R&P  NIPS_r3
W/O 26.5 23.0 22.5 10.4 8.1 389 230 24.7
MI-FGSM SVD 29.7 233 23.8 12.5 7.2 41.0 248 274
LRS 304 24.3 25.6 12.6 9.6 46.6 27.6 30.6
W/0 15.9 15.8 17.1 7.4 7.4 268 114 13.1
DI-FGSM SVD 16.1 16.3 17.6 7.6 7.6 29.5 12.5 14.3
LRS 17.2 17.8 18.2 8.1 9.5 31.0 15.6 15.3
W/O 13.8 12.9 133 6.6 5.3 233 9.3 9.8
TI-FGSM SVD 13.1 13.7 13.9 6.5 5.5 25.4 9.4 10.6
LRS 154 14.3 15.6 7.8 7.5 28.3 112 12.2
W/O 45.4 44.9 46.2 33.1 303 637 412 429
Inc-v3 PI-FGSM SVD 47.0 46.9 49.3 35.9 336 670 41.0 44.8
LRS 48.4 47.2 51.0 35.7 36.6 69.1 44.6 47.5
W/0 45.6 38.5 38.4 234 187 612 446 48.5
SI-NI-FGSM SVD 46.0 39.9 40.1 22.8 177 653 46.0 50.1
LRS 49.2 40.9 41.8 24.8 194 68.8 50.0 52.6
W/O 422 38.7 39.6 234 21.1 534 418 43.2
VMI-FGSM SVD 49.0 44.2 46.1 26.9 263 60.6 455 48.2
LRS 48.2 45.6 46.5 26.3 28.0 624 468 50.4
W/O 30.7 229 23.0 10.7 5.1 634 294 314
GI-FGSM SVD 32.8 23.3 22.8 11.1 4.1 65.0 319 353
LRS 34.5 26.8 24.7 13.2 5.7 649  38.6 38.9
W/0 433 41.0 379 29.0 425 564 327 34.6
MI-FGSM SVD 45.7 40.7 35.9 28.6 405 556 328 33.7
LRS 47.9 43.9 40.4 29.8 473 595 350 36.5
W/O 30.9 27.3 253 16.7 278 38.0 194 20.3
DI-FGSM SVD 29.8 27.1 24.5 17.0 26.0  36.5 19.2 21.1
LRS 34.5 30.4 27.6 18.5 328 390 21.0 22.2
W/0 30.6 28.3 29.0 18.8 268 424 227 23.2
TI-FGSM SVD 30.2 27.8 24.9 18.3 232 424 225 23.6
LRS 34.8 30.7 294 20.1 29.6 458 249 26.1
W/O 48.0 49.2 52.2 40.0 454 707  46.1 46.4
Vgg-19 PI-FGSM SVD 47.5 48.5 51.7 40.6 439 719 459 45.2
LRS 50.7 50.2 52.6 40.9 456 73.0 463 459
W/O 64.9 58.6 53.2 422 60.2 715 478 50.2
SI-NI-FGSM SVD 63.9 56.3 51.6 43.1 588 714 458 49.2
LRS 68.7 62.7 55.7 45.9 644 747 49.7 519
W/O 60.3 54.3 53.1 423 575 725 46.1 50.6
VMI-FGSM SVD 61.8 54.8 51.0 429 56.5 73.1 456 48.8
LRS 61.7 56.8 54.3 44.2 61.1 747 483 51.7
W/O 50.6 44.4 41.5 28.9 456 634 376 40.2
GI-FGSM SVD 51.3 44.7 41.6 29.0 434 648 387 38.9
LRS 53.1 45.3 42.6 30.5 483 65.0 39.1 40.7
W/0 51.7 50.4 49.6 38.3 539 727 402 41.3
MI-FGSM SVD 51.8 48.6 46.7 35.5 495 717 413 40.2
LRS 60.9 57.0 56.1 43.6 633 797 46.2 50.3
W/O 46.5 43.5 41.0 30.7 494 571 234 36.1
DI-FGSM SVD 45.0 40.2 39.4 28.7 442 550 304 34.9
LRS 50.5 46.8 45.5 32.8 564 61.2 332 40.9
W/O 37.9 35.1 35.7 25.5 359 233 285 27.5
TI-FGSM SVD 35.7 33.8 34.7 24.6 31.7 254 270 26.8
LRS 43.1 43.3 40.8 29.3 419 283 319 319
W/O 60.9 63.8 67.0 554 61.1 81.2 61.6 60.0
Densenet-121 PI-FGSM SVD 60.4 63.0 67.8 55.6 60.3 81.1 61.8 60.3
LRS 63.2 65.8 71.2 60.3 62.6 823 645 62.9
W/0 74.7 71.4 68.9 58.1 76.3 87.3 61.6 66.2
SI-NI-FGSM SVD 74.3 70.5 67.1 56.4 73.3 86.8  60.1 63.4
LRS 79.4 76.3 72.8 64.0 795 899 66.2 71.6
W/0 73.6 71.6 69.8 61.5 77.8 86.0 64.1 67.4
VMI-FGSM SVD 76.1 74.1 69.6 62.0 762  86.2  63.7 67.8
LRS 78.5 759 72.8 65.7 80.8 88.2 67.0 73.2
W/O 66.0 61.2 60.0 46.6 66.0 832 538 56.2
GI-FGSM SVD 65.1 60.2 59.2 439 64.5 829 541 53.1
LRS 73.1 70.5 63.7 53.9 75.6 874 58.8 634
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Table 13. Complete per-model ASR (%) of different attacks evaluated on various ViT target models and defended ViT target models using
CNN-based surrogate models. Best results are highlighted in bold.

Model Attack Method | PiT-S  Visformer-S Twins-B  CaiT-S DeiT-B  ConViT-B  ViT-B  Swin-S DeiT-S(adv) Swin-B(adv) XCiT-S(adv)
W/O 25.7 235 223 16.5 17.9 16.4 24.8 20.7 26.9 17.8 59.4
MI-FGSM SVD 23.8 25.8 222 17.3 18.8 17.3 24.7 20.8 274 17.6 59.6
LRS 28.4 28.7 26.5 19.6 21.0 194 26.5 23.9 27.1 18.6 60.3
W/O 17.1 16.3 17.2 10.6 12.2 10.3 18.1 15.7 23.6 15.8 56.6
DI-FGSM SVD 17.2 18.2 16.1 11.1 11.6 11.5 18.4 15.8 23.9 16.1 56.9
LRS 18.6 19.2 19.0 13.5 12.6 12.3 18.6 17.3 23.8 16.0 56.7
W/O 13.7 14.2 11.9 9.3 10.9 9.8 18.1 12.6 23.5 15.8 56.3
TI-FGSM SVD 14.2 13.7 11.1 9.5 12.3 9.7 19.3 12.7 243 15.9 56.6
LRS 15.8 15.5 14.7 10.4 12.7 10.6 19.2 14.2 244 16.1 56.5
W/O 227 222 16.9 17.3 18.5 17.0 36.0 14.8 41.2 28.4 66.7
Inc-v3 PI-FGSM SVD 22.8 22.7 16.6 17.3 19.0 16.3 38.2 15.3 42.2 28.6 68.0
LRS 235 24.7 17.7 17.1 17.1 16.5 36.1 16.5 42.0 30.0 67.8
W/O 39.7 415 36.3 31.2 27.2 27.5 344 324 30.5 19.8 62.2
SI-NI-FGSM SVD 413 435 38.0 31.0 28.2 27.3 36.6 343 29.7 19.5 62.0
LRS 43.4 46.9 40.2 34.1 28.5 30.4 36.1 36.5 30.2 19.6 62.1
W/O 37.8 40.9 37.1 61.1 27.7 28.1 31.6 35.4 28.3 19.0 61.1
VMI-FGSM SVD 414 44.8 41.6 60.7 30.6 27.6 34.6 373 28.4 19.7 60.7
LRS 43.4 45.5 43.8 60.7 30.8 30.5 349 38.8 29.5 20.1 60.7
W/O 279 28.8 27.2 19.4 20.6 18.9 26.3 23.7 28.5 18.4 60.8
GI-FGSM SVD 28.6 30.8 282 222 214 19.6 29.3 27.0 28.1 18.6 61.1
LRS 31.6 34.8 31.3 25.2 22.4 23.1 30.4 27.9 28.9 194 60.8
W/0 38.7 514 46.8 325 29.5 279 34.0 39.3 37.8 29.8 724
MI-FGSM SVD 35.5 485 43.7 29.5 27.1 26.6 34.4 36.1 38.0 30.1 72.4
LRS 41.7 56.3 50.7 33.8 30.2 29.0 36.7 414 38.3 29.9 72.7
W/O 272 36.8 342 20.0 18.6 18.0 243 28.1 319 23.7 65.6
DI-FGSM SVD 25.7 354 314 18.3 16.2 15.9 25.2 27.0 32.1 23.7 65.8
LRS 29.5 40.7 37.0 21.2 19.0 18.3 24.8 31.2 31.8 232 66.0
W/O 25.0 30.9 26.6 19.1 19.2 17.3 25.1 22.3 32.1 23.7 65.6
TI-FGSM SVD 23.7 27.2 23.7 18.2 16.8 17.3 25.7 19.9 324 24.0 66.1
LRS 27.1 339 31.5 21.0 20.8 19.7 27.6 24.4 325 235 65.7
Ww/O 242 26.1 20.8 18.5 17.8 19.5 41.4 17.6 46.5 38.8 737
Vgg-19 PI-FGSM SVD 24.5 25.6 21.2 18.2 18.0 18.2 41.7 17.7 46.8 40.1 74.1
LRS 25.7 26.0 21.8 19.7 18.1 17.6 41.6 17.7 47.0 39.1 739
W/O 49.9 67.6 58.1 42.8 37.1 35.6 444 479 40.3 31.1 72.8
SI-NI-FGSM SVD 49.1 65.7 56.6 41.6 35.0 36.5 457 47.9 40.5 31.3 73.1
LRS 54.1 714 62.9 44.4 38.2 38.1 46.0 53.0 40.5 314 72.9
W/O 54.0 66.5 61.3 46.1 39.9 39.3 444 533 394 31.3 73.2
VMI-FGSM SVD 52.2 63.6 60.1 454 38.5 38.6 44.1 53.4 38.6 314 72.8
LRS 57.4 68.0 65.0 47.5 41.6 40.3 44.6 55.9 39.5 31.7 73.0
W/O 41.0 54.7 49.4 345 29.4 29.5 345 39.5 35.8 28.3 68.8
GI-FGSM SVD 42.8 56.4 473 33.8 29.7 27.1 36.6 39.1 35.8 28.8 68.8
LRS 43.8 57.0 51.6 35.6 30.5 29.9 36.3 424 36.0 29.0 68.9
W/O 442 53.1 48.5 36.5 34.6 315 37.6 39.2 31.3 21.3 63.9
MI-FGSM SVD 41.6 49.9 422 334 327 30.4 35.5 36.6 31.7 21.8 64.3
LRS 52.5 60.1 53.1 4.5 39.2 36.9 40.3 44.4 322 21.9 64.5
W/O 38.1 46.0 39.8 29.9 279 24.7 29.4 31.5 33.0 244 66.4
DI-FGSM SVD 354 40.9 335 26.6 249 23.1 28.9 28.1 33.2 242 66.0
LRS 4.5 51.9 42.5 335 27.5 27.9 30.9 35.1 329 24.7 66.3
W/O 28.7 34.4 28.0 21.7 22.7 21.8 28.0 229 32.8 243 66.1
TI-FGSM SVD 25.2 29.2 22.7 20.0 20.6 20.3 27.5 20.3 32.6 24.0 65.6
LRS 33.2 37.1 30.8 26.7 25.1 23.8 29.7 26.7 335 24.5 66.2
W/O 28.1 30.1 22.7 21.7 19.6 21.1 48.5 19.5 49.4 42.8 75.0
Densenet-121 PI-FGSM SVD 26.1 28.0 21.5 19.9 18.8 20.3 48.3 19.0 48.5 423 74.8
LRS 30.6 31.2 23.0 22.3 20.9 21.1 49.9 19.2 49.6 43.1 75.2
W/O 61.3 69.9 61.6 55.8 49.2 47.0 514 54.9 424 324 72.8
SI-NI-FGSM SVD 59.2 67.6 55.7 52.1 45.4 42.5 53.6 51.0 41.5 32.6 72.9
LRS 66.3 76.0 67.1 60.3 524 50.5 53.7 56.6 43.1 33.0 73.4
W/O 67.6 74.6 68.4 59.9 543 532 53.7 59.3 41.7 332 73.2
VMI-FGSM SVD 67.7 74.1 66.8 583 535 51.9 533 59.4 41.6 33.1 72.8
LRS 71.6 78.0 70.7 63.8 58.7 55.8 55.3 63.7 43.2 33.8 73.6
W/O0 55.8 66.1 55.6 47.8 40.3 39.3 44.6 47.7 38.5 29.4 68.8
GI-FGSM SVD 52.0 62.6 52.5 44.6 38.7 39.4 452 46.0 385 29.2 69.4
LRS 62.3 71.9 62.3 53.8 47.3 43.7 49.0 54.4 39.1 29.8 69.0
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Table 14. Complete per-model ASR (%) of different attacks evaluated on various CNN target models using ViT-based surrogate models.
Best results are highlighted in bold.

Model | Attack | Method | Inc-v3 1Inc-v4 Vgg-16 Vgg-19 Dense-121 IncRes-v2 Resl52 Res50 Resl01
W/O 451 41.1 66.5 64.2 545 34.8 454 57.0 515
MIM SVD 48.2 44.1 66.9 67.2 584 36.7 479 58.1 55.0
LRS 53.5 47.0 72.1 70.3 61.8 40.2 51.1 63.9 59.5
W/0 495 424 64.4 61.1 59.0 375 48.6 57.8 539
PNA SVD 494 43.9 65.6 62.7 583 38.3 49.8 589 555
VITB LRS 54.8 49.8 735 68.0 65.6 43.1 55.3 66.3 61.8
W/O 534 478 732 1.4 64.0 42.6 543 66.1 62.6
TGR SVD 54.2 48.0 74.9 71.6 66.0 42.7 54.6 66.2 62.6
LRS 54.9 48.5 77.4 74.9 64.8 40.3 56.1 68.9 64.3
W/O 59.8 547 76.8 754 70.1 492 60.0 70.8 68.1
ATT SVD 60.7 56.5 78.1 76.2 72.3 49.3 60.7 71.2 67.3
LRS 61.0 54.2 80.4 77.1 71.8 48.8 60.9 733 69.2
W/0 56.1 49.5 745 73.1 653 432 54.0 69.5 63.2
MIM SVD 58.5 532 74.9 723 68.3 45.9 574 69.0 65.8
LRS 63.8 56.2 78.9 76.3 75.7 52.2 64.5 73.0 72.5
W/O 59.8 547 733 69.1 72.0 48.7 61.3 70.0 66.2
PNA SVD 62.2 57.1 75.4 72.1 75.5 51.3 65.0 72.8 70.2
DeIT-B LRS 66.0 62.2 78.6 75.5 80.2 56.9 70.3 712 73.5
W/Oo 732 67.6 87.1 84.8 86.2 64.9 77.0 84.7 839
TGR SVD 73.9 69.3 88.2 85.3 86.4 64.8 78.1 859 84.5
LRS 76.1 71.5 90.5 88.6 88.2 67.7 814 88.8 86.7
W/0 76.2 723 88.7 86.3 874 69.2 80.5 86.6 85.6
ATT SVD 77.1 71.2 88.6 86.4 87.4 68.7 79.5 86.4 84.6
LRS 77.8 74.3 90.7 88.8 90.1 70.1 82.1 89.1 87.8
W/O 64.2 595 80.0 78.1 722 53.6 64.3 73.6 71.1
MIM SVD 66.2 60.9 80.8 79.4 75.1 57.1 66.1 75.3 74.1
LRS 70.6 67.0 82.4 81.4 80.4 63.6 70.5 79.0 76.4
W/0 599 56.2 749 739 70.5 53.0 62.0 68.0 67.7
PNA SVD 64.8 60.6 75.7 74.8 74.3 57.2 65.2 72.5 69.5
CaiT-S LRS 70.0 67.3 80.1 80.0 78.5 63.6 721 76.6 74.8
W0 76.0 70.8 88.0 86.9 86.6 69.0 782 84.6 835
TGR SVD 74.9 71.1 88.2 86.6 86.0 70.2 71.7 84.0 83.9
LRS 78.8 74.6 90.4 89.2 88.0 71.5 81.5 86.6 86.9
W/O 782 75.8 86.4 85.7 84.9 732 79.7 843 83.5
ATT SVD 78.9 75.9 88.1 86.6 85.0 73.6 80.2 85.9 84.1
LRS 79.7 76.6 89.2 87.8 87.9 74.2 81.6 85.7 84.5

Table 15. Complete per-model ASR (%) of different attacks evaluated on various CNN target models and defense methods using
ViT-based surrogate models. Best results are highlighted in bold.

Model | Attack | Method | Inc-v3,4y Inc-v3ens  Inc-v3epsa  IncRes-v2e,s HGD JPEG R&P  NIPS.13
Ww/O0 37.6 352 35.6 29.2 282 535 344 34.6
MIM SVD 39.3 37.3 36.8 299 31.7 551 371 36.6
LRS 429 40.9 394 31.3 333 587 388 38.9
W/O 379 34.1 359 26.1 304 546 335 344
PNA SVD 39.6 374 36.1 26.8 32.1 548 349 342
VIiT.B LRS 44.2 38.9 40.4 29.5 343 603 373 38.6
W/O 452 41.3 2.7 329 393 621 418 422
TGR SVD 45.6 41.3 42.8 33.0 392 622 421 42.0
LRS 47.0 42.4 41.7 323 393 657 427 43.1
W/O 499 475 48.4 39.0 465 664 464 459
ATT SVD 51.5 47.0 47.5 38.2 449 669 46.6 46.5
LRS 50.5 46.3 47.5 35.7 469 67.0 46.8 47.2
W/O 45.8 41.5 40.3 352 386 61.3 40.6 38.2
MIM SVD 48.7 43.9 44.0 353 403 628 41.0 41.0
LRS 53.9 48.6 49.1 41.0 47.6 68.1 469 46.2
W/O 489 444 43.6 341 438 995 99.1 99.1
PNA SVD 514 48.2 47.6 36.1 457 998 992 98.9
DeIT-B LRS 57.6 52.5 50.4 40.0 524 999 995 99.2
W/O0 66.1 59.1 59.4 50.7 622 797 576 59.0
TGR SVD 67.6 62.1 60.8 51.2 632 80.6 59.0 60.0
LRS 69.5 63.8 63.9 55.0 67.3 823 61.6 64.2
W/O0 69.4 65.1 64.7 554 66.1 81.0 613 62.6
ATT SVD 69.3 63.5 63.1 53.6 66.0 80.3 604 60.6
LRS 71.0 66.3 66.6 56.8 694 837 644 64.9
Ww/O0 529 48.2 45.8 41.1 470 639 463 44.1
MIM SVD 53.8 50.9 49.8 42.6 50.6 669 48.7 47.3
LRS 62.2 57.6 55.3 48.8 577 721 554 54.5
W/O0 48.6 441 43.7 359 434 60,5 40.1 39.3
PNA SVD 52.5 49.5 47.6 413 479 646 441 43.7
CaiT-S LRS 60.0 55.8 54.2 454 548 706 50.5 52.5
W/O 66.6 62.6 61.5 52.8 61.0 79.8 594 58.8
TGR SVD 67.2 63.8 62.9 54.9 62.8 79.7 613 59.8
LRS 71.1 66.4 67.8 57.5 683 826 65.5 67.9
W/O 70.1 68.2 66.7 59.9 65.6 815 64.6 64.8
ATT SVD 70.2 67.5 67.7 59.0 67.6 80.8 644 65.6
LRS 71.1 68.5 68.1 59.4 682 821 66.0 66.5
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Table 16. Complete per-model ASR (%) of different attacks evaluated on various ViT target models and defended ViT target models using
ViT-based surrogate models. Best results are highlighted in bold.

Model | Attack | Method | PiT-S CaiT-S DeiT-B  ViT-B  Visformer-S ConViT-B  Twins-B  DeiT-Sadv  Swin-Badv ~ XCiT-Sadv
Ww/O0 479 68.7 74.2 100.0 46.0 71.0 41.4 41.9 30.8 71.2
MIM SVD 51.7 74.9 78.8 100.0 50.8 76.3 44.8 42.0 32.1 71.4
LRS 55.2 77.3 79.9 100.0 51.9 78.9 45.6 43.1 33.0 72.0
W/O0 53.8 76.7 77.9 99.4 52.2 76.6 46.6 38.6 28.9 69.8
PNA SVD 56.0 78.9 80.6 99.7 53.9 80.7 48.8 39.0 29.8 69.9
VIT-B LRS 57.7 79.5 81.9 100.0 554 79.8 48.2 41.0 30.4 70.3
W/O 56.3 71.7 78.2 99.9 54.4 75.3 46.7 45.5 343 73.5
TGR SVD 57.9 72.1 78.4 99.9 554 76.7 47.8 46.8 34.9 73.5
LRS 58.0 70.8 75.7 99.9 54.1 75.9 47.1 47.9 35.6 74.5
W/O0 67.3 81.8 85.2 99.9 64.7 83.0 57.1 46.3 35.5 73.5
ATT SVD 65.8 81.3 84.6 100.0 64.6 83.0 56.4 47.9 35.7 73.2
LRS 68.8 79.7 85.7 100.0 64.2 81.5 58.3 48.8 36.2 74.3
W/O0 67.7 90.6 100.0 70.8 65.1 92.1 59.5 42.3 32.5 71.7
MIM SVD 72.4 92.8 100.0 75.3 68.5 94.4 64.7 43.6 329 71.8
LRS 81.8 94.6 100.0 84.1 71.5 95.8 72.2 44.8 34.5 72.7
W/O0 97.7 99.6 100.0 99.5 97.0 99.3 97.8 96.4 99.3 99.7
PNA SVD 97.8 99.2 99.9 99.6 97.7 99.7 98.4 97.3 99.4 99.7
DelTB LRS 98.7 99.8 100.0 99.7 98.7 99.7 99.5 97.3 99.4 99.7
W/0 90.3 98.6 100.0 94.2 86.2 99.0 80.5 51.0 37.9 75.1
TGR SVD 91.1 98.9 100.0 94.2 87.2 98.9 81.7 50.8 39.0 75.3
LRS 91.9 99.1 100.0 95.3 89.0 98.9 84.2 53.5 41.1 75.5
Ww/O 94.0 99.3 100.0 94.5 91.2 99.5 87.7 50.4 38.6 74.9
ATT SVD 94.2 99.2 100.0 95.1 91.1 99.4 87.5 50.1 37.8 74.3
LRS 94.5 98.7 100.0 96.0 92.7 99.5 89.4 52.6 40.8 75.2
Ww/0 74.6 100.0 94.9 75.6 71.9 93.0 72.9 42.8 34.0 71.5
MIM SVD 80.2 100.0 95.5 80.0 73.9 94.7 77.1 44.0 35.1 72.2
LRS 84.1 99.6 95.9 84.1 78.9 95.5 80.8 47.4 36.4 73.3
W/O0 74.9 96.9 88.4 74.8 71.8 88.3 75.0 374 29.9 69.2
PNA SVD 81.4 97.5 92.0 78.1 76.8 91.8 80.8 38.8 30.6 69.2
CaiT-S LRS 84.5 96.8 92.6 83.2 79.8 924 82.6 42.8 33.7 70.7
W/O0 87.5 99.7 95.8 89.1 83.7 95.1 82.5 49.1 39.0 74.1
TGR SVD 87.8 100.0 95.9 89.2 84.1 94.7 83.8 51.5 40.2 74.5
LRS 88.5 99.7 95.6 92.7 84.8 95.5 85.0 54.2 434 76.3
W/O0 89.0 97.9 95.4 89.3 85.8 94.5 87.4 49.3 38.9 73.3
ATT SVD 90.3 99.0 95.5 89.5 86.0 95.2 87.2 51.1 39.9 74.3
LRS 89.1 99.0 95.8 90.7 87.0 93.9 88.5 53.4 42.5 74.8
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